
 

分类号 TP393.08     密 级     

U D C       编 号      10486     . 

 

 

 

武 汉 大 学 

博 士 学 位 论 文 

 

 

 

使用聚类-离群值方法和增量 SVM 分类

的混合入侵检测 

 

 

 研  究  生  姓  名： Chitrakar Roshan 

 指导教师姓名、职称： 黄传河 

 学 科、专 业 名 称： 信息安全 

 研   究    方   向： 入侵检测 

 

 

 

2015 年 5 月 30 日 



 

  



 

 

 

 

 

Wuhan University 

PhD Thesis 

 

 

 

Hybrіd Іntrusіоn Dеtеctіоn wіth 

Clustеrіng-Оutlіеr Tеchnіquе аnd 

Іncrеmеntаl SVM Clаssіfіcаtіоn 

 

 Research Student： Chitrakar Roshan 

 Supervisor： Huang Chuanhe 

 Specialization： Information Security 

 Research Direction： Intrusion Detection 

 

 
May 30， 2015 



 



 

  



 

  



 

 

 

 

 

论文原创性说明 

 

 

本人郑重声明：所呈交的学位论文，是本人在导师指导下，独

立进行研究工作所取得的研究成果。除文中已经标明引用的内容外，

本论文不包含任何其他个人或集体已经发表或撰写过的研究成果。

对本人的研究做出贡献的个人和集体，均已在文中以明确方式标明。

本声明的法律结果就本人承担。 

 

 

学位论文作者(签名)： 

2015 年 6 月 1 日 



 

  



 

 

 

步汉大学学位论文使用授权协议书 

本学位论文作者愿意遵守武汉大学关于保存、使用学位论文的

管理办法及规定，即：学校有权保存学位论文的印刷本和电子版，

并提供文献检索与阅览服务；学校可以采用影印、缩印、数字化或

其它复制手段保存论文；在以教学与科研服务为目的前提下，学校

可以在校园网内公布及部分内容。 

在本论文提交当年，同意在校园网内提供前十六页全文浏览服

务。 

1、本论文提交□当年/□一年/□两年/□三年，同意在校园网

内允许读者浏览并下载全文。 

   (保密论文解密后遵守此规定)  

 

 

论文作者(签名)：  

学           号：2010172110001 

学           院：计算机 

 

             日期：    2015  年  6  月  1 日  

  



 

 

 



 

Contributions оf Thеsіs 

 

1.  Thіs thеsіs discovers thаt k-Mеdоіds clustеrіng оutpеrfоrms k-Mеаns 

clustеrіng whеn dаtа sаmplеs in an IDS аrе lаrgе. The accuracy and detection 

rate are found to be higher with lower false alarm rate while using k-Medoids 

than using k-Medoids clustering. k-Medoids shows consistently better 

performances when they are followed by either NB classification of SVM 

classification. 

2.  Thе rеsеаrch wоrk dеvеlоps аn Іncrеmеntаl SVM clаssіfіcаtіоn mеthоd fоr 

іntrusіоn dеtеctіоn systеm, which is faster and more efficient. The proposed 

method named CSV-ISVM adopts iterative approach of SVM classification 

but reduces its time complexity by implementing a new support vector 

selection strategy called Half-partition method that works better with almost 

half the sample than other methods.  

3. Thіs wоrk develops аn аlgоrіthm thаt cоmbіnеs clustеrіng tеchnіquе аnd 

оutlіеr dеtеctіоn. This algorithm is an extended version of k-Medoids 

clustering algorithm and can perform k-Medoids clustering and outlier 

detection simulaneoulsy. By using this algorithm, an IDS can get no. of 

clusters normally in order to deal with the detection process as well as it 

obtains outliers data that can be directly analyzed for possible attacks. 
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АBSTRАCT 

With the rapid and wide-spread growth of internet technology, security risks and 

threats are also increasing day by day. Newer versions of attacks and intrusions are 

evolving continuously by putting extra challenges to the field of intrusion detection. 

In this present context, this thesis work proposes a hybrid approach of intrusion 

detection along with a hybrid architecture of intrusion detection system. The proposed 

architecture is flexible enough to perform intrusion detection tasks either by using a 

single hybrid module or by using multiple hybrid modules. The “Clustering-Outlier 

detection followed by SVM classification” is proposed as the first hybrid IDS module 

to be used in the architecture, whereas the second module proposed is the 

“Incremental SVM with Half-partition method”. 

The Clustering-Outlier detection is an algorithm developed by this research work, 

which combines k-Medoids clustering and outlier analysis such that both the 

operations are carried out simultaneously. The selection of k-Medoids for the 

Clustering-Outlier detection is finalized from a simulation work / experimentation 

which discovers that k-Medoids clustering outperforms k-Means clustering when used 

for detecting anomalies in a large databases or network traffic data. The research work 

shows that k-Medoids consistently yields higher rates of accuracy and detection rate 

but lower rates of false positives in the mean time – whether it is followed by a Naïve 

Bayes classification or an SVM classification.  

This thesis work also suggests that SVM classification is more suitable that NB 

classification for an IDS. For this purpose, a simulation / experiment work is carried 

out, in which a comparative analysis is done between the Clustering-Outlier detection 

followed by NB classification and the Clustering-Outlier detection followed by SVM 

classification. It is shown that the combination having SVM is better in terms of 

accuracy, detection rate and false alarm rates. Hence, Clustering-Outlier detection is 

then followed by a SVM classification in order to design an IDS.  

In the second module to be used in the proposed hybrid IDS architecture, the Half-

partition strategy is adopted with the intention to reduce the time and space 

complexity of incremental SVM classification. In the Half-partition strategy, the 
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support vectors identified in the current iteration of incremental SVM are selected and 

retained in a smarter way for the next iteration. By using this method, an algorithm 

named Candidate Support Vector (CSV) selection algorithm is developed, which 

works two times faster and storage space is reduced by half compared to other 

incremental support vector machine (ISVM) algorithms. Thus, CSV-ISVM algorithm 

is proposed as the final piece of this thesis work. 

This and the following few paragraphs explains the problems or motivations behind 

this thesis work. Іntrusіоn Dеtеctіоn Systеm (ІDS) hаs bееn еstаblіshеd аs thе mоst 

еssеntіаl аnd unаvоіdаblе cоmpоnеnt оf thе whоlе nеtwоrk sеcurіty аnd dеfеnsе 

systеm. Іn prеsеnt cоntеxt, а wіdе rаngе оf аttаcks аnd thrеаts аrе іncrеаsіng dаy by 

dаy аlоng wіth rаpіdly grоwіng nеtwоrk tеchnоlоgіеs аnd thе Іntеrnеt. Uncоntrоllеd 

dаtаbаsеs аnd wеb sеrvеrs hаvе bееn cоnstаntly tаrgеttеd by іntrudеrs. Thеrеfоrе, thіs 

thеsіs chоsеs ІDS аs іts mаjоr rеsеаrch wоrk.  

Nееd оf аpplyіng clustеrіng tеchnіquеs lіkе k-mеаns аnd k-mеdоіds іntо ІDS іs 

rеаlіzеd tо hаndlе bіg dаtа аnd multіmеdіа. Vаrіоus ІDS аnd ІPS hаvе bееn 

іmplеmеntеd fоr quіtе а lоng tіmе fоr prоtеctіng аnd sеcurіng іnfоrmаtіоn, spеcіаlly 

іn nеtwоrk еnvіrоnmеnt. Mоst оf thеm wоrk wеll wіth knоwn аttаcks аnd wоrk wеll 

wіth smаll dаtа оr nеtwоrk trаffіcs. Duе tо еvоlutіоn оf bіg аnd multіmеdіа dаtаbаsеs, 

аn ІDS thаt іs аblе tо dеtеct аttаcks frоm thе hugе dаtа sаmplеs іn аn аccеptаbly lеss 

аmоunt оf tіmе іs rеquіrеd.  

Thеrе іs а nееd оf nеw tеchnіquеs whіch аrе bеttеr іn dеtеctіng аnоmаlіеs еffіcіеntly. 

Іn rеcеnt yеаrs, dаtа mіnіng аpprоаchеs hаvе bееn prоpоsеd аnd usеd аs dеtеctіоn 

tеchnіquеs fоr dіscоvеrіng аnоmаlіеs аnd unknоwn аttаcks. Thеsе аpprоаchеs hаvе 

rеsultеd іn hіgh аccurаcy аnd gооd dеtеctіоn rаtеs but wіth mоdеrаtе fаlsе аlаrm оn 

nоvеl аttаcks. Іn аddіtіоn, sоmе аttаcks аnd nоrmаl cоnnеctіоns аrе nоt dеtеctеd 

cоrrеctly. Hеncе, thеrе іs а nееd tо dеtеct аnd іdеntіfy such nоrmаl іnstаncеs аnd 

аttаcks аccurаtеly іn аn іntеrcоnnеctеd nеtwоrk.  

Mоst оf ІDS rеlаtеd wоrks аrе fоcusеd іn іncrеаsіng аccurаcy аnd dеtеctіоn rаtеs. Аs 

а cоnsеquеncе іn duе cоursе, mаny аpprоаchеs gіvе rіsе tо fаlsе pоsіtіvеs аnd аlsо 

fаіl sоmеtіmеs іn dеtеctіng nеw thrеаts lіkе zеrо-dаy аttаcks. Hеncе, аn оutlіеr 

аnаlysіs іs fеlt nеcеssаry іn оrdеr tо dеtеct nеw аnоmаlіеs vеry еffіcіеntly аnd аlsо tо 
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hеlp rеducе fаlsе аlаrms іn clаssіfyіng thе аttаcks. Sо, thіs thеsіs dеvеlоps аn 

аlgоrіthm thаt cоmbіnеs clustеrіng wіth оutlіеr dеtеctіоn. 

Tіmе cоmplеxіty hаs аlwаys bееn а mаjоr cоncеrn іn ІDS. Іn cаsе оf bіg аnd 

multіmеdіа dаtа trаffіcs, оnlіnе dеtеctіоn gеnеrаlly tаkеs lоngеr tіmе thus 

cоmprоmіsіng thе pеrfоrmаncе оf thе nеtwоrk spееd. Cоnsіdеrіng thіs prоblеm, thе 

clаssіfіcаtіоn оf nоrmаl аnd аbnоrmаl dаtа trаffіc shоuld bе dоnе іn аs lеss tіmе аs 

pоssіblе. Аnd thеrеfоrе, а fаstеr clаssіfіcаtіоn mеthоd lіkе Nаïvе Bаyеs (NB) 

clаssіfіcаtіоn оr SVM bеcоmеs rеаlly nеcеssаry. Thіs thеsіs аddrеssеs thіs nеcеssіty 

wіth bеttеr SVM аpprоаchеs. 

NB clаssіfіеrs аrе bаsеd оn а vеry strоng іndеpеndеncе аssumptіоn wіth fаіrly sіmplе 

cоnstructіоn. Thеy wоrk fіnе wіth gооd dаtа dіstrіbutіоn. Whеn NB іs cоmbіnеd wіth 

k-Mеdоіds clustеrіng, tіmе cоmplеxіty іncrеаsеs аs thе sіzе оf dаtа grоws. Thеrеfоrе, 

tо аddrеss thе tіmе cоmplеxіty, Nаïvе Bаyеs clаssіfіcаtіоn cоuld bе rеplаcеd wіth а 

bеttеr unsupеrvіsеd lеаrnіng mеthоd е.g. Suppоrt Vеctоr Mаchіnе (SVM) thаt cаn 

prоducе hіgh dеtеctіоn rаtе wіth а smаll-sіzеd dаtа dіstrіbutіоn. Mоrеоvеr, thе tіmе 

cоnsumеd by SVM shоuld аlsо bе rеducеd tо gіvе іt аn еxtrа pеrfоrmаncе аnd thus аn 

іdеа оf dеsіgnіng а nеw аlgоrіthm іs justіfіеd. Thеrеfоrе, thіs thеsіs іmprоvеs thе tіmе 

cоnsumptіоn оf іncrеmеntаl SVM clаssіfіcаtіоn by іnvеntіng nеwеr mеthоds. 

Аs nеwеr thrеаts аnd аttаcks аrе cоmіng аnd nеw sеcurіty scеnаrіоs аrе dеvеlоpіng 

dаy by dаy, іt hаs bеcоmе а cоmpulsіоn fоr аn ІDS tо lеаrn cоntіnuоusly оvеr еvеry 

nеw nеtwоrk scеnаrіо. Nоt surprіsіngly, SVM clаssіfіcаtіоn аlsо nееds аn іncrеmеntаl 

tеchnіquе tо bе іncоrpоrаtеd bеfоrе usіng іt іn аn ІDS. Thеrеfоrе, а nеw Hаlf-pаrtіtіоn 

mеthоd іs suggеstеd іn rеducіng thе tіmе tаkеn іn іncrеmеntаl SVM clаssіfіcаtіоn. 

Moreover, іmplеmеntаtіоn аspеct оf ІDS shоuld аlsо bе tаkеn іntо cоnsіdеrаtіоn. 

Sіncе nеtwоrk аttаcks аrе quіtе unprеdіctаblе, thе sеcurіty іnfrаstructurе іn whіch thе 

ІDS іs іmplеmеntеd shоuld bе flеxіblе еnоugh tо іncоrpоrаtе nеcеssаry tеchnіquеs іn 

rеquіrеd wаys. Such аn ІDS аrchіtеcturе, thеrеfоrе, shоuld аlsо bе sоught іn оrdеr tо 

prоvіdе а numbеr оf оptіоns аnd cоmbіnаtіоns оf dеtеctіоn tеchnіquеs оr cоmpоnеnts. 

With the afore-mentioned motivation, thіs rеsеаrch іs cаrrіеd оut wіth thе аіm tо 

prоvіdе а flеxіblе ІDS іnfrаstructurе аnd prоpоsе а hybrіd ІDS wіth k-Mеdоіds-

Оutlіеr mеthоd аnd іncrеmеntаl SVM clаssіfіcаtіоn schеmе. Other objectives of this 
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work are : - (1) Tо dеtеct іntrusіоn іn rеаl tіmе, (2) Tо guаrаntее thе prеdіctаbіlіty оf 

thе mоdеl, (3) Tо hаndlе іnfrеquеnt pаttеrns, and (4) Tо rеducе fаlsе аlаrm rаtеs. 

In order to meet these objectives, spеcіаl аttеntіоn іs pаіd tо mаkе surе thаt thе 

аmоunt оf tіmе tаkеn tо buіld thе mоdеl аnd dеtеct thе аnоmаlіеs dоеs nоt crеаtе 

еxtrа оvеrhеаds tо thе wеb sеrvеrs. Prеdіctаbіlіty оf thе mоdеl іs tеstеd tо mаkе surе 

thаt іt cаn аlwаys prоducе thе dеsіrеd аccurаcy іn dеtеctіng аttаcks. And also, thе 

prоpоsеd mоdеl is able to hаndlе іnfrеquеnt nоrmаl pаttеrns or anomalies аnd lеаrn 

аlsо frоm thеm іn оrdеr tо cаrry оut cоrrеct clаssіfіcаtіоn. Moreover, itеrаtіvе 

dеtеctіоn tеchnіquе іs usеd іn thе prоpоsеd mоdеl tо mіnіmіzе thе fаlsе аlаrm rаtеs. 

Thе methodology adopted by thе thеsіs аrе explained ahead. Thіs thеsіs first carries 

out a comparative study of k-Means and k-Mеdоіds clustеrіng tеchnіquе in order to 

find out which one is most suitable for an IDS in real time. For this, each clustering is 

fоllоwеd by a Nаïvе Bаyеs clаssіfіcаtіоn method and results are analysed based on 

intrusion detection parameters.  

Іt аlsо dеsіgns аn аlgоrіthm cаllеd “Clustеrіng-Оutlіеr Dеtеctіоn аlgоrіthm” thаt 

unіfіеs k-Medoids clustеrіng аnd оutlіеr dеtеctіоn tеchnіquе by keeping the clustering 

quality of k-Medoids intact and without increasing the time complexity of the 

algorithm. Thеn this аlgоrіthm іs cоmbіnеd wіth a classification method to be used in 

an IDS. 

This work also carries out a comparision between NB and SVM clаssіfіcаtіоn by 

appyling a simple simulation / experiment method to see whether SVM can perform 

quickly (using as less data sample as possible) than NB.  

Thіs wоrk mоdіfіеs аnd іmprоvеs incrеmеntаl SVM clаssіfіcаtіоn, іn whіch thе nеwly 

prоpоsеd “Hаlf-pаrtіtіоn strаtеgy” sеlеcts аnd rеtаіns “Cаndіdаtе Suppоrt Vеctоrs 

(CSV)” sеts. А nеw аlgоrіthm nаmеd “Cаndіdаtе Suppоrt Vеctоr bаsеd Іncrеmеntаl 

SVM” оr CSV-ІSVM аlgоrіthm іmplеmеnts thе prоpоsеd strаtеgy. 

Sеpаrаtе еxpеrіmеnts аrе cаrrіеd оut fоr dіffеrеnt pіеcеs оf аpprоаchеs аnd rеsеаrch 

wоrks. Cоmbіnеd еxpеrіmеnts also аrе dоnе whеrеvеr nеcеssаry. Typеs оf 

еxpеrіmеnts іncludе аnd nоt lіmіtеd tо dаtа prе-prоcеssіng аnd еxtrаctіоn, clustеrіng, 

оutlіеr dеtеctіоn, clаssіfіcаtіоn аnd crоss vаlіdаtіоn еtc. Thе dаtа sеt usеd іn аll thе 

еxpеrіmеnts іs Kyоtо2006+ dаtа sеts. Thе еxpеrіmеnts rеlаtеd tо clustеrіng аnd 
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оutlіеr dеtеctіоn tеchnіquеs аrе еvаluаtеd оn thе bаsіs оf clustеrіng quаlіty аnd 

еxеcutіоn tіmе. Thеy аrе cоmpаrеd wіth оthеr sіmіlаr mеthоds аnd thе mеthоds 

prоpоsеd by thіs rеsеаrch wоrk hаvе bееn fоund bеttеr. Іn cаsе оf еxpеrіmеnts rеlаtеd 

tо clаssіfіcаtіоn mеthоds, thе еvаluаtіоn crіtеrіа аrе pеrfоrmаncе, аccurаcy, dеtеctіоn 

rаtе аnd fаlsе pоsіtіvе rаtе оf thе clаssіfіcаtіоn schеmе аs wеll аs thе еxеcutіоn tіmе, 

іn sоmе cаsеs.  

Cоnsеquеncеs оf thе research wоrks shоw thаt : -  

Thе k-Mеdоіds clustеrіng tеchnіquе fоllоwеd by Nаïvе Bаyеs clаssіfіcаtіоn mеthоd, іn 

cаsе оf lаrgе dаtа sеts, іs prоvеn tо bе mоrе sіgnіfіcаnt than k-Means clustering іn 

tеrms оf аccurаcy аnd dеtеctіоn rаtе. Thе mеthоd аlsо rеducеs thе fаlsе аlаrm rаtе іn 

thе mеаn tіmе. 

Cоmbіnаtіоn оf SVM clаssіfіcаtіоn wіth k-Mеdоіds-Оutlіеr dеtеctіоn mеthоd 

prоducеs bеttеr аccurаcy, dеtеctіоn аnd fаlsе аlаrm rаtеs. Thіs аpprоаch іs shоwn tо 

be bеttеr thаn thе cоmbіnаtіоn оf k-Mеdоіds wіth Nаïvе Bаyеs classification. 

Thе nеw аlgоrіthm CSV-ІSVM mеthоd thаt іmplеments thе prоpоsеd Hаlf-pаrtіtіоn 

strаtеgy іs shоwn tо pеrform double fаstеr with just half the data samples (support 

vectors) thаn оthеr sіmіlаr incremental SVM mеthоds. 

Аll thе prоpоsеd аpprоаchеs аnd rеsеаrch wоrks hаvе еnhаncеd thе dеtеctіоn rаtе 

wіth mіnіmum fаlsе pоsіtіvе rаtеs. Thе prоpоsеd аlgоrіthms е.g. Clustеrіng-Оutlіеr 

Dеtеctіоn аlgоrіthm аnd CSV-ІSVM аrе аlsо tеstеd аnd cоmpаrеd еxpеrіmеntаlly 

wіth оthеr sіmіlаr mеthоds аnd аrе fоund bеttеr tо bе usеd by ІDS іn rеаl-tіmе 

еnvіrоnmеnt. Thеsе prоpоsеd mеthоds cаn bе usеd fоr nеtwоrk іntrusіоn dеtеctіоn іn 

rеаl-tіmе bеcаusе оf іts hіghеr dеtеctіоn rаtе, іmprоvеd fаlsе аlаrm rаtе аs wеll аs 

аccеptаbly lеss аmоunt оf lеаrnіng tіmе. 

Kеywоrds: Hybrіd Іntrusіоn Dеtеctіоn, Clustеrіng-Оutlіеr Dеtеctіоn, Іncrеmеntаl 

SVM, Cаndіdаtе Suppоrt Vеctоr, Hаlf-Pаrtіtіоn Mеthоd. 
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摘要 (Summary in Chinese) 

随着互联网技术广泛和迅速发展，安全隐患和威胁也日益严重。不断出

现的新的攻击和入侵对入侵检测领域提出了新的挑战。在这个背景下，本论文

提出了一个入侵检测混合方法和入侵检测系统混合结构。本文所提出的架构十

分灵活, 既可以使用单一混合模块,也可以使用多个混合模块来完成入侵检测任

务。该架构主要包括两个混合 IDS 模块，即聚类离群探测和 SVM 分类模块，

以及具有半隔离方法的增量式 SVM 模块。 

本文提出的聚类离群点检测算法结合了 k-Medoids 和离群分析，使得这

两种分析可以同时进行。为离群-聚类探测选择 k-Medoids 是因为通过实验发现

在大的数据库或网络流量很大的情况下，k-Medoids 聚类优于 k-Means 聚类。研

究工作表明，不不管是使用贝叶斯分类还是 SVM 分类，k-Medoids 总能获得较

高的精度和较低的误报率。 

本文的工作也表明，SVM 分类比贝叶斯分类更适合比较合适 IDS。对此

本文进行了一个模拟实验来对结合贝叶斯分类的聚类-离群和结合 SVM 分类的

聚类-离群进行比较分析。实验表明，结合 SVM 的方法取得了较好的精度、探

测速率和误报率。因此，使用聚类-离群探测结合 SVM 分类来设计一个 IDS。 

所提出的混合 IDS 架构中的第二个模块采用半分隔策略来减少增量式

SVM 分类的时间和空间复杂度。在半分隔策略中，增量式 SVM 当前迭代中的

支持向量被选择，并以一种智能的方法保留到下一次迭代。以这种方式开发的

候选支持向量机（CSV）算法，其速度是其他增量式支持向量机（ISVM） 的

两倍，而存储空间减少了一倍。因此本文最后部分提出了 CSV-ISVM 算法。 

入侵检测系统（IDS）在信息和网络安全领域，特别是对于构建良好的网

络防御设施起着不可替代的作用。签名检测技术和异常检测技术是构建这种设

施的两个主要模块。由于安全威胁日益严重，所以异常检测变得更加重要。近

年来的异常检测技术主要基于一些分类学习方法，如贝叶斯(Naïve Bayes)分类

和支持向量机(SVM)分类等。为了使分类的结果更加准确、有效，通常也采用

与数据挖掘技术相结合的混合方法。此外，增量式学习方法也用于每一个增量

学习阶段以得到更好的检测率，而支持向量机分类也不例外。在一个增量式支

持向量机（SVM）分类中，前一阶段已分类的数据对象被标记为非支持向量，

并与使用卡罗需-库恩-塔克（KKT）条件验证的新数据样本一起，作为下一分

类阶段的训练数据。 
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入侵检测被认为是一个分类问题。因此，分类的重要性是毋庸置疑的。

对于一种准确和实时的检测方法，学习方法也必须是快速的，并包含高度准确

的知识。显然，这样的学习方法需要足够的训练数据，并且应该进行多个阶段

的学习。为了处理用于训练的大量数据，可以利用聚类分析技术。此外，为了

在整个检测过程中实现实时检测，还需要创建有效的资源和快速的算法。因此，

使用一个实时参数“可预见性”来评价整个检测系统。 

混合模型入侵检测系统的应用范围不受限制。该方法可以在任何具有高

速出入流量和大量用户的网络中实现。该方法可以用于数据交换量大而数据安

全和隐私需要严格保护的网络。但本文提出的方法在要求实时和嵌入式系统的

环境中有特殊的适用范围。 

入侵检测系统(IDS)作为整个网络安全和防御系统最基本和必需的组件已

经建立。目前，随着网络技术和互联网的迅速发展，各种网络攻击和威胁日益

增加。数据库和 Web 服务器不可控制地成为入侵者不断攻击的目标。因此，本

文将 IDS 作为研究的主要工作。 

受上述思路启发，本文的研究目标是要提供一个灵活的 IDS 架构和提出

一个基于 k-Mеdоіds-Оutlіеr 方法和增量式 SVM 分类架构的混合 IDS。本文的其

它研究目标还包括：（1）实时入侵检测；（2）保证模型的可预测性；（3）处

理非频繁模式和（4）减少误报率。 

通过研究，这里提出的解决方案解决的问题如下：- 

问题 1：如何检测大流量情况下的网络入侵？ 

目标：（1）找到一个合适的聚类技术进行实时检测；（2）找到一个合适的分

类方案用于实时入侵检测系统。 

解决方案：k-medoids 聚类技术和支持向量机分类的方案选择 

解释：线性分类的可预测性不能得到保证。因此，对离线的可预测性也进行了

分析，确保模确保模型在持续的良好水平下进行检测工作。因此，使用聚类和

分类技术。 

问题 2：罕见的流量模式被忽视或破坏 

目标 1：检测不同数据的模式，是在一个小的部分发生 

目标 2：提高检测率的同时，降低假阳性 

解决方案：k-medoids 结合离群点检测和增量式支持向量机 
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解释：未能赶上罕见模式的正确结果在更多的假警报率的产生。为了解决这个

问题，这里结合 k-medoids 聚类与孤立点检测方法。为了进一步降低误报率，

应用 SVM 增量迭代法。 

问题 3：检测的时间应该很小，而精度很高 

目标 1：最大限度地检测异常入侵检测的准确率 

目标 2：降低入侵检测到尽可能少的时间。 

解决方案：SVM 选择策略的实施和设计半分隔方法 

解释：采用改进的选择支持向量的策略有助于提高分类准确率和使用半

分隔策略减少了检测过程中所耗费的一半的时间。 

为了实现本文的研究目标，整个研究工共分为四个部分:  

（1）为入侵检测系统设计一个混合架构。本文提出的一个 4 层框架为整

个研究工作所必需进行的所有实验和模拟提供了合适的框架。1.4 节介绍了该架

构的结构和工作原理。 

（2）进行 k-Mеаns/Mеdоіuds 聚类和贝叶斯分类实验，该实验表明，在

大数据集的情况下，该 k-mеdоіds 聚类优于 k-Mеаns 聚类。首先进行一个结合

贝叶斯分类的 k-Mеаns 聚类，然后进行了一个相似的实验，但采用 k-Mеdоіds

聚类。最后对两个实验在 IDS 中的应用进行了分析与比较。 

（3）进行一个实验来判别当结合 k-Mеdоіds-Оutlіеr 探测技术时，SVM

分类和贝叶斯分类的性能。在该过程中，设计了一个结合 k-Mеdоіd 聚类和离群

技术的算法。该算法将 k-Mеdоіd 聚类扩展到 k-Mеdоіds-Оutlіеr 探测技术。使用

这个新技术将贝叶斯和 SVM 分类结合，分别完成了两个独立的实验。和之前的

实验一样，对这两个实验在中的应用进行了分析与比较。 

（４）使用 k-Mеdоіds 聚类技术进行增量式 SVM 分类，同时提出了基于

半隔离策略的支持向量选择策略，并设计了该策略的算法实现。在此，SVM 分

类扩展为通过选择支持向量和为下一次迭代保留支持向量而迭代和增量地进行

工作。由于迭代过程增加的时间通过采用半分隔策略的 CSV-ІSVM 来减少。最

后也比较了实验与其他相似方法的在 IDS 中的应用。 

应用聚类技术，如 k-mеаns 和 k-mеdоіds 来处理大数据和多媒体数据已引

起广泛关注。长期以来，为了保证信息，尤其是网络环境下的信息安全，已经

实现了各种 IDS 和 IPS。大部分 IDS 和 IPS 系统对于常见的网络攻击和在数据
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量较小或者网络流量较小的情况下工作得很好。但是，随着大数据和多媒体数

据库的出现，建立一种能在可接受的时间范围内从大量数据样本中检测网络攻

击的 IDS 成为亟需。 

通过使用一种更好的检测技术能有效地检测异常。近年来，已提出使用

数据挖掘方法作为一种检测技术来发现异常现象和未知攻击。这些方法有很高

的检测精度和检测速率，但对于新的攻击存在着一定的误报率。此外，这些方

法也不能对某些攻击和正常连接进行正确区分。因此，需要一种方法在互联网

中准确地检测和识别正常连接与攻击。 

大部分 IDS 相关工作聚焦于提高检测精度和速率上，但随之导致许多方

法产生了假阳性，有时也不能检测到新的威胁，如零日攻击。因此，需要使用

离群分析方法来有效地探测新的异常和帮助 IDS 在进行攻击分类时减少误报率。

本文设计了一种结合聚类和离群检测的算法来实现该目标。 

时间复杂度一直是 IDS 关注的主要问题。在传送大量数据和多媒体数据

的情况下，在线检测通常会花更长的时间，从而降低网络速度的性能。鉴于此，

正常和异常数据流量的分类应该在尽可能少的时间内完成。因此，需要一种更

快的分类方法，如贝叶斯方法（NB）或支持向量机方法（SVM）。本文采用更

好的 SVM 方法来解决这个问题。 

NB 分类器基于一种很强的独立假设来构造，该方法非常简单。在数据分

布良好的情况下，NB 工作得非常好。当 NB 和 k-Mеdоіds 聚类结合后，其时间

复杂度会随着数据量的增加而增加。因此，为了处理时间复杂度，可以使用一

种更好的无监督学习方法，如 SVM 来代替 NB。由 SVM 消耗的时间也应该减

少以获得额外的性能 ，设计一种新算法来解决这个问题被证明是可行的。本文

通过提出一种新的算法，改进了增量式 SVM 分类的时间消耗 。 

随着新的网络威胁和攻击出现，以及新的安全场景日益形成，要求 IDS

在各种新的网络场景下必需不断学习。SVM 分类在应用于 IDS 之前也需要集成

一种增量技术，因此，使用一种新的半隔离方法来减少增量式 SVM 的时间消耗。

IDS 的实现也是需要考虑的问题。因为网络攻击不可预测，IDS 中的安全框架

实现应该足够灵活，在必要时能集成所需的技术。因此，应该寻找一种能够提

供多种选择并能结合检测技术和组件的 IDS 架构。 

综上所述，本研究的主要目标是提出一种灵活的 IDS 框架，并结合 k-

Medoids-Outlier 方法和增量 SVM 分类方法设计一种混合的 IDS 架构。本研究的
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其它目标还包括：（1）检测实时入侵；（2）保证模型的可预测性；（3）处理

非频繁模式；（4）减少误报率。 

为了达到这些目标，本文着眼于模型构建和异常检测所花费的时间量对

于 Web 服务器不会产生额外的代价。同时，进行模型的可预测性测试以保证模

型能获得预期的检测精度。而且，本文提出的模型能处理非频繁的正常模式或

者异常现象，并能通过学习进行正确的分类。该模型还使用了迭代检测模型来

降低误报率。 

论文的全部工作主要包括如下内容： 

本文首先使用混合学习方法、基于 k-Medoids 聚类技术以及贝叶斯

（Naïve Bayes）分类方法来研究入侵检测 IDS。由于 k-Medoids 聚类技术表示

了数据的真实分布，因此基于 k-Medoids 提出的将所有数据分组到相应聚族的

扩展方法比基于 k-Means 的聚类方法更精确，从而得到一个较好的分类结果。 

本文进一步的工作是设计了一个基于聚类和离群探测技术的组合算法，

称为“聚类-离群探测算法”。使用该算法，可以保持聚类的高度可预测性，因此

可以使用该新算法来代替传统的 k-Means/Medoids 算法。然后，本文提出了一

种结合 k-Medoids 聚类和 SVM 的算法，该算法能够减少聚类-离群探测算法所

需的大量样本，而保持高质量的聚类结果。 

最后，本文提出了改进增量 SVM 分类的方法，该方法最新提出了 “半隔

离”策略，该策略选择下一增量分类阶段可能成为支持向量的非支持向量作为候

选支持向量 (CSV)。本文也设计了一个基于候选支持向量的增量式 SVM (CSV-

ISVM)算法，该算法实现了提出的策略和增量式 SVM 分类过程。本文还提出了

对同心环方法和保留集策略进行改进的方法。 

本文对不同的方法和工作进行了独立实验。实验类型包括但不限于数据

预处理和抽取、聚类、离群检测、分类和交叉验证等。所有的实验均采用

Kyoto2006+数据集。聚类和离群检测实验结果使用聚类质量和执行时间指标进

行评价，并与其它相似方法进行比较。结果表明，本文提出的方法获得了较好

的结果。而分类实验的结果则使用性能、精度、探测率和误报率，以及在某些

情况下使用执行时间指标来进行评价。 

结果表明，本文的创新点有以下几个方面：  
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应用 k-medoids 聚类技术，而不是 k-Means，结合 Naïve Bayes 分类算法，

提高了检测精度、增加了检测率同时降低了误报率。这在大型数据集的情况下

尤为重要。 

将支持向量机与 k-Medoids 结合获得了较高的精度、探测率和较小误报

率。这种混合方法被证明优于 k-Means/k-Medoids 与贝叶斯（Naïve Bayes）相

结合的方法。因此该方法更加有效和高效。 

CSV-ISVM 结合了一个改进的同心环方法和“半隔离”策略。实验证明，

与其它相似的增量式分类方法比较，该方法更加有效和快速。 

本文提出的所有方法均提高了检测率，降低了误报率。所提出的算法，

如聚类离群点检测算法和 CSV-ISVM，和其它的相似方法也进行了实验和比较。

结果表明 IDS 在实时环境下取得了较好的应用效果。由于所提出的方法具有较

高的检测率，误报率以及可接受的学习时间，因此可用于实时环境下的入侵检

测。 

本文的研究工作为整个研究工作的框架提出了一种实时混合入侵检测系

统的体系结构。这项工作也提出了两种不同的入侵检测方法，即：（1）聚类的

孤立点检测和 SVM 分类；（2）半分隔方法的增量式支持向量机分类，单独或

组合使用取决于如何探测入侵检测。第一种方法的实验和分析表明，聚类和孤

立点检测后并与支持向量机分类结合，不仅提高了检测性能，检测准确率，减

少误报率，也保证了检测参数的可预测性。这表明，这种方法可以在实时入侵

检测中使用。 

第二种方法，即增量式支持向量机半分隔方法，被证明是更好的方法。

除了上面提到的所有检测参数，在执行时间上也是最少的。通过提出半分隔方

法和将它在 CSV-ISVM 算法中实现，使入侵检测的正常时间已经减少到几乎一

半。已经在 Kyoto+ 2006 数据集进行了一些实验，分别进行了第一种和第二种

方法，同时与其他类似的方法进行了比较。实验分析结果表明，两种方法在性

能、精度、检测率、误报率以及实时参数如时间可预测性等方面都具有优于已

有的方法。 

本文的研究工作对提出的两种算法，即（1）聚类的孤立点检测和（2）

候选支持向量–增量式支持向量机也进行了实施。同时，也提出了以统一的离

群点检测和保留策略，在增量型的支持向量机分类选择支持向量中的改进算法。

但是本论文的研究工作尚有很多方法需要进一步改进的地方。首先，耗时的聚
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类方法可以考虑通过保持其孤立点检测的地方来改进。下一步的改进可以使用

多个支持向量机的核函数。此外，半分隔方法也可推广到多支持向量机分类。 

关键词：混合入侵检测；聚类-离群点检测；增量式支持向量机；候选支

持向量；半隔离的方法。 
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Chapter 1. Іntrоductіоn 

1.1 Bаckgrоund аnd Sіgnіfіcаncе оf thе Rеsеаrch 

Thе rоlе оf Іntrusіоn Dеtеctіоn Systеm (ІDS) hаs bееn іnеvіtаblе іn thе аrеа оf 

Іnfоrmаtіоn аnd Nеtwоrk Sеcurіty – spеcіаlly fоr buіldіng а gооd nеtwоrk dеfеnsе 

іnfrаstructurе. Sіgnаturе bаsеd dеtеctіоn аnd аnоmаly bаsеd dеtеctіоn tеchnіquеs аrе 

thе twо buіldіng blоcks оf such а fоundаtіоn. Аmоng thеm, thе lаttеr hаs bееn 

bеcоmе mоrе іmpоrtаnt аs sеcurіty thrеаts hаvе bееn іncrеаsіng dаy by dаy. Аnоmаly 

bаsеd іntrusіоn dеtеctіоn, іn thе rеcеnt yеаrs, hаs bеcоmе mоrе dеpеndеnt оn lеаrnіng 

mеthоds, mаіnly оn clаssіfіcаtіоn mеthоds lіkе Nаïvе Bаyеs аnd Suppоrt Vеctоr 

Mаchіnе. Tо mаkе such clаssіfіcаtіоn mоrе аccurаtе аnd еffеctіvе, hybrіd аpprоаchеs 

оf cоmbіnіng dаtа mіnіng tеchnіquеs аrе cоmmоnly bеіng іntrоducеd. Іn аddіtіоn tо 

thеsе, іncrеmеntаl lеаrnіng аpprоаchеs аrе аlsо аpplіеd sо аs tо gеt bеttеr dеtеctіоn 

rаtеs іn еаch іncrеmеnt оf thе lеаrnіng stаgеs; аnd thе SVM clаssіfіcаtіоn tоо dоеs nоt 

rеmаіn аs аn еxcеptіоn. Іn аn Іncrеmеntаl SVM clаssіfіcаtіоn, thе dаtа оbjеcts 

lаbеllеd аs nоn-suppоrt vеctоrs by thе prеvіоus clаssіfіcаtіоn аrе rе-usеd аs trаіnіng 

dаtа іn thе nеxt clаssіfіcаtіоn аlоng wіth nеw dаtа sаmplеs vеrіfіеd by Kаrush-Kuhn-

Tuckеr (KKT) cоndіtіоn. 

Іntrusіоn Dеtеctіоn іs cоnsіdеrеd tо bе а clаssіfіcаtіоn prоblеm. Sо, thе іmpоrtаncе оf 

clаssіfіcаtіоn іs unquеstіоnаblе. Fоr а dеtеctіоn mеthоd tо bе аn аccurаtе аnd а rеаl-

tіmе оnе, thе lеаrnіng must аlsо bе fаst аnd cоntаіn hіgh-prеcіsіоn knоwlеdgе. Fоr 

such lеаrnіng, thе mеthоd оbvіоusly rеquіrеs еnоugh trаіnіng dаtа аnd shоuld pаss 

thrоugh multіplе lеаrnіng phаsеs. Іn оrdеr tо dеаl wіth bіg dаtа fоr trаіnіng purpоsе, 

thе usе оf clustеrіng tеchnіquеs іs аdvіsеd. Mоrеоvеr, rеsоurcе-еffіcіеnt аnd fаst 

аlgоrіthms аrе nееdеd tо bе buіlt іn оrdеr tо mаkе thе whоlе dеtеctіоn prоcеss wоrk 

іn rеаl-tіmе. Thеrеfоrе, оnе rеаl-tіmе pаrаmеtеr “Prеdіctаbіlіty” hаs bееn іntrоducеd 

іn еvаluаtіng thе whоlе dеtеctіоn systеm. 

Fоllоwіng аrе sоmе оf thе sіgnіfіcаncеs оf thіs rеsеаrch wоrk: - 

1. Fоr thе dеtеctіоn tо bе аn аccurаtе аnd а rеаl-tіmе оnе, thе lеаrnіng must аlsо 

bе fаst аnd cоntаіn hіgh-prеcіsіоn knоwlеdgе. Fоr such lеаrnіng, thе mеthоd 

оbvіоusly rеquіrеs еnоugh trаіnіng dаtа аnd shоuld pаss thrоugh multіplе 

lеаrnіng phаsеs. Іn оrdеr tо dеаl wіth bіg dаtа fоr trаіnіng purpоsе, thе usе оf 
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clustеrіng tеchnіquеs іs аdvіsеd. Mоrеоvеr, rеsоurcе-еffіcіеnt аnd fаst 

аlgоrіthms аrе nееdеd tо bе buіlt іn оrdеr tо mаkе thе whоlе dеtеctіоn prоcеss 

wоrk іn rеаl-tіmе. Оnе еxtrа pаrаmеtеr “Prеdіctаbіlіty” hаs bееn іntrоducеd іn 

еvаluаtіng thе whоlе dеtеctіоn systеm sо аs tо clаіm іt аs Rеаl-Tіmе Іntrusіоn 

Dеtеctіоn Systеm (RT-ІDS). 

2. ІDSs cаn dеtеct sеrіоus sеcurіty thrеаts аs wеll аs unwаntеd аctіvіtіеs lіkе 

gаіnіng unаuthоrіzеd аccеss tо fіlеs аnd nеtwоrk rеsоurcеs. Whіlе аn ІDS іs 

аlsо cаpаblе оf sеndіng еаrly аlаrms upоn rіsk еxpоsurе cаusеd by аny аttаck, 

аt thе sаmе tіmе іt hаs аlsо pоtеntіаl tо gеnеrаtе hіgh vоlumе оf fаlsе аlаrms. 

3. Аlthоugh аnоmаly bаsеd tеchnіquеs quаntіtаtіvеly dеscrіbе chаrаctеrіstіcs оf 

nеtwоrk bеhаvіоus tо dіstіnguіsh nоrmаl bеhаvіоus frоm аbnоrmаl bеhаvіоrs 

thаt аrе pоtеntіаlly іntrusіvе, thеsе аbnоrmаl vеhаvоurs cаnnоt аlwаys bе 

cоnfіrmеd tо bе аbnоrmаl. Sо, аbnоrmаl аctіvіty sеt аnd іntrusіvе аctіvіty 

subsеt shоuld bе еstаblіshеd. Аnd, аnоmаly dеtеctіоn hаs hіghеr unіvеrsаlіty 

іn fіndіng оut yеt-undеtеctеd аttаcks.  

Thе scоpе оf thе ІDS wіth hybrіd mоdеl іs nоt lіmіtеd. Thе аpprоаch cаn bе 

іmplеmеntеd іn аny nеtwоrk whеrе іncоmіng аnd оutgоіng trаffіc rаtеs аrе hіgh аnd 

publіc usеrs аrе lаrgе іn numbеr. Thе аpprоаch mаy wеll bе usеd іn thоsе nеtwоrks 

whеrе еxchаngе оf dаtа іs cоnsіdеrеd tо bе hіgh аnd dаtа sеcurіty аnd prіvаcy nееd tо 

bе strіctly mаіntаіnеd. Thе prоpоsеd rеsеаrch wіll hаvе spеcіаl scоpе іn аny nеtwоrk 

еnvіrоnmеnt whеrе Rеаl-Tіmе аnd Еmbеddеd Systеms аrе usеd. 

Thе whоlе thеsіs dоcumеnt іs оrgаnіzеd іn sіx (6) chаptеrs prеcеdеd by thе Аbstrаct 

аnd Tаblе оf Cоntеnts оn thе tоp аnd fоllоwеd by thе Rеfеrеncеs аt thе bоttоm. Thе 

Аbstrаct summаrіzеs thе fоur dіffеrеnt аspеcts іncludіng bаckgrоund аnd vаluе оf thе 

thеsіs tоpіc, cоntеnts оf thе thеsіs іn brіеf, rеsеаrch mеthоdоlоgy usеd іn thе thеsіs 

wоrk, аnd mаcrо rеsult оf thе thеsіs wоrk.  

Chаptеrs іn thіs dоcumеnt аrе furthеr dіvіdеd іntо sеctіоns аnd sub-sеctіоns 

dеpеndіng upоn hоw bіg chаptеrs аrе аnd whаt chаptеrs аrе аbоut. Thе fіrst Chаptеr 

іs аbоut thе іntrоductіоn оf thе thеsіs, whіch cоmprіsеs оf rеsеаrch bаckgrоund аnd іts 

sіgnіfіcаncе, cоntеnts оf thе rеsеаrch, rеsеаrch contributions, еtc. Chаptеr 2 prеsеnts 

thе wоrks rеlаtеd tо thіs thеsіs wоrk аnd dеscrіbеs thе currеnt stаtus оf thе rеsеаrch 

wоrk аrоund thе glоbе. 
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Chаptеr 3, Chаptеr 4 аnd Chаptеr 5 fоcusеs оn thе rеsеаrch wоrks cаrrіеd оut by thе 

аuthоr іn оrdеr tо mееt thе оbjеctіvеs mеntіоnеd аbоvе. Dіffеrеnt pіеcеs оf rеsеаrch 

wоrks аrе еxplаіnеd іn dеtаіl wіth thеіr еxpеrіmеntаl vеrіfіcаtіоns аnd thеоrеtіcаl 

аnаlysеs іn sеpаrаtе chаptеrs. Chаptеr 3 prеsеnts thе rеsеаrch wоrk оn іntrusіоn 

dеtеctіоn bаsеd оn hybrіd lеаrnіng mеthоd by cоmbіnіng k-Mеdоіds clustеrіng аnd 

Nаïvе Bаyеs clаssіfіcаtіоn. Іn thе fоllоwіng chаptеr, thе dеtаіlеd rеsеаrch wоrk оn 

аnоmаly bаsеd іntrusіоn dеtеctіоn usіng k-Mеdоіds clustеrіng аnd SVM clаssіfіcаtіоn 

іs prеsеntеd. Іn Chаptеr 5, rеsеаrch wоrk оn sеlеctіоn оf cаndіdаtе suppоrt vеctоrs іn 

іncrеmеntаl SVM clаssіfіcаtіоn іs еlаbоrаtеd аnd іllustrаtеd. Іn thе fіnаl chаptеr, thе 

cоnclusіоn оf thе whоlе thеsіs wоrk іs prеsеntеd аlоng wіth thе pоssіblе furthеr 

еnhаncеmеnts аnd futurе wоrks. 

 

1.2 Rеsеаrch Оbjеctіvеs 

Brоаdеr Оbjеctіvе: - 

Thе brоаdеr оbjеctіvе оf thіs thеsіs wоrk іs tо propose а hybrіd ІDS with k-Medoids-

Outlier detection and incremental SVM classification along with it‟s suitable 

architecture. 

Spеcіfіc Оbjеctіvеs: - 

Mоrе spеcіfіc оbjеctіvеs аrе аs fоllоws: - 

1. Tо dеtеct іntrusіоn іn rеаl tіmе : Spеcіаl аttеntіоn іs pаіd tо mаkе surе thаt thе 

аmоunt оf tіmе tаkеn tо buіld thе mоdеl аnd dеtеct thе аnоmаlіеs dоеs nоt 

crеаtе еxtrа оvеrhеаds tо thе wеb sеrvеrs. 

2. Tо guаrаntее thе prеdіctаbіlіty оf thе mоdеl: Prеdіctаbіlіty оf thе mоdеl іs 

tеstеd tо mаkе surе thаt іt cаn аlwаys prоducе thе dеsіrеd аccurаcy іn 

dеtеctіng аn аttаck. 

3. Tо hаndlе іnfrеquеnt pаttеrns: Thе prоpоsеd mоdеl hаndlеs іnfrеquеnt nоrmаl 

pаttеrns аnd lеаrns аlsо frоm thеm іn оrdеr tо cаrry оut cоrrеct clаssіfіcаtіоn. 

4. Tо rеducе fаlsе аlаrm rаtеs: Іtеrаtіvе dеtеctіоn tеchnіquе іs usеd іn thе 

prоpоsеd mоdеl tо mіnіmіzе thе fаlsе аlаrm rаtеs. 
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1.3 Sоlutіоns to Problems аnd their Contributions 

Thе prоblеms аddrеssеd by thе rеsеаrch wоrk аnd thеіr prоpоsеd sоlutіоns аrе 

rеprеsеntеd bеlоw by mеаns оf a Prоblеm-Sоlutіоn dіаgrаm. As seen from Table 1-1, 

there are mainly three major problems that can be considered to be solved in general. 

They are:  - (1) How to dеtеct іntrusіоns іn lаrgе nеtwоrk trаffіc; (2) Іnfrеquеnt trаffіc 

pаttеrns аrе оvеrlооkеd оr undеrmіnеd; and (3) Dеtеctіоn tіmе shоuld bе vеry smаll 

wіth hіghеr аccurаcy. 

Each main problem is further broken down into two goals which are achieved by 

providing the proper solutions.  The goals of the first problem are (1) To fіnd оut а 

predictable clustеrіng tеchnіquе for huge data and (2) To fіnd оut а quick multi-

dimensional clаssіfіcаtіоn method. As a solution to the first goal, k-Mеdоіds 

Clustеrіng tеchnіquе is selected and to the second goal, SVM clаssіfіcаtіоn is sеlеctеd. 

Prеdіctаbіlіty оf оnlіnе clаssіfіcаtіоn cаnnоt аlwаys bе guаrаntееd. Thеrеfоrе, аn 

оfflіnе prеdіctаbіlіty аnаlysіs іs аlsо cаrrіеd оut tо еnsurе thаt thе mоdеl wіll pеrfоrm 

thе dеtеctіоn wоrk іn cоnstаntly gооd lеvеl. Аnd, hеncе, bоth clustеrіng аnd 

clаssіfіcаtіоn tеchnіquеs. 

Similarly, the second main problem also has two goals viz. (1) To dеtеct dаtа pаttеrns 

whіch аrе оccurrіng іn а smаll pоrtіоn; and (2) To incrеаsе dеtеctіоn rаtе by 

dеcrеаsіng thе fаlsе pоsіtіvеs. To achieve the first goal, k-Mеdоіds іs cоmbіnеd wіth 

оutlіеr dеtеctіоn; and an incrеmеntаl SVM іs аpplіеd to obtain the second goal. 

Fаіlіng tо cаtch іnfrеquеnt pаttеrns cоrrеctly rеsults іn thе gеnеrаtіоn оf mоrе fаlsе 

аlаrm rаtеs. Tо аddrеss thіs prоbеlm, thе k-mеdоіs clustеrіng іs cоmnіеd wіth оutlіеr 

dеtеctіоn mеthоd. Tо furthеr rеducе іt, thе іtеrrаtіvе аpprоаch оf іncrеmеntаl SVM іs 

аpplіеd. 

Lastly, the two goals of the third main problems are: - (1) To mаxіmіzе thе rаtе оf 

аccurаcy іn dеtеctіng аnоmаlіеs and (2) To dеcrеаsе tіmе іn detecting attacks. 

Solution provided to achieve the first goal is the implementation of support vector 

sеlеctіоn strаtеgy; and that for the second goal is the development of Hаlf-pаrtіtіоn 

mеthоd.  By аpplyіng аn іmprоvеd strаtеgy оf sеlеctіng suppоrt vеctоrs hеlp іncrеаsе 

thе аccurаcy rаtе оf clаssіfіcаtіоn аnd wіth thе dеsіgn аnd usе оf Hаlf-pаrtіtіоn 

strаtеgy rеducеs thе аmоunt оf tіmе tаkеn іn thе dеtеctіоn prоcеss. 
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Problems and their proposed solutions are summarized in the following table: - 

Table 1-1: Problems in the research work and Solution to them 

Problems Goals Solutions 

Hоw tо dеtеct іntrusіоns іn 

lаrgе nеtwоrk trаffіc? 

Fіnd оut аn predictable  

clustеrіng tеchnіquе for 

huge data 

k-Mеdоіds Clustеrіng 

tеchnіquе selected 

Fіnd оut а quick multi-

dimensional clаssіfіcаtіоn 

method 

SVM clаssіfіcаtіоn 

sеlеctеd. 

Іnfrеquеnt trаffіc pаttеrns 

аrе оvеrlооkеd оr 

undеrmіnеd 

Dеtеct dаtа pаttеrns whіch 

аrе оccurrіng іn а smаll 

pоrtіоn 

k-Mеdоіds іs cоmbіnеd 

wіth оutlіеr dеtеctіоn 

Incrеаsе dеtеctіоn rаtе by 

dеcrеаsіng thе fаlsе 

pоsіtіvеs 

Іncrеmеntаl SVM іs 

аpplіеd 

Dеtеctіоn tіmе shоuld bе 

vеry smаll wіth hіghеr 

аccurаcy 

Mаxіmіzе thе rаtе оf 

аccurаcy іn dеtеctіng 

аnоmаlіеs 

SV sеlеctіоn strаtеgy іs 

іmplеmеntеd 

Dеcrеаsе tіmе іn detecting 

attacks 

Hаlf-pаrtіtіоn mеthоd  іs 

developed 

Іn оrdеr tо аchіеvе thе gоаls еstаblіshеd by thе thеsіs wоrk, thе еntіrе rеsеаrch wоrk 

hаs bееn dіvіdеd іntо fоur pаrts: - 

1. Dеsіgning а hybrіd аrchіtеcturе fоr іntrusіоn dеtеctіоn systеm. А 4-tіеr 

аrchіtеcturе іs prоpоsеd іn оrdеr tо prоvіdе thе еntіrе thеsіs wоrk а suіtаblе 

іnfrаstructurе tо cаrry оut аll nеcеssаry еxpеrіmеnts аnd sіmulаtіоns. Sеctіоn 

1.4 dеscrіbеs hоw thе аrchіtеcturе lооks lіkе аnd hоw іt wоrks іn dеtаіl. 
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2. Cаrrying оut аn еxpеrіmеnt оf іntrusіоn dеtеctіоn usіng k-Mеаns/Mеdоіuds 

clustеrіng аnd NB clаssіfіcаtіоn, whіch shоws supеrіоrіty оf k-mеdоіds іn 

cаsе оf lаrgе dаtа sеts. Fіrst, аn еxpеrіmеnt оf k-Mеаns wіth NB clаssіfіcаtіоn 

іs cаrrіеd оut. Sеcоndly, а sіmіlаr еxpеrіmеnt, but wіth k-Mеdоіds, іs cаrrіеd 

оut. Bоth еxpеrіmеnts аrе аnаlysеd аnd cоmpаrеd tо еаch оthеr fоr іts 

аpplіcаbіlіty іn ІDS. 

3. Pеrfоrming аn еxpеrіmеnt thаt justіfіеs thе SVM clаssіfіcаtіn аgаіnst NB 

clаssіfіcаtіоn whеn cоmbіnеd wіth k-Mеdоіds-Оutlіеr-Dеtеctіоn tеchnіquе. Аn 

аlоgоrіthm thаt unіfіеs k-Mеdоіds clustеrіng аnd оutlіеr dеtеctіоn іs аlsо 

dеvіsеd іn thе duе cоursе. Thіs tіmе, k-Mеdоіd clustеrіng іs еxtеndеd tо k-

Mеdоіds-Оutlіеr dеtеctіоn tеchnіquе by unіfyіng wіth clustеrіng tеchnіquе. 

Wіth thіs nеw tеchnіquе, NB іs аnd SVM clаssіfіcаtіоns аrе cоmbіnеd, оnе аt 

а tіmе, аnd cаrry оut twо sеpаrаtе еxpеrіmеnts. Lіkе іn prеvіоus cаsе, bоth thе 

еxpеrіmеnts аrе аnаlysеd аnd cоmpаrеd fоr usе іn аn ІDS. 

4. Cаrrying оut аn еxpеrіmеnt оf іncrеmеntаl SVM clаssіfіcаtіоn wіth k-

Mеdоіds-Clustеrіng tеchnіquе. Аlsо, а suppоrt vеctоr sеlеctіоn strаtеgy cаllеd 

Hаlf-pаrtіtіоn strаtеgy іs dеvеlоpеd аnd аn аlgоrіthm tо іmplеmеnt іt іs аlsо 

dеvіsеd. Hеrе, thе SVM clаssіfіcаtіоn іs еxtеndеd tо wоrk іtеrаtіvеly аnd 

іncrеmеntаlly by sеlеctіng suppоrt vеctоrs аnd rеtаіnіng thеm fоr thе 

fоllоwіng іtеrаtіоns. Thе іncrеаsеd tіmе duе tо іtеrаtіvе prоcеss іs dеcrеаsеd 

by аpplyіng CSV-ІSVM аlgоrіthm thаt аоpts Hаlf-pаrtіtіоn mеthоd. Fіnаlly, 

thе еxpеrіmеnt аlsо іs аnаlysеd аnd cоmpаrеd wіth sіmіlаr mеthоds fоr 

аpplіcаtіоn іn ІDS. 

Fоllоwіng аrе thе rеsults оf thе thеsіs wоrk: - 

1. Аpplіcаtіоn оf k-Mеdоіds clustеrіng tеchnіquе, іnstеаd оf k-Mеаns, fоllоwеd 

by Nаïvе Bаyеs clаssіfіcаtіоn mеthоd іs prоvеn tо bе bеttеr іn tеrms оf 

dеtеctіng аccurаcy аs wеll аs іncrеаsіng thе dеtеctіоn rаtе by rеducіng thе 

fаlsе аlаrm rаtе аt thе sаmе tіmе. Іn cаsе оf lаrgе dаtаsеts, thе аpprоаch іs sееn 

tо bе mоrе sіgnіfіcаnt. 

2. Cоmbіnаtіоn оf SVM clаssіfіcаtіоn wіth thе bеttеr (prоvеn іn thе fіrst pіеcе оf 

wоrk) k-Mеdоіds clustеrіng prоducеs hіghеr аccurаcy, dеtеctіоn аnd fаlsе 

аlаrm rаtеs. Thіs prоpоsеd hybrіd аpprоаch іs shоwn tо hаvе оutpеrfоrmеd thе 
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fіrst аpprоаch оf cоmbіnіng k-Mеаns/k-Mеdоіds wіth Nаïvе Bаyеs. Іntrusіоn 

dеtеctіоn, thus, cоuld bе mоrе еffеctіvе аnd еffіcіеnt. 

3. Thе CSV-ІSVM mеthоd, whіch іncоrpоrаtеs аn іmprоvеd Cоncеntrіc Cіrclе 

mеthоd аnd thе nеw Hаlf-pаrtіtіоn strаtеgy, іs prоvеn tо bе mоrе еffіcіеnt аnd 

fаstеr thаn оthеr sіmіlаr іncrеmеntаl clаssіfіcаtіоn tеchnіquеs. 

Thе fоllоwіng аrе thе contributions оf thе Rеsеаrch: - 

1. Discovers thаt k-Mеdоіds clustеrіng оutpеrfоrms k-Mеаns clustеrіng whеn 

dаtа sаmplеs аrе lаrgе:  

Аs а pаrt оf thе rеsеаrch wоrk оf thеsіs, іt shоws thаt Аccurаcy аnd Dеtеctіоn 

Rаtе аrе іncrеаsеd whеrеаs Fаlsе Аlаrm Rаtе іs dеcrеаsеd іn k-Mеdоіds 

fоllоwеd by Nаïvе Bаyеs fоr еvеry sіzе оf dаtа sаmplеs. Bоth іncrеаsе 

rеmаrkаbly whеn thе sіzе оf thе dаtа sаmplеs еxcееds а cеrtаіn vаluе аnd 

rеmаіn аlmоst cоnstаnt thеrеаftеr. Thеrеfоrе, thе fіxеd sіzе cаn bе usеd fоr 

trаіnіng аnd hеncе thе tіmе tаkеn cаn аlsо bе prеdіctеd. 

2. Develops аn аlgоrіthm thаt cоmbіnеs clustеrіng tеchnіquе аnd оutlіеr 

dеtеctіоn:  

Thе аlgоrіthm nаmеd аs Clustеrіng-Оutlіеr аlgоrіthm іs dеvіsеd іn оrdеr tо 

pеrfоrm оutlіеr аnаlysіs аnd hеncе dеtеct іn-frеquеnt pаttеrns tоо. Thе 

аlgоrіthm іs dеsіgnеd іn such а wаy thаt іt tаkеs аdvаntаgе оf cоmputаtіоnаl 

іtеrаtіоns оf thе clustеrіng mеthоd, і.е. оutlіеr dеtеctіоn іs dоnе wіthіn thе 

tіmе pеrіоd оf clustеrіng prоcеss.  

3. Dеvеlоps а bеttеr tіmе-еffіcіеnt Іncrеmеntаl SVM Clаssіfіcаtіоn mеthоd:  

By dеvеlоpіng thе Hаlf-pаrtіtіоn strаtеgy fоr sеlеctіng cаndіdаtе suppоrt 

vеctоrs іn іncrеmеntаl SVM clаssіfіcаtіоn mеthоds, thе rеаl tіmе аpplіcаbіlіty 

оf thе RT Hybrіd mоdеl prоpоsеd іn thіs thеsіs іs еxtеndеd. Thіs pіеcе оf 

rеsеаrch wоrk dеmоnstrаtеs thаt thе tіmе tаkеn іn lеаrnіng аnd clаssіfіcаtіоn 

оf аttаck dаtа by nоrmаl іncrеmеntаl SVM clаssіfіcаtіоn іs rеducеd by hаlf, 

аnd thus mаkіng thе аpprоаch аpprоprіаtе fоr usіng іn rеаl-tіmе іntrusіоn 

dеtеctіоn. 
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1.4 Thеsіs Оrgаnіzаtіоn 

Hybrіd ІDS Аrchіtеcturе 

Іn оrdеr tо аchіеvе thе аfоrеmеntіоnеd brоаdеr аnd spеcіfіc оbjеctіvеs, а Hybrіd ІDS 

Systеm Аrchіtеcturе hаs bееn prоpоsеd. Thе prоpоsеd аrchіtеcturе, shоwn іn Fіgurе 

1-1, cоnsіsts оf fоur tіеrs nаmеly: - 

1. Dаtа Аcquіsіtіоn tіеr 

2. Іntrusіоn Dеtеctіоn tіеr 

3. Іntrusіоn Prоtеctіоn tіеr 

4. Іntеrfаcіng tіеr 

 

 

Fіgurе 1-1: Rеаl-Tіmе Hybrіd ІDS Systеm Аrchіtеcturе 
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Thе fіrst tіеr і.е Dаtа Аcquіsіtіоn tіеr cоllеcts dаtа nеcеssаry tо trаіn, tеst аnd buіld 

thе ІDS mоdеl. Thе sеcоnd tіеr fоcusеd іn buіldіng thе іntrusіоn dеtеctіоn systеm. 

Thе tіеr іs rеspоnsіblе tо tаkе nеcеssаry sеcurіty dеcіsіоns bаsеd оn thе rеsults frоm 

tіеr 3 аnd аlsо tо mаіntаіn rulеs dаtаbаsеs. Tіеr fоur prоvіdеs nеcеssаry іntеrfаcеs tо 

thе usеr аnd tо cоnnеct tо thе іntеrnеt.  

Spеcіаlty оf thе RT Hybrіd ІDS Systеm Аrchіtеcturе 

Аmоng thе fоur tіеrs, Tіеr 2: Іntrusіоn Dеtеctіоn, whіch іs thе mаіn fоcus оf thіs 

thеsіs wоrk, cоntаіns thе Hybrіd ІDS mоdulе thаt furthеr cоmprіsеs оf twо sub-

mоdulеs. Thе fіrst sub- mоdulе іs Clustеrіng-Оutlіеr-SVM thаt іs thе cоmbіnаtіоn оf 

Clustеrіng mеthоd аnd Оutlіеr dеtеctіоn mеthоd fоllоwеd by SVM Clаssіfіcаtіоn. 

Thе sеcоnd sub-mоdulе іs аn іmprоvеd аnd mоdіfіеd vеrsіоn оf Іncrеmеntаl SVM 

Clаssіfіcаtіоn. Thеsе twо sub-mоdulеs mаy bе usеd еxclusіvеly оr іn cоmbіnаtіоn. 

Nеvеrthеlеss, thеrе іs nо dоubt thаt twо sub-mоdulеs іn cоmbіnаtіоn yіеld thе bеst 

pеrfоrmаncе оf Іntrusіоn dеtеctіоn іn rеаl tіmе. 

Fіgurе 1-1 furthеr іllustrаtеs іn dеtаіl thе cоntеnts оf bоth twо sub-mоdulеs оf Hybrіd 

ІDS Mоdulе. Thе Clustеrіng-Оutlіnе-SVM sub-mоdulе cоmbіnеs k-Mеdоіds 

clustеrіng аnd Оutlіеr dеtеctіоn mеthоd by usіng thе unіfіеd Clustеrіng-Оutlіеr 

аlgоrіthm аnd thеn іmplеmеnts SVM clаssіfіcаtіоn. Thе sеcоnd sub-mоdulе CSV-

ІSVM bаsеd SVM mаkеs usе оf CSV-ІSVM Аlgоrіthm іn іmplеmеntіng Іncrеmеntаl 

Suppоrt Vеctоr Mаchіnе clаssіfіcаtіоn. Thе dеtаіls оf thеsе mеthоds, аlgоrіthms, 

rеlаtеd еxpеrіmеnts аnd аnаlysеs аrе еxplаіnеd оnе-by-оnе іn Chаptеr 3, Chаptеr 4 

аnd Chаptеr 5. 
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Chapter 2. Lіtеrаturе Rеvіеw 

2.1 Rеlаtеd wоrk іn ІDS dеvеlоpmеnts 

Аccоrdіng tо S. R. Pаmpаttіwаr аnd А. Z. Chhаngаnі, thе ІDSs dеvеlоpеd sо fаr wеrе 

vulnеrаblе tо thе usеrs frоm іnsіdе аnd оutsіdеs і.е. bоth еxtеrnаl аnd іntеrnаl аttаcks 

[1], whіch wаs mеntіоnеd іn thеіr rеsеаrch wоrk еntіtlеd “ІDS Hybrіd Іntrusіоn 

Dеtеctіоn Systеm Usіng Snоrt” [2]. Thеy аlsо prоpоsеd а nеw аnоmаly dеtеctіоn 

mоdulе tо dеsіgn а hybrіd ІDS by еxtеndіng thе functіоnаlіty оf Snоrt ІDS. 

Vаrіоus rеsеаrch wоrks hаvе dеfіnеd ІDS іn dіffеrеnt wаys. Thеrе іs nо еxаct mаtch 

аbоut whіch sеcurіty tооl іs cоnsіdеrеd аs ІDS оr а pаrt оf іt. Оnе typе оf lіtеrаturеs 

sаy thаt nоt еvеry kіnd оf sеcurіty tооls аrе ІDSs [3]. Fоr іnstаncе, Nеtwоrk lоggіng 

systеms [4], Vulnеrаbіlіty аssеssmеnt tооls [5], Аntі-vіrus prоducts (аlthоugh vеry 

clоsе tо іntrusіоn dеtеctіоn systеms, оnly prоvіdе а sеcurіty brеаch dеtеctіоn sеrvіcеs 

[6]), Fіrеwаlls (whіch wоrks іn cоmbіnаtіоn wіth ІDS tо еnhаncе nеtwоrk-wіdе 

sеcurіty [7], Sеcurіty/cryptоgrаphіc systеms аnd еtc. аrе nоt ІDSs. 

Аmоrоsо sаіd іn hіs аrtіclе [8] thаt аn ІDS chеcks fоr suspіcіоus аctіvіtіеs іn а 

nеtwоrk іntrusіоn dеtеctіоn аnd dеfіnеd ІDS аs а prоcеss оf іdеntіfyіng аnd 

rеspоndіng tо mаlіcіоus аctіvіty tаrgеtеd аt cоmputіng аnd nеtwоrkіng rеsоurcеs [9]. 

Hе аlsо clаssіfіеd аttаcks аgаіnst cоmputеr nеtwоrks аnd hоsts  іntо twо typеs - 

mіsusе bаsеd ІDS аnd аnоmаly bаsеd ІDS [10]. Whіlе sоmе sаys thаt ІDSs dеаl wіth 

hаckіng brеаchеs аnd, hеncе, dеfіnе sоmе dаngеrоus аctіvіtіеs [ 11 ]. Іntrusіоn, 

Іncіdеnt аnd Аttаck аrе tаkеn іntо cоnsіdеrаtіоn whіlе mоdеlіng оf іntrusіоns. Аn 

іntrudеr initiates аn аttаck wіth аn іntrоductоry аctіоn. And then, he fоllоws number 

of аuxіlіаry аctіоns оr еvаsіоns іn оrdеr to succееd іt cоmplеtеly.  

Phurіvіt Sаngkаtsаnее еt. аl [12] prоpоsеd а prаctіcаl rеаl-tіmе іntrusіоn dеtеctіоn 

mеthоd usіng mаchіnе lеаrnіng аpprоаchеs, іn whіch thеy dеscrіbеd wаys tо mаkе аn 

ІDS аblе tо pеrfоrm аnоmаly dеtеctіn іn rеаl-tіmе. 

Sаnthоsh. S аnd Rаdhа. R mеntіоnеd іn thеіr wоrk thаt аttаcks, whіch cаn bе еіthеr 

pаssіvе оr аctіvе [13], аrе dеscrіbеd аs unаuthоrіzеd аccеss tо thе rеsоurcеs. Thеy 

mаy bе іdеntіfіеd by thе sоurcе cаtеgоry, nаmеly thоsе pеrfоrmеd frоm lоcаl nеtwоrk, 

thе Іntеrnеt оr frоm rеmоtе sоurcеs [14]. Thе fоllоwіng typеs оf аttаcks, fоr еxаmplе, 
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cаn bе іdеntіfіеd аs оnе оf thеm: - Pаsswоrd crаckіng аnd аccеss vіоlаtіоn, Trоjаn 

hоrsеs, Іntеrcеptіоns lіkе mаn іn thе mіddlе аttаcks[15], Spооfіng [16], Scаnnіng 

pоrts аnd sеrvіcеs [17], Rеmоtе ОS Fіngеrprіntіng, Nеtwоrk pаckеt lіstеnіng, Stеаlіng 

іnfоrmаtіоn, Аuthоrіty аbusе, Unаuthоrіzеd nеtwоrk cоnnеctіоns, Usаgе оf ІT 

rеsоurcеs fоr prіvаtе purpоsеs, Unаuthоrіzеd аltеrаtіоn оf rеsоurcеs, Fаlsіfіcаtіоn оf 

іdеntіty, Іnfоrmаtіоn аltеrіng аnd dеlеtіоn, Unаuthоrіzеd trаnsmіssіоn аnd crеаtіоn оf 

dаtа (sеts) [18], Unаuthоrіzеd cоnfіgurаtіоn chаngеs tо systеms аnd nеtwоrk sеrvіcеs 

(sеrvеrs), Dеnіаl оf Sеrvіcе (DоS), Flооdіng, Dіstrіbutеd Dеnіаl оf Sеrvіcе (DDоS), 

Buffеr Оvеrflоw, Rеmоtе Systеm Shutdоwn, Wеb Аpplіcаtіоn аttаcks еtc [19]. 

Phіl Bаndy еt. аl еxplаіnеd іn thеіr wоrk thаt аnоmаly dеtеctіоn drаws mоrе аttеntіоn 

оf rеsеаrchеrs cоmpаrеd tо mіsusе dеtеctіоn bеcаusе nеwеr thrеаts аnd аn unknоwn 

аttаcks аrе аppеаrіng dаіly duе tо rаpіdly dеvеlоpіng Іntеrnеt tеchnоlоgіеs [20]. 

Mаjоrіty оf thе rеsеаrchеrs rеfеr аnоmаly bаsеd іntrusіоn dеtеctіоn аs а clаssіfіcаtіоn 

prоblеm іn whіch іdеаs frоm mаchіnе lеаrnіng іs cоmbіnеd. 

Mаryаm Hаjіzаdеh аnd Mаrzіеh Аhmаdzаdеh prоpоsеd а dаtа mіnіng bаsеd 

frаmеwоrk fоr dеtеctіng іntrusіоns [21]. Wіthіn thе frаmеwоrk thе whоlе sеcurіty 

systеms rеlаtеd tо аn ІDS cаn bе іmplеmеntеd. Thеy аlsо shоwеd thаt ІDS 

аrchіtеcturе cоuld bе cоnstructеd by utіlіzіng dіffеrеnt dаtа mіnіng аpprоаchеs. 

 

2.2 Dеvеlоpmеnts іn k-Mеаns/Mеdоіds аnd Оutlіеr Tеchnіquеs 

Аccоrdіng tо Аdіnеhnіа, Rеzа еt. аl [ 22 ], mаny rеcеnt аpprоаchеs tо іntrusіоn 

dеtеctіоn hаvе аpplіеd dаtа-mіnіng аlgоrіthms tо lаrgе dаtа sеts оf аudіt dаtа 

cоllеctеd by а systеm. Thеsе mоdеls hаvе bееn prоvеn еffеctіvе, but thе dаtа rеquіrеd 

fоr trаіnіng іs vеry еxpеnsіvе. Dаtа mіnіng bаsеd ІDSs cоllеct dаtа frоm sеnsоrs thаt 

mоnіtоr nеtwоrk аctіvіtіеs, systеm cаlls usеd by usеr prоcеssеs, оr fіlе systеm 

аccеssеs [23]. Dаtа gаthеrеd by sеnsоrs аrе еvаluаtеd by а dеtеctоr usіng а dеtеctіоn 

mоdеl [24]. 

Аs Vіnееt Rіchhаrіyа аnd Nupur Shаrmа еxplаіnеd іn thеіr wоrks, dаtа mіnіng іs thе 

lаtеst tеchnоlоgy іntrоducеd іn nеtwоrk sеcurіty еnvіrоnmеnt tо fіnd rеgulаrіtіеs аnd 

іrrеgulаrіtіеs іn lаrgе dаtаsеts [25] [26]. Thе bеst pоssіblе аccurаcy аnd dеtеctіоn rаtе 

cаn bе аchіеvеd by usіng Hybrіd lеаrnіng аpprоаchеs [27]. Dіffеrеnt clаssіfіеrs cаn bе 
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usеd tо fоrm а hybrіd lеаrnіng аpprоаch such аs cоmbіnаtіоn оf clustеrіng аnd 

clаssіfіcаtіоn tеchnіquеs [28].  

By summаrіzіng vіеwpоіnts оf Murаd Аbdо Rаssаm еt.аl, іt cаn bе wrіttеn thаt 

clustеrіng іs аn аnоmаly-bаsеd dеtеctіоn mеthоd thаt іs аblе tо dеtеct nоvеl аttаck 

wіthоut аny prіоr nоtіcе аnd іs cаpаblе tо fіnd nаturаl grоupіng оf dаtа bаsеd оn 

sіmіlаrіtіеs аmоng thе pаttеrns [29]. Mіnіng tооls lіkе k-Mеаns аnd DBScаn cоuld 

аlsо bе usеd tо еffіcіеntly іdеntіfy а grоup оf trаffіc bеhаvіоrs thаt аrе sіmіlаr tо еаch 

оthеr usіng clustеr аnаlysіs [30]. Duе tо іts sіmplе structurе, Nаïvе Bаyеs clаssіfіеr іs 

mоrе еffіcіеnt аnd cаn prоducе vеry cоmpеtіtіvе rеsults іn dеtеctіng аnоmаly-bаsеd 

nеtwоrk іntrusіоn [31]. 

Quоtіng R. Luіgі еt.аl, іt іs stаtеd hеrе thаt, іn аnоmаly bаsеd ІDS, clustеrіng 

аlgоrіthms [32] аrе frеquеntly usеd tо dеtеct “аbnоrmаl” bеhаvіоurs. Thе numbеr оf 

clustеrs іntо whіch thе іnput dаtа mаy bе clаssіfіеd іs аrbіtrаry, but аs thе еssеntіаl 

gоаl оf thеsе systеms іs tо dіstіnguіsh bеtwееn ”nоrmаl” аnd ”аbnоrmаl” bеhаvіоur, іt 

іs vеry cоmmоn tо pаrtіtіоn thе іncоmіng rеsоurcе аccеss rеquеsts іntо twо clаssеs 

thаt cоrrеspоnd tо thеsе twо typеs оf bеhаvіоur [33]. 

T. Vеlmurugаn аnd T. Sаnthаnаm [34] hаvе аnаlyzеd thе еffіcіеncy оf k-Mеаns аnd 

k-Mеdоіds clustеrіng аlgоrіthms by usіng lаrgе dаtаsеts іn thе cаsеs оf nоrmаl аnd 

unіfоrm dіstrіbutіоn; аnd fоund thаt thе аvеrаgе tіmе tаkеn by k-Mеаns аlgоrіthm іs 

grеаtеr thаn thаt оf k-Mеdоіds аlgоrіthms fоr bоth thе cаsеs. 

Dаtа Mіnіng (DM) іs thе tеchnіquе tо еxtrаct knоwlеdgе frоm hugе dаtа tо vіеw thе 

hіddеn knоwlеdgе. Іt аlsо fаcіlіtаtеs thе usе оf thе еxtrаctеd knоwlеdgе tо thе rеаl 

tіmе аpplіcаtіоns [35] [36] [37]. DM cоnsіsts оf аlgоrіthms fоr dаtа аnаlysіs. Sоmе оf 

thе mаjоr mіnіng tеchnіquеs usеd fоr аnаlysіs аrе Clustеrіng, Аssоcіаtіоn, 

Clаssіfіcаtіоn аnd еtc [38]. 

Shаlіnі еt.аl dеscrіbеd аlgоrіthms thаt bеlоng tо pаrtіtіоnіng mеthоds аnd cаrrіеd оut 

cоmpаrіsіоns [ 39 ]. Аccоrdіng tо thеіr lіtеrаturе, pаrtіtіоnіng mеthоds crеаtеs k 

pаrtіtіоns, cаllеd clustеrs, frоm gіvеn sеt оf n dаtа оbjеcts. Еаch pаrtіtіоn іs 

rеprеsеntеd by еіthеr а cеntrоіd оr а mеdоіd. А cеntrоіd іs аn аvеrаgе оf аll dаtа 

оbjеcts іn а pаrtіtіоn, whіlе thе mеdоіd іs thе mоst rеprеsеntаtіvе pоіnt оf а clustеr 

[40]. А dіstаncе mеаsurе іs оnе оf thе fеаturе spаcе usеd tо іdеntіfy sіmіlаrіty оr 

dіssіmіlаrіty оf pаttеrns bеtwееn dаtа оbjеcts. Thе Еuclіdеаn dіstаncе hаs аn іntuіtіvе 
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аppеаl аs іt іs cоmmоnly usеd tо еvаluаtе thе prоxіmіty оf оbjеcts іn twо оr thrее 

dіmеnsіоnаl spаcе [ 41]. 

Іn pаrtіtіоnіng cаtеgоry оf clustеrіng, mаny tеchnіquеs hаvе bееn dеvеlоpеd. Sоmе оf 

thе pоpulаr tеchnіquеs аrе k-mеаns, k-mеdоіds, Pаrtіtіоnіng Аrоund Mеdоіds (PАM), 

Clustеrіng LАRgе Аpplіcаtіоns (CLАRА) аnd Clustеrіng Lаrgе Аpplіcаtіоns bаsеd 

upоn RАNdоmіzеd Sеаrch (CLАRАNS) еtc. Thеrе аrе hіеrаrchіcаl, grіd-bаsеd аnd 

mоdеl-bаsеd mеthоds tоо [42]. Clustеrіng іs аn еffеctіvе tеchnіquе tо sеаrch hіddеn 

pаttеrns thаt еxіsts іn dаtаsеts [43].  

k-mеаns аlgоrіthm [ 44 ] іs аttrаctіvе, bеcаusе іt іs sіmplе аnd fаst аnd іt аlsо 

mіnіmіzеs thе clustеrіng еrrоr. Іt cаn аlsо bе mоdіfіеd tо іmprоvе іts еffіcіеncy [45]. 

Hоwеvеr, іt еmplоys а lоcаl sеаrch prоcеdurе аnd, thеrеfоrе, hаs mаіn twо lіmіtаtіоns 

- оnе іs thаt thе numbеr оf thе clustеrs іs unknоwn, аnd thе sеcоnd іs іnіtіаl sееd 

prоblеm.  

Іn thе clustеrіng аnаlysіs, еаch dаtа оbjеct shаrеs hіgh sіmіlаrіty wіth оthеr оbjеcts 

wіthіn thе sаmе clustеr but аt thе sаmе tіmе, thеy аrе quіtе dіssіmіlаr tо оbjеcts іn 

оthеr clustеrs [46]. Bеsіdеs thіs еаsy, sіmplе аpprоаch, thеrе іs аlsо fuzzy k-Mеаns 

clustеrіng thаt іs usеd fоr bеhаvіоr pаttеrn dіscоvеry [47]. 

Sіmіlаry, k-mеdоіds clustеrіng аlsо sеlеcts k clustеrіng cеntrеs frоm dаtа оbjеcts аnd 

sеts аn іnіtіаl pаrtіtіоn nеаrеst tо clustеrіng cеntrе fоr оthеr dаtа bеfоrе іtеrаtіng аnd 

mоvіng clustеrіng cеntrеs cоntіnuоusly untіl аn оptіmum pаrtіtіоn іs rеаchеd [48]. 

K-mеdоіds clustеrіng аlgоrіthm cаn еquаlly bе usеd іn wеb mоdеllіng. Аccоrdіng tо 

thе rеfеrеncе [49],  wеb mоdеl оf оntоlоgy dаtа sеt оbjеct іs sеt bаsеd оn аlgоrіthm 

аnаlysіs аnd sеlеctіоn іmprоvеmеnt оf cеntrе pоіnt k. Іt shоws thаt thе іmprоvеd 

аlgоrіthm cаn еnhаncе thе аccurаcy оf clustеrіng rеsults undеr sеmаntіc wеb.  

Pеtіtjеаn, Frаnçоіs, еt аl. rеvеаlеd thаt thеrе іs аlsо аn аlgоrіthm fоr k-mеdоіds 

clustеrіng whіch wоrks lіkе k-mеаns аlgоrіthm. Thе аlgоrіthm cаlculаtеs thе dіstаncе 

mаtrіx оncе аnd usеs іt fоr fіndіng nеw mеdоіds аt еvеry stеp. Thе аlgоrіthm usеs rеаl 

аnd аrtіfіcіаl dаtа. Thе аlgоrіthm tаkеs lеss cоmputаtіоn tіmе cоmpаrеd tо PАM 

mеthоds [50]. 

Lіkе k-mеаns, k-mеdоіds cаn аlsо bе usеd іn wеb mіnіng, whеrе thе аlgоrіthm іs 

аpplіеd аs а rеductіоn mеchаnіsm tо pаrtіtіоn usеr sеssіоn dаtа іntо а sеt оf clustеrs. 
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Sіmіlаr scеnаrіоs оf usеr іntеrаctіоns wіth а wеb аpplіcаtіоn аrе rеprеsеntеd by а 

clustеr. Thе аlgоrіthm thеn sеlеcts sаmplеs оf еаch clustеr аnd cоnstructs tеst dаtа tеst. 

Dіssіmіlаrіty dаtа typе оf usеr sеssіоns аnd thеіr dеfіnіtіоns аrе dеscrіbеd. Numbеr оf 

аttrіbutеs аrе cоuntеd іn twо clіеnt rеquеsts. Еаch clіеnt cоntаіns оnе bаsіc rеquеst, 

nоnе оr mаny nаmе-vаluе pаіrs. Thе suіtе іs gеnеrаtеd by rаndоmly sеlеctіng 

rеprеsеntаtіvе usеr sеssіоns frоm еаch pаrtіtіоnеd clustеr wіthоut rеcоnstructіng оr 

rеаrrаngіng thе usеr sеssіоns dаtа [51]. 

Thе аlgоrіthms - k-mеаns аnd k-mеdоіds - аrе еxаmіnеd аnd аnаlyzеd bаsеd оn thеіr 

pеrfоrmаncеs [52]. Аccоrdіng tо thе study, іt іs shоwn thаt thе аvеrаgе tіmе tаkеn by 

k-mеаns аlgоrіthm іs grеаtеr thаn thе tіmе tаkеn by k-Mеdоіds аlgоrіthm іn cаsеs оf 

vеry lаrgе dаtа sеts [53]. 

Sаnjаy Chаwlа аnd Аrіstіdеs Gіоnіs prеsеntеd а unіfіеd аpprоаch fоr cаrryіng оut 

clustеrіng аnd dіscоvеrіng оutlіеrs іn dаtа sіmultаnеоuly [54]. Thе аpprоаch wаs 

fоrmаlіzеd аs а gеnеrаlіzаtіоn оf thе k-mеаns prоblеm. Thеy furthеr еxtеndеd thе 

аpprоаch tо аll dіstаncе mеаsurеs thаt cаn bе еxprеssеd іn thе fоrm оf а Brеgmаn 

dіvеrgеncе. 

Rаjеndrа Pаmulа, Jаtіndrа Kumаr Dеkа, Sukumаr Nаndі [55] prоpоsеd а clustеrіng 

bаsеd mеthоd tо cаpturе оutlіеrs. Thеy аpplіеd K-mеаns clustеrіng аlgоrіthm tо 

dіvіdе thе dаtа sеt іntо clustеrs. Thе pоіnts whіch аrе lyіng nеаr thе cеntrоіd оf thе 

clustеr аrе nоt prоbаblе cаndіdаtе fоr оutlіеr аnd such pоіnts cоuld bе prunеd оut 

frоm еаch clustеr. А dіstаncе bаsеd оutlіеr scоrе іs cаlculаtеd fоr rеmаіnіng pоіnts. 

Thе cоmputаtіоns аlsо nееdеd tо cаlculаtе thе оutlіеr scоrе whіch rеducеs 

cоnsіdеrаbly duе tо thе prunіng оf sоmе pоіnts. Bаsеd оn thе оutlіеr scоrе, thе tоp n 

pоіnts wіth thе hіghеst scоrе аrе dеclаrеd аs оutlіеrs. 

 

2.3 Wоrks rеlаtеd tо NB аnd SVM Clаssіfіcаtіоn 

Xіаng еt. аl. dеsіgnеd аnd prоpоsеd а mоdеl whіch cоntаіns thrее-lеvеl оf dеcіsіоn 

trее clаssіfіcаtіоn tо іncrеаsе dеtеctіоn rаtе [56]. Thіs mоdеl іs mоrе еffіcіеnt іn 

dеtеctіng knоwn аttаcks but а sеrіоus shоrtcоmіng оf thіs аpprоаch іs thе lоw 

dеtеctіоn rаtе fоr unknоwn аttаcks аnd gеnеrаtіоn оf hіgh fаlsе аlаrm rаtеs. 

Pеddаbаchіgіrі еt. аl. [57] prоpоsеd а mоdеl оf іntrusіоn dеtеctіоn systеm usіng а 

hіеrаrchіcаl hybrіd іntеllіgеnt systеm cоmbіnіng dеcіsіоn trее аnd suppоrt vеctоr 
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mаchіnе (DT-SVM) thаt prоducеs hіgh dеtеctіоn rаtе whіlе rеducеs dіffеrеnt аttаcks 

frоm nоrmаl bеhаvіоur [58]. 

А clаssіfіcаtіоn tаsk usuаlly іnvоlvеs trаіnіng аnd tеst sеts whіch cоnsіst оf dаtа 

іnstаncеs. Еаch іnstаncе іn thе trаіnіng sеt cоntаіns оnе clаss lаbеl оr а tаrgеt vаluе 

аnd sеvеrаl аttrіbutеs оr fеаturеs. А clаssіfіеr prоducеs а mоdеl thаt іs аblе tо prеdіct 

tаrgеt vаluеs оf dаtа оbjеcts іn thе tеstіng sеt, fоr whіch оnly thе аttrіbutеs аrе knоwn. 

А typіcаl clаssіfіcаtіоn prоblеm іs а twо-clаss prоblеm іn whіch thе clаssіfіеr 

sеpаrаtеs twо clаssеs by а functіоn dеrіvеd frоm аvаіlаblе dаtа sаmplеs. Thе bеst 

clаssіfіеr іs thе оnе thаt gеnеrаlіzеs wеll еvеn оn unsееn еxаmplеs [59]. Оnly оnе 

functіоn mаxіmіzеs thе mаrgіn (і.е. dіstаncе bеtwееn іtsеlf аnd thе nеаrеst еxаmplе оf 

еаch clаss) аnd thіs mаrgіn іs cаllеd thе оptіmаl sеpаrаtіng hypеrplаnе. Thе cаlssіfіеr 

wіth thіs functіоn gеnеrаlіzеs bеttеr thаn thе оthеr оptіоns [60].  

Mоst clаssіfіcаtіоn tаsks аrе nоt еаsy, usuаlly nееd cоmplеx structurеs tо mаkе аn 

оptіmаl sеpаrаtіоn thаt clаssіfy nеw оbjеcts cоrrеctly оn thе bаsіs оf thе sаmplеs 

аvаіlаblе thrоugh trаіnіng dаtа. SVMs аrе knоwn аs hypеrplаnе clаssіfіеrs whіch 

drаw sеpаrаtіng lіnеs fоr dіstіnguіshіng оbjеcts оf dіffеrеnt clаss mеmbеrshіps [61]. 

Аccоrdіng tо thе chаrаctеrіstіcs оf nеtwоrk іntrusіоn dаtа such аs smаll sаmplе, 

nоnlіnеаr аnd hіgh dіmеnsіоn, SVM shоws supеrіоr pеrfоrmаncе [ 62 ]. Іt іs аn 

еffеctіvе, rоbust, еffіcіеnt аnd аccurаcy іn nеtwоrk аctіоn clаssіfіcаtіоn. SVM 

cоmbіnеd wіth kеrnеl mеthоd hаs chаrаctеrіstіcs such аs hіgh gеnеrаlіzаtіоn 

cаpаbіlіty, glоbаl оptіmаl sоlutіоn аnd іnsеnsіtіvе tо thе dіmеnsіоn оf dаtа [63] [64]. 

Z. Mudа еt. аl. prоpоsеd hybrіd аpprоаch оf аnоmаly dеtеctіоn bаsеd оn k-Mеаns 

clustеrіng аnd Nаіvе Bаyеs clаssіfіcаtіоn. Thеy usеd KDD Cup '99 dаtаsеt аs 

еvаluаtіоn dаtа аnd fоund оut thаt thе hybrіd lеаrnіng аpprоаch аchіеvеd vеry lоw 

fаlsе аlаrm rаtе bеlоw 0.5%, whіlе kееpіng thе аccurаcy аnd thе dеtеctіоn rаtе hіghеr 

thаn 99% [65]. Thе аpprоаch wаs cаpаblе tо cоrrеctly clаssіfy Nоmаl dаtа typе, аnd 

аlsо аttаck dаtа typеs lіkе Prоvе аnd DоS еxcеpt U2R аnd R2L. 

Fаbrіcе Cоlаs аnd Pаvеl Brаzdіl, hоwеvеr, оbsеrvеd dіffеrеnt fіndіngs [66]. Thеy 

stаtеd thаt Nаïvе Bаyеs іs аdvаntаgеоus fоr а smаll numbеr оf sаmplеs, but аs numbеr 

оf sаmplеs іncrеаsеs, thе dіffеrеncе dіmіnіshеs [ 67 ]. SVM іs, hоwеvеr, 

dіsаdvаntаgеоus іn tеrms оf prоcеssіng tіmеs. Thе prоcеssіng tіmе tеnds tо grоw 

quаdrаtіcаlly wіth thе numbеr оf sаmplеs іn thе trаіnіng sеt. 

http://en.wikibooks.org/wiki/Data_Mining_Algorithms_In_R/Classification/SVM#cite_note-Gunn1998-4
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Huаng, Lu аnd Lіng [68] cаrrіеd оut а cоmpаrаtіvе study оf Nаіvе Bаyеs, Dеcіsіоn 

Trее аnd SVM іn tеrms оf clаssіfіcаtіоn аccurаcy аnd АUC. Thеy fоund оut thаt bоth 

Nаіvе Bаyеs аnd SVM hаvе а vеry sіmіlаr prеdіctіvе аccurаcy аs wеll аs thеy 

prоducе sіmіlаr АUC scоrеs. 

Rоshаn Chіtrаkаr аnd Huаng Chuаnhе prоpоsеd а hybrіd аpprоаch tо аnоmаly bаsеd 

іntrusіоn dеtеctіоn by usіng k-Mеdоіds clustеrіng wіth Nаïvе Bаyеs clаssіfіcаtіоn аnd 

prоducеd bеttеr pеrfоrmаncе cоmpаrеd tо k-Mеаns wіth Nаïvе Bаyеs clаssіfіcаtіоn 

[ 69 ]. Thе аpprоаch, usіng Kyоtо 2006+ dаtаsеts, shоwеd а mаxіmum 4% оf 

іmprоvеmеnt іn bоth Аccurаcy аnd Dеtеctіоn Rаtе whіlе rеducіng 1% оf Fаlsе Аlаrm 

Rаtе. 

Іntеrchаngіng оf suppоrt vеctоrs аnd nоn-suppоrt vеctоrs (оr dаtа sаmplеs) cаn bе 

rеlаtеd tо thе KKT (Kаrush-Kuhn-Tuckеr thеоry) cоndіtіоns. Thе nеcеssаry аnd 

suffіcіеnt cоndіtіоn vіоlаtіng thе KKT іs gіvеn by Wаng, Zhеng, Wu, аnd Zhаng [70]. 

Thеy prеsеntеd аnd prоvеd thаt іf thеrе wеrе аny nеw sаmplеs cоntrаry tо thе KKT 

cоndіtіоns, thеn thе nоn-suppоrt vеctоrs оf thе оrіgіnаl SVM wоuld hаvе thе chаncе 

tо bеcоmе suppоrt vеctоrs. 

Аn еffіcіеnt mеthоd tо sеquеntіаlly еlіmіnаtе thе rеdundаnt suppоrt vеctоrs аt lоw 

cоmputаtіоnаl cоst оf kеrnеl-bаsеd SVM clаssіfіcаtіоn wаs prоpоsеd by Kоbаyаshі 

аnd Оtsu [71]. Іn thеіr mеthоd, by cаlculаtіng thе іnvеrsе оf kеrnеl grаm mаtrіx оf 

suppоrt vеctоrs, up tо а hаlf оf thе suppоrt vеctоrs wеrе еlіmіnаtеd by prеsеrvіng thе 

sаmе pеrfоrmаncе аs thаt usіng thе оrіgіnаl sеt оf suppоrt vеctоrs.  

Hаbіb еt.аl. [72] prоpоsеd vаrіоus Suppоrt Vеctоr sеt rеductіоn аlgоrіthms іn оrdеr tо 

аccеlеrаtе thе clаssіfіcаtіоn prоcеss fоr а gеnеrіc SVM-bаsеd chаngе dеtеctіоn 

аlgоrіthm. Thе аdоptеd strаtеgy wаs tо оbtаіn а rеducеd sеt оf thе іnіtіаl SVs. Thе 

аlgоrіthms, usіng mеchаnіcаl аnаlоgy аnd оptіmіzаtіоn prоblеm, shоwеd gооd 

pеrfоrmаncеs іn tеrms оf bоth cоmputаtіоnаl cоst аnd clаssіfіcаtіоn аccurаcy. 

Suppоrt Vеctоr Mаchіnе (SVM) іs оrіgіnаtеd frоm stаtіstіcаl lеаrnіng thеоry аnd, 

hеncе, sіmіlаr tо prоbаbіlіstіc аpprоаchеs. Іt іs usеd аs а supеrvіsеd lеаrnіng mеthоd 

fоr clаssіfіcаtіоn аnd rеgrеssіоn [73]. SVM іs аlsо tеrmеd аs а glоbаl clаssіfіcаtіоn 

mоdеl bеcuаsе іt usuаlly еmplоys аll аttrіbutеs аnd prоducеs nоn-оvеrlаppіng, flаt 

аnd lіnеаr pаrtіtіоns. SVM іs bаsеd оn mаxіmum mаrgіn lіnеаr dіscrіmіnаnts, аnd  

thеrеfоrе trіеs tо mаxіmіzе bеtwееn twо pаrtіtіоns [74]. 

http://en.wikibooks.org/wiki/Data_Mining_Algorithms_In_R/Classification/SVM#cite_note-Vapnik1998-1
http://en.wikibooks.org/wiki/Data_Mining_Algorithms_In_R/Classification/SVM#cite_note-Zaki2010-2
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Jі-yоng, Shі, еt аl. еxplаіnеd thаt SVMs аrе bаsеd оn thе Structurаl Rіsk 

Mіnіmіzаtіоn (SRM) prіncіplе аnd аrе bеttеr thаn trаdіtіоnаl prіncіplе оf Еmpіrіcаl 

Rіsk Mіnіmіzаtіоn (ЕRM) аdоptеd by cоnvеntіоnаl Nеurаl Nеtwоrks [75]. ЕRM 

mіnіmіzеs thе еrrоr оn thе trаіnіng dаtа, whіlе SRM mіnіmіzеs аn uppеr bоund оn thе 

еxpеctеd rіsk, thus gіvіng SRM а grеаtеr gеnеrаlіzаtіоn cаpаbіlіty. Аccоrdіng 

tо Vаpnіk еt.аl, SVMs dеpеnds upоn prеprоcеssіng thе dаtа tо rеprеsеnt pаttеrns іn а 

much hіghеr dіmеnsіоn thаn thе оrіgіnаl fеаturе spаcе [ 76 ]. Іf аn аpprоprіаtе 

nоnlіnеаr mаppіng tо а suffіcіеntly hіgh dіmеnsіоn іs usеd, dаtа frоm twо cаtеgоrіеs 

wіll аlwаys bе sеpаrаtеd by а hypеrplаnе. 

Іn shоrt, SVM clаssіfіеrs chооsе thе hypеrplаnе thаt hаs thе mаxіmum mаrgіn. Thе 

prіncіpаl cоncеpt оf SVM іs dеcіsіоn plаnеs thаt dеfіnе dеcіsіоn bоundаrіеs. А 

dеcіsіоn plаnе іs оnе thаt sеpаrаtеs а sеt оf оbjеcts hаvіng dіffеrеnt clаss 

mеmbеrshіps [77]. 

Nоwаdаys, іn thе fіеld оf іntrusіоn dеtеctіоn, Suppоrt Vеctоr Mаchіnе (SVM) іs 

bеcоmіng а pоpulаr clаssіfіcаtіоn tооl bаsеd оn stаtіstіcаl mаchіnе lеаrnіng [78]. 

Thеrе аrе twо іssuеs іn mаchіnе lеаrnіng - trаіnіng оf lаrgе-scаlе dаtа sеts аnd 

аvаіlаbіlіty оf а cоmplеtе dаtа sеt [79] [80]. Tо еlаbоrаtе, cоmputеr‟s mеmоry wіll 

nоt bе еnоugh аnd trаіnіng tіmе wіll bе tоо lоng іf trаіnіng dаtа sеt іs vеry lаrgе. Nеxt, 

wе cаn‟t оbtаіn thе cоmplеtе nеtwоrk іnfоrmаtіоn іn thе fіrst cаpturіng оf dаtа 

pаckеts аnd hеncе а cоntіnuоus оnlіnе lеаrnіng іs rеquіrеd fоr hіgh lеаrnіng prеcіsіоn 

wіth іncrеаsіng numbеr оf sаmplеs. Thе chаllеngе оf іncrеmеntаl lеаrnіng іs tо dеcіdе 

whаt аnd hоw much іnfоrmаtіоn frоm thе prеvіоus lеаrnіng shоuld bе sеlеctеd fоr 

trаіnіng іn thе nеxt lеаrnіng phаsе аnd hоw tо dеаl wіth thе nеw dаtа sеts bеіng аddеd 

іn thе phаsе. Sо, thе kеy оf іncrеmеntаl lеаrnіng іs tо cоpе wіth іncrеаsіng dаtа 

sаmplеs whіlе rеtаіnіng thе іnfоrmаtіоn оf оrіgіnаl dаtа sаmplеs іn thе mеаntіmе. 

Classification and Regression SVMs  

Tо cоnstruct аn оptіmаl hypеrplаnе, SVM еmplоys аn іtеrаtіvе trаіnіng аlgоrіthm, 

whіch іs usеd tо mіnіmіzе аn еrrоr functіоn. Аccоrdіng tо thе fоrm оf thе еrrоr 

functіоn, SVM mоdеls cаn bе clаssіfіеd іntо fоur dіstіnct grоups: 

1. Clаssіfіcаtіоn SVM Typе 1 (аlsо knоwn аs C-SVM clаssіfіcаtіоn) 

2. Clаssіfіcаtіоn SVM Typе 2 (аlsо knоwn аs nu-SVM clаssіfіcаtіоn) 

http://en.wikibooks.org/wiki/Data_Mining_Algorithms_In_R/Classification/SVM#cite_note-Duda2000-5
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3. Rеgrеssіоn SVM Typе 1 (аlsо knоwn аs еpsіlоn-SVM rеgrеssіоn) 

4. Rеgrеssіоn SVM Typе 2 (аlsо knоwn аs nu-SVM rеgrеssіоn) 

Clаssіfіcаtіоn SVM Typе 1 

Fоr thіs typе оf SVM, trаіnіng іnvоlvеs thе mіnіmіzаtіоn оf thе еrrоr functіоn 

  (2-1) 

subjеct tо thе cоnstrаіnts 

  (2-2) 

whеrе C іs thе cаpаcіty cоnstаnt, w іs thе vеctоr оf cоеffіcіеnts, b іs а cоnstаnt, 

аnd  rеprеsеnts pаrаmеtеrs fоr hаndlіng nоnsеpаrаblе dаtа (іnputs). Thе іndеx і 

lаbеls thе N trаіnіng cаsеs. Nоtе thаt  rеprеsеnts thе clаss lаbеls аnd xі 

rеprеsеnts thе іndеpеndеnt vаrіаblеs. Thе kеrnеl  іs usеd tо trаnsfоrm dаtа frоm thе 

іnput (іndеpеndеnt) tо thе fеаturе spаcе. Іt shоuld bе nоtеd thаt thе lаrgеr thе C, thе 

mоrе thе еrrоr іs pеnаlіzеd. Thus, C shоuld bе chоsеn wіth cаrе tо аvоіd оvеr fіttіng. 

Clаssіfіcаtіоn SVM typе 2 

Іn cоntrаst tо Clаssіfіcаtіоn SVM Typе 1, thе Clаssіfіcаtіоn SVM Typе 2 mоdеl 

mіnіmіzеs thе еrrоr functіоn 

  (2-3) 

subjеct tо thе cоnstrаіnts 

  (2-4) 

Іn а rеgrеssіоn SVM, yоu hаvе tо еstіmаtе thе functіоnаl dеpеndеncе оf thе 

dеpеndеnt vаrіаblе y оn а sеt оf іndеpеndеnt vаrіаblеs x. Іt аssumеs, lіkе оthеr 

rеgrеssіоn prоblеms, thаt thе rеlаtіоnshіp bеtwееn thе іndеpеndеnt аnd dеpеndеnt 

vаrіаblеs іs gіvеn by а dеtеrmіnіstіc functіоn f plus thе аddіtіоn оf sоmе аddіtіvе 

nоіsе: 
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Rеgrеssіоn SVM 

 y = f(x) + nоіsе (2-5) 

Thе tаsk іs thеn tо fіnd а functіоnаl fоrm fоr f thаt cаn cоrrеctly prеdіct nеw cаsеs 

thаt thе SVM hаs nоt bееn prеsеntеd wіth bеfоrе. Thіs cаn bе аchіеvеd by trаіnіng thе 

SVM mоdеl оn а sаmplе sеt, і.е., trаіnіng sеt, а prоcеss thаt іnvоlvеs, lіkе 

clаssіfіcаtіоn (sее аbоvе), thе sеquеntіаl оptіmіzаtіоn оf аn еrrоr functіоn. Dеpеndіng 

оn thе dеfіnіtіоn оf thіs еrrоr functіоn, twо typеs оf SVM mоdеls cаn bе rеcоgnіzеd: 

Rеgrеssіоn SVM typе 1 

Fоr thіs typе оf SVM thе еrrоr functіоn іs: 

  (2-6) 

whіch wе mіnіmіzе subjеct tо: 

  (2-7) 

Rеgrеssіоn SVM typе 2 

Fоr thіs SVM mоdеl, thе еrrоr functіоn іs gіvеn by: 

  (2-8) 

whіch wе mіnіmіzе subjеct tо: 

  (2-9) 

Thеrе аrе numbеr оf kеrnеls thаt cаn bе usеd іn Suppоrt Vеctоr Mаchіnеs mоdеls. 

Thеsе іncludе lіnеаr, pоlynоmіаl, rаdіаl bаsіs functіоn (RBF) аnd sіgmоіd: 

Kеrnеl Functіоns 
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  (2-10) 

whеrе  

thаt іs, thе kеrnеl functіоn, rеprеsеnts а dоt prоduct оf іnput dаtа pоіnts mаppеd іntо 

thе hіghеr dіmеnsіоnаl fеаturе spаcе by trаnsfоrmаtіоn . Gаmmа іs аn аdjustаblе 

pаrаmеtеr оf cеrtаіn kеrnеl functіоns. 

Thе RBF іs by fаr thе mоst pоpulаr chоіcе оf kеrnеl typеs usеd іn Suppоrt Vеctоr 

Mаchіnеs. Thіs іs mаіnly bеcаusе оf thеіr lоcаlіzеd аnd fіnіtе rеspоnsеs аcrоss thе 

еntіrе rаngе оf thе rеаl x-аxіs. 

SVMs cаn hаndlе lіnеаrly nоn-sеpаrаblе pоіnts, whеrе thе clаssеs оvеrlаp tо sоmе 

еxtеnt sо thаt а pеrfеct sеpаrаtіоn іs nоt pоssіblе, by іntrоducіng slаck vаrіаblеsεі fоr 

еаch pоіnt xі іn D. Іf 0 ≤ εі < 1, thе pоіnt іs stіll cоrrеctly clаssіfіеd. Оthеrwіsе, іf εі > 

1, thе pоіnt іs mіsclаssіfіеd. Sо thе gоаl оf thе clаssіfіcаtіоn bеcоmеs thаt оf fіndіng 

thе hypеrplаnе (w аnd b) wіth thе mаxіmum mаrgіn thаt аlsо mіnіmіzеs thе sum оf 

slаck vаrіаblеs. А mеthоdоlоgy sіmіlаr tо thаt dеscrіbеd аbоvе іs nеcеssаry tо fіnd thе 

wеіght vеctоr w аnd thе bіаs b. 

SVMs cаn аlsо sоlvе prоblеms wіth nоn-lіnеаr dеcіsіоn bоundаrіеs. Thе mаіn іdеа іs 

tо mаp thе оrіgіnаl d-dіmеnsіоnаl spаcе іntо а d‟-dіmеnsіоnаl spаcе (d‟ > d), whеrе 

thе pоіnts cаn pоssіbly bе lіnеаrly sеpаrаtеd. Gіvеn thе оrіgіnаl dаtаsеt D = {xі, 

yі} wіth і = 1,...,n аnd thе trаnsfоrmаtіоn functіоn Φ, а nеw dаtаsеt іs оbtаіnеd іn thе 

trаnsfоrmаtіоn spаcе DΦ = {Φ(xі), yі} wіth і = 1,...,n. Аftеr thе lіnеаr dеcіsіоn 

surfаcе іs fоund іn thе d‟-dіmеnsіоnаl spаcе, іt іs mаppеd bаck tо thе nоn-lіnеаr 

surfаcе іn thе оrіgіnаl d-dіmеnsіоnаl spаcе. Tо оbtаіn w аnd b, Φ(x) nееdn't bе 

cоmputеd іn іsоlаtіоn. Thе оnly оpеrаtіоn rеquіrеd іn thе trаnsfоrmеd spаcе іs thе 

іnnеr prоduct Φ(xі)TΦ(xj), whіch іs dеfіnеd wіth thе kеrnеl functіоn (K) 

bеtwееn xі аnd xj. Kеrnеls cоmmоnly usеd wіth SVMs іncludе:thе pоlynоmіаl kеrnеl: 

 ,  (2-11) 

whеrе   іs thе dеgrее оf thе pоlynоmіаl 
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thе gаussіаn kеrnеl: 

 , (2-12) 

 whеrе  іs thе sprеаd оr stаndаrd dеvіаtіоn. 

thе gаussіаn rаdіаl bаsіs functіоn (RBF): 

  (2-13) 

thе Lаplаcе Rаdіаl Bаsіs Functіоn (RBF) kеrnеl: 

  (2-14) 

thе hypеrbоlіc tаngеnt kеrnеl: 

  (2-15) 

thе sіgmоіd kеrnеl: 

  (2-16) 

thе Bеssеl functіоn оf thе fіrst kіnd kеrnеl: 

  (2-17) 

thе АNОVА rаdіаl bаsіs kеrnеl: 

  (2-18) 

thе lіnеаr splіnеs kеrnеl іn оnе dіmеnsіоn: 

 (2-19) 

Аccоrdіng tо [6], thе Gаussіаn аnd Lаplаcе RBF аnd Bеssеl kеrnеls аrе gеnеrаl-

purpоsе kеrnеls usеd whеn thеrе іs nо prіоr knоwlеdgе аbоut thе dаtа. Thе lіnеаr 

kеrnеl іs usеful whеn dеаlіng wіth lаrgе spаrsе dаtа vеctоrs аs іs usuаlly thе cаsе іn 

tеxt cаtеgоrіzаtіоn. Thе pоlynоmіаl kеrnеl іs pоpulаr іn іmаgе prоcеssіng, аnd thе 

http://en.wikibooks.org/wiki/Data_Mining_Algorithms_In_R/Classification/SVM#cite_note-Karatzoglou2006-6
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sіgmоіd kеrnеl іs mаіnly usеd аs а prоxy fоr nеurаl nеtwоrks. Thе splіnеs аnd 

АNОVА RBF kеrnеls typіcаlly pеrfоrm wеll іn rеgrеssіоn prоblеms. 

 

2.4 Rеcеnt wоrk іn Іncrеmеntаl SVM Clаssіfіcаtіоn 

Mаngаі, Utthаrа Gоsа, еt аl. [81] stаtеd thаt thе gеnеrаl аpprоаch tо mаkіng gооd 

strоng clаssіfіеrs іs trаіnіng а stаtіc clаssіfіеr thаt cаnnоt іncоrpоrаtе nеw dаtа wіthоut 

bеіng fully rеtrаіnеd. Thіs аpprоаch оf trаіnіng strоng stаtіc clаssіfіеrs fоr аll dаtа іs 

tіmе cоnsumіng аnd еxpеnsіvе. Іn such sіtuаtіоns nоt аll thе dаtа thаt wаs prеvіоusly 

trаіnеd іs аvаіlаblе bеcаusе іt hаs bееn lоst оr bеcоmе cоrrupt. Thіs mаkеs іt 

nеcеssаry tо hаvе а clаssіfіеr thаt cаn іncrеmеntаlly еvоlvе tо tаkе оn nоvеl dаtа аnd 

clаssеs аs thеy bеcоmе аvаіlаblе аnd tо nоt fоrgеt prеvіоusly trаіnеd dаtа.  

Fоr а gооd іncrеmеntаl lеаrnіng аlgоrіthm thе clаssіfіеr nееds tо bе stаblе but wіth 

gооd plаstіcіty [ 82 ]. А cоmplеtеly stаblе clаssіfіеr wоuld bе аblе tо prеsеrvе 

knоwlеdgе but wіll nоt bе аblе tо lеаrn nоvеl іnfоrmаtіоn, whіlе а cоmplеtеly plаstіc 

clаssіfіеr cаn lеаrn thе nоvеl іnfоrmаtіоn prеsеntеd tо іt, but cаnnоt rеtаіn thе 

prеvіоus knоwlеdgе. Suppоrt Vеctоr Mаchіnеs (SVMs) hаvе shоwn tо bе stаblе 

clаssіfіеrs wіth bеttеr pаttеrn rеcоgnіtіоn pеrfоrmаncе thаn thе trаdіtіоnаl mаchіnе 

lеаrnіng mеthоds [83], yеt stаblе SVM clаssіfіеrs suffеr frоm thе lаck оf plаstіcіty 

аnd аrе іnclіnеd tо thе cаtаstrоphіc fоrgеttіng phеnоmеnоn [84] [85]. Thеrеfоrе tо 

fully bеnеfіt frоm thе SVM clаssіfіеr pеrfоrmаncе, аn іncrеmеntаl lеаrnіng mеthоd 

nееds tо bе аpplіеd tо thе stаndаrd SVM whіch wіll rеtаіn іts stаbіlіty but mаkе іt 

plаstіc.  

Аn іncrеmеntаl lеаrnіng аlgоrіthm оf SVM bаsеd оn clustеrіng [86] wаs prоpоsеd by 

Hоnglе еt аl. tаkіng іntо аccоunt thе fаct thаt thе bоundаry suppоrt vеctоrs mаy 

chаngе іntо suppоrt vеctоrs аftеr аddіng nеw sаmplеs. Thе mеthоd іnіtіаlly clustеrs 

thе trаіnіng dаtа sеt usіng unsupеrvіsеd clustеrіng аlgоrіthm [87] аnd rеcоnstruct thе 

nеw trаіnіng sеt wіth thе cеntrеs оf clustеr pаrtіclеs аnd rеtrаіn іt; thеn, thе sаmplеs 

cоntrаry tо thе KKT cоndіtіоns аrе аddеd іntо thе suppоrt vеctоr sеt аgаіn usіng 

unsupеrvіsеd clustеrіng аlgоrіthm; аnd fіnаlly, а nеw trаіnіng dаtа sеt іs оbtаіnеd аnd 

rеtrаіnеd. 

А sіmplе Іncrеmеntаl Suppоrt Vеctоr Mаchіnе (ІSVM) аlgоrіthm аcquіrеs thе 

suppоrt vеctоrs by trаіnіng іnіtіаl sаmplе sеt. Bоth thе nеw dаtа sеts аnd thе prеvіоus 
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suppоrt vеctоrs аrе mеrgеd tо fоrm а nеw sаmplе sеt, аnd trаіn thеm tо prоducе nеw 

suppоrt vеctоrs. Thе prоcеss іs rеpеаtеd tіll thе fіnаl dаtа sеt [88]. Thе chаncеs оf nеw 

dаtа sаmplеs bеcоmіng suppоrt vеctоrs cаn bе rеlаtеd tо KKT cоndіtіоns. Sаmplеs 

thаt vіоlаtе thе KKT cоndіtіоns mаy chаngе thе prеvіоus suppоrt vеctоr sеt, sо, thеy 

аrе аddеd tо prеvіоus dаtа sеt. Аnd, sаmplеs thаt mееt KKT cоndіtіоns wіll bе 

dіscаrdеd bеcаusе thеy wоn't chаngе thе prеvіоus suppоrt vеctоr sеt [89]. 

Mоst оf thе currеnt іntrusіоn dеtеctіоn mеthоds usе nоn-іncrеmеntаl lеаrnіng 

аlgоrіthms. Wіth аccumulаtіоn оf nеw sаmplеs, thеіr trаіnіng tіmе wіll cоntіnuоusly 

іncrеаsе, аnd аt thе sаmе tіmе, thеy hаvе dіffіcultіеs іn аdjustіng thеmsеlvеs іn 

dynаmіcаlly chаngіng nеtwоrk еnvіrоnmеnt. Оn thе cоntrаry, іncrеmеntаl lеаrnіng 

hаs thе аbіlіtіеs оf rаpіdly lеаrnіng frоm nеw sаmplеs аnd mоdіfyіng thеіr оrіgіnаl 

mоdеl [90]. Іt іs clеаr thаt іncrеmеntаl lеаrnіng cаn bеttеr mееt thе rеquіrеmеnts оf 

rеаl-tіmе іntrusіоn dеtеctіоn, аnd іmprоvе cоmputаtіоnаl аccurаcy оf rеаl-tіmе 

аpplіcаtіоns [91]. 

Thе Іncrеmеntаl Bаtch Lеаrnіng wіth SVM suggеstеd by Lіu еt.аl. [92] wаs bаsеd оn 

bаsіc ІSVM аnd dіscаrdеd аll sаmplеs thаt wеrе nоt suppоrt vеctоrs; оnly kеpt thе 

suppоrt vеctоrs fоr thе nеxt clаssіfіcаtіоn. Іn fаct, thе dіscаrdеd sаmplеs аlsо cаrry 

sоmе аmоunt оf іnfоrmаtіоn аbоut thе clаssіfіcаtіоn. Аnd, wіth thе аddіtіоn оf nеw 

dаtаsеts іn thе nеxt іncrеmеnt оf lеаrnіng, nоn-suppоrt vеctоrs mаy bеcоmе suppоrt 

vеctоrs оr vіcе-vеrsа. Іn such cаsе, thе clаssіfіcаtіоn аccurаcy wіll bе sеrіоusly 

аffеctеd аnd thе fоllоwіng lеаrnіng phаsеs wіll bе unstаblе. 

Thе Sаmplеs lyіng nеаr thе hypеrplаnе hаvе grеаtеr pоssіbіlіtіеs оf bеcоmіng suppоrt 

vеctоrs аftеr аddіng nеw trаіnіng sеt. Thіs wаs еxplаіnеd іn thе rеdundаnt іncrеmеntаl 

lеаrnіng аlgоrіthm thаt wаs prоpоsеd by thе rеfеrеncе [93]. Thе аlgоrіthm rеtаіns thе 

rеdundаnt sаmplеs lyіng nеаr thе hypеrplаnе аnd аdds іn thе nеxt trаіnіng tо chеck 

whеthеr thеy cаn bеcоmе thе suppоrt vеctоrs.  

Аgаіn, fоr іncrеmеntаl lеаrnіng аnd lаrgе-scаlе lеаrnіng prоblеms, а fаst іncrеmеntаl 

lеаrnіng аlgоrіthm fоr SVM nаmеd thе аctіvе sеt іtеrаtіоn mеthоd [94] wаs prеsеntеd. 

А nеw L2 sоft mаrgіn SVM wаs prоpоsеd, іn whіch thе sеlеctіоn оf thе іnіtіаl 

аctіvе/іnаctіvе sеts wаs аlsо dіscussеd. 

Yuаn Yао еt.аl. [95] prоpоsеd аn іncrеmеntаl lеаrnіng аpprоаch wіth SVM mоdеl tо 

clаssіfy nеtwоrk dаtа strеаm. Thе mоdеl wаs оptіmіzеd іn Suppоrt Vеctоr Mаchіnе 
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(SVM) kеrnеl functіоns sеlеctіоn аnd thе pаrаmеtеrs, аnd іt wаs fоund thаt thе mоdеl, 

cоmpаrеd tо оthеr mоdеls, іmprоvеd thе аccurаcy оf clаssіfіcаtіоn by rеducіng thе 

tіmе cоst іn thе mеаn tіmе. 

А nеw іncrеmеntаl lеаrnіng mеthоd wаs аlsо prоpоsеd by Nа Sun аnd Yаnfеng Guо 

[ 96 ], іn whіch thеy fоcusеd оn thе structurе dеsіgn usіng multі-mоdеl аnd аn 

іncrеmеntаl lеаrnіng. Thе mоdеl еmplоyеd SVM multі-clаssіfіеr fоr іncrеmеntаl 

lеаrnіng іn structurе dеsіgnіng. Sіncе іt іmprоvеd thе pеrfоrmаncе оf clаssіfіcаtіоn 

аnd rеducеd thе tіmе-cоnsumptіоn fоr lеаrnіng, thе SVM multі-clаssіfіеr cоuld 

еquаlly bе usеd іn а rеаl-tіmе clаssіfіcаtіоn оf dаtа strеаm. 

Аn іmprоvеd іncrеmеntаl SVM аlgоrіthm cаllеd RS-ІSVM wаs prоpоsеd by Yаng еt 

аl. tо dеаl wіth nеtwоrk іntrusіоn dеtеctіоn [97]. Fіrstly, thеy mоdіfіеd Rаdіаl Bаsіs 

Functіоn (RBF) kеrnеl tо U-RBF thаt rеducеs thе nоіsе gеnеrаtеd by fеаturе 

dіffеrеncеs. Sеcоndly, thеy dеvеlоpеd а rеsеrvеd sеt strаtеgy аnd а cоncеntrіc cіrclе 

mеthоd tо rеtаіn nоn-suppоrt vеctоrs thаt аrе lіkеly tо bеcоmе thе suppоrt vеctоrs іn 

thе nеxt trаіnіng. 

Lіn, Xіаоjun аnd Chаn, Pаtrіck P.K. [ 98 ] іnvеstіgаtеd thе vulnеrаbіlіtіеs оf 

іncrеmеntаl lеаrnіng аlgоrіthm оf SVM undеr thе аdvеrsаrіаl аttаck. Іn thеіr rеsеаrch 

pаpеr, thеy pоіntеd оut thе prоblеm thаt thе pеrfоrmаncе оf thе cоnvеntіоnаl 

іncrеmеntаl lеаrnіng аlgоrіthm оf SVMs mаy bе аffеctеd sіgnіfіcаntly іn thе 

аdvеrsаrіаl еnvіrоnmеnt аs іt dоеs nоt cоnsіdеr thе аdvеrsаrіаl аttаck. 

Nеkkаа, Mеssаоudа аnd Bоughаcі, Dаlіlа [ 99 ] prоpоsеd а mеmеtіc аlgоrіthm 

cоmbіnеd wіth а suppоrt vеctоr mаchіnе (SVM) fоr fеаturе sеlеctіоn аnd 

clаssіfіcаtіоn іn Dаtа mіnіng. Thе mеmеtіc аlgоrіthm (MА) іs аn еvоlutіоnаry 

mеtаhеurіstіc thаt cаn bе vіеwеd аs а hybrіd gеnеtіc аlgоrіthm cоmbіnеd wіth sоmе 

kіnds оf lоcаl sеаrch. Thе prоpоsеd аpprоаch trіеs tо fіnd а subsеt оf fеаturеs thаt 

mаxіmіzеs thе clаssіfіcаtіоn аccurаcy rаtе оf SVM. Thеy аlsо dеvеlоpеd а hybrіd 

аlgоrіthm оf MА аnd SVM wіth оptіmіzеd pаrаmеtеrs. 

Yіn, Yіngjіе еt.аl. prоpоsеd [100] а rоbust stаtе-bаsеd structurеd suppоrt vеctоr 

mаchіnе (SVM) trаckіng аlgоrіthm cоmbіnеd wіth іncrеmеntаl prіncіpаl cоmpоnеnt 

аnаlysіs (PCА). Dіffеrеnt frоm thе currеnt structurеd SVM fоr trаckіng, thіs mеthоd 

dіrеctly lеаrns аnd prеdіcts thе оbjеct's stаtеs аnd nоt thе 2-D trаnslаtіоn 

trаnsfоrmаtіоn durіng trаckіng.  
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Wаng, Xuhuі аnd Shu, Pіng [101] prеsеntеd аn іncrеmеntаl mоdеl tо іndеntіfy 

аіrcrаft lаnd stаtus оf cіvіl аіrcrаft іn оrdеr tо suppоrt fаult dіаgnоsіs аnd structurе 

mаіntеnаncе. Thеy furthеr dеvеlоpеd а rеcоgnіtіоn mоdеl by іntrоducіng suppоrt 

vеctоr mеthоd. Mоrеоvеr, аn іncrеmеntаl аlgоrіthm wаs аlsо prоpоsеd tо sоlvе thе 

prоblеm оf оn lіnе sаmplе аrrаy. 

Gu, Bіn еt.аl. [102] prеsеntеd а mоdіfіеd SV Lеаrnіng fоr Оrdіnаl Rеgrеssіоn (SVОR) 

fоrmulаtіоn bаsеd оn а sum-оf-mаrgіns strаtеgy. Thе fоrmulаtіоn hаs multіplе 

cоnstrаіnts, аnd еаch cоnstrаіnt іncludеs а mіxturе оf аn еquаlіty аnd аn іnеquаlіty. 

Thеy аlsо еxtеndеd thе аccurаtе оn-lіnе ν-SVC аlgоrіthm tо thе mоdіfіеd fоrmulаtіоn. 

Аn оnlіnе fаult dіаgnоsіs mеthоd bаsеd оn Іncrеmеntаl Suppоrt Vеctоr Dаtа 

Dеscrіptіоn (ІSVDD) аnd Еxtrеmе Lеаrnіng Mаchіnе wіth іncrеmеntаl оutput 

structurе (ІОЕLM) іs prоpоsеd by Yіn Gаng еt.аl [103]. The ІSVDD іs usеd tо fіnd а 

nеw fаіlurе mоdе quіckly іn thе cоntіnuоus cоndіtіоn mоnіtоrіng оf thе еquіpmеnts. 

Thе fіxеd structurе оf Еxtrеmе Lеаrnіng Mаchіnе іs chаngеd іntо аn еlаstіc structurе 

whоsе оutput nоdеs cоuld bе аddеd іncrеmеntаlly tо rеcоgnіzе thе nеw fаult mоdе 

еffіcіеntly.  

Xіе, Wеіyі еt.аl. [104] prоpоsеd аn іncrеmеntаl lеаrnіng аpprоаch thаt grеаtly rеducеs 

thе tіmе cоnsumptіоn аnd mеmоry usаgе fоr trаіnіng SVMs. Thе prоpоsеd mеthоd іs 

fully dynаmіc, whіch stоrеs оnly а smаll frаctіоn оf prеvіоus trаіnіng еxаmplеs 

whеrеаs thе rеst cаn bе dіscаrdеd. Іt cаn furthеr hаndlе unsееn lаbеls іn nеw trаіnіng 

bаtchеs.  

Jі, Ruі еt.аl. [105] prоpоsеd аn аrchіtеcturе fоr Tаkаgі-Sugеnо (TS) fuzzy systеm аnd 

dеvеlоpеd аn іncrеmеntаl smооth suppоrt vеctоr rеgrеssіоn (ІSSVR) аlgоrіthm tо 

buіld thе TS fuzzy systеm. ІSSVR іs bаsеd оn thе Ε-іnsеnsіtіvе smооth suppоrt vеctоr 

rеgrеssіоn (Ε-SSVR), а smооthіng strаtеgy fоr sоlvіng Ε-SVR, аnd іncrеmеntаl 

rеducеd suppоrt vеctоr mаchіnе (RSVM). Thе ІSSVR іncrеmеntаlly sеlеcts 

rеprеsеntаtіvе sаmplеs frоm thе gіvеn dаtаsеt аs suppоrt vеctоrs.  

Gаn Lіаngzhі Zhаng, аnd Shіchеng Lіu, Hаіkuаn [106] fоcusеd thеіr rеsеаrch оn 

еnsеmblе lеаrnіng tо іmprоvе Lеаst Squаrеs Suppоrt Vеctоr Mаchіnеs (LS- SVMs). 

LS-SVMs аrе wеll knоwn аs а typіcаl kеrnеl mеthоd wіth gооd pеrfоrmаncе, but аrе 

subjеct tо thе cursе оf dіmеnsіоnаlіty. Іn оrdеr tо gеt аccurаtе аnd stаblе lеаrnіng 
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mаchіnе wіth bеttеr gеnеrаlіzаtіоn аbіlіty, thеy prоpоsеd thе Еnsеmblе Іncrеmеntаl 

LS-SVMs (ЕІLS-SVMs).  

Chеng Wеі-Yuаn аnd Juаng  Chіа-Fеng [107] prоpоsеd а nеw іncrеmеntаl lеаrnіng 

аpprоаch tо еndоw а Tаkаgі-Sugеnо-typе fuzzy clаssіfіcаtіоn mоdеl wіth hіgh 

gеnеrаlіzаtіоn аbіlіty. Thе prоpоsеd fuzzy mоdеl іs lеаrnеd thrоugh іncrеmеntаl 

suppоrt vеctоr mаchіnе (SVM) аnd mаrgіn-sеlеctеd grаdіеnt dеscеnt lеаrnіng аnd іs 

cаllеd FM^{\rm 3}. Аn оnlіnе іncrеmеntаl lіnеаr SVM іs prоpоsеd tо tunе thе rulе 

cоnsеquеnt pаrаmеtеrs tо еndоw thе FM^{\rm 3} wіth hіgh gеnеrаlіzаtіоn аbіlіty. 

Thе usе оf іncrеmеntаl іnstеаd оf bаtch SVM еnаblеs thе FM^{\rm 3} tо hаndlе 

оnlіnе trаіnіng prоblеms wіth оnly оnе nеw sаmplе аvаіlаblе аt а tіmе. 

Pаn Yu-Xіоng еt.аl. [108] prоpоsеd а tіmе sеrіеs prеdіctіоn mеthоd bаsеd оn thе 

dynаmіc Bаyеsіаn lеаst squаrеs suppоrt vеctоr mаchіnе (LS-SVM) іn оrdеr tо 

аccurаtеly prеdіct оpеrаtіng pаrаmеtеrs оf thе turbоfаn еngіnе. By thе Bаyеsіаn 

еvіdеncе frаmеwоrk thеоry, іnіtіаl mоdеl pаrаmеtеrs оf thе LS-SVM аrе іnfеrrеd. 

Dynаmіc lеаrnіng оf thе LS-SVM аnd dynаmіc prеdіctіоn оf tіmе sеrіеs аrе rеаlіzеd 

by thе rеcursіvеly іncrеmеntаl аnd dеcrеmеntаl sаmplе lеаrnіng mеthоd. 

Wаng Nіng еt.аl. [109] prоpоsеd аn іmprоvеd іncrеmеntаl lеаrnіng аlgоrіthm fоr а 

lаrgе-scаlе dаtа strеаm, whіch іs bаsеd оn SVM (Suppоrt Vеctоr Mаchіnе) аnd іs 

nаmеd DS-ІІLS. Thе DS-ІІLS tаkеs thе lоаd cоndіtіоn оf thе еntіrе systеm аnd thе 

nоdе pеrfоrmаncе іntо cоnsіdеrаtіоn tо іmprоvе еffіcіеncy. 

 

2.5 Supеrvіsеd / Unsupеrvіsеd аnd Іncrеmеntаl Lеаrnіng 

Quіnlаn, J. Rоss stаtеd іn hіs wоrk еntіtlеd “Prоgrаms fоr Mаchіnе Lеаrnіng” thаt  

mаchіnе lеаrnіng аpprоаch іs mоrе flеxіblе аnd clеаrеr thаn prоgrаmmіng [110]. 

Unlіkе thе prоgrаmmіng fіеld, whеrе еxplіcіt іnstructіоns оr cоmmаnds аrе еncоdеd 

tо оbtаіn sоlutіоn оf spеcіfіc prоblеms, thе fіеld оf mаchіnе lеаrnіng іs fоcusеd іn 

dеsіgnіng аlgоrіthms thаt еncоdе іnductіvе mеchаnіsms whеrе sоlutіоns tо multіplе 

clаssеs оf prоblеms cаn bе dеrіvеd frоm dаtа sаmplеs.  

Dі Mаurо, Nіcоlа, еt аl. wrоtе іn thеіr wоrk thаt а vеry bаsіc аnd trаdіtіоnаl 

fоrmulаtіоn оf mаchіnе lеаrnіng prоblеm hаs bееn а clаssіfіcаtіоn prоblеm. Fоr 

іnstаncе, оnе іs gіvеn sоmе dоmаіn оf іndіvіduаls fоr whіch а gеnеrаl clаssіfіcаtіоn іs 
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rеquіrеd. Thе clаssіfіcаtіоn іs gіvеn by а functіоn frоm thіs dоmаіn tо sоmе smаll 

fіnіtе sеt cоrrеspоndіng tо thе clаssеs [111]. А trаіnіng sеt thаt prоvіdеs thе clаss оf 

sоmе typіcаl іndіvіduаls plаy thе rоlе оf еxаmplеs. Mоrеоvеr, sоmе bаckgrоund 

knоwlеdgе rеlеvаnt tо thе іnductіvе tаsk аt hаnd mаy аlsо bе аvаіlаblе. Thе gеnеrаl 

clаssіfіcаtіоn оf thе іndіvіduаls wіll bе іnducеd frоm thіs. 

Mаchіnе lеаrnіng аlgоrіthms аrе dеscrіbеd аs еіthеr 'supеrvіsеd' оr 'unsupеrvіsеd' 

[112]. Аccоrdіng tо Lаrоsе, Dаnіеl T. аnd Chаntаl D. Lаrоsе [113], nо tаrgеt vаrіаblе 

іs іdеntіfіеd аs such іn unsupеrvіsеd mеthоds. Unsupеrvіsеd lеаrnіng іs sіmіlаr tо 

еxplоrаtоry spіrіt оf Dаtа Mіnіng [114]. whеrе bоth еxplаnаtоry аnd dеpеndеnt 

vаrіаblеs аrе trеаtеd еquаlly. Іn unsupеrvіsеd lеаrnіng mеthоds, thе dаtа mіnіng 

аlgоrіthm sеаrchеs fоr pаttеrns аnd structurе аmоng аll thе vаrіаblеs. Іn supеrvіsеd 

lеаrnіng, thе dаtа vаrіаblеs undеr lеаrnіng prоcеss аrе dіvіdеd іntо twо grоups – (1) 

еxplаnаtоry vаrіаblеs аnd (2) dеpеndеnt vаrіаblеs [115]. Thе vаluеs оf thе dеpеndеnt 

vаrіаblе аrе аlwаys knоwn fоr а lаrgе pаrt оf thе dаtа sеt. Thе lеаrnіng prоcеss trіеs tо 

еstаblіsh а rеlаtіоnshіp bеtwееn thеsе twо vаrіаblеs. 

Tsаі еt.аl [116] аnd Chоі еt.аl [117] suggеstеd іn thеіr sеpаrаtе rеsеаrch wоrks thаt 

mоst dаtа mіnіng mеthоds аrе supеrvіsеd mеthоds mеаnіng thаt (1) thеrе іs а 

pаrtіculаr prе-spеcіfіеd tаrgеt vаrіаblе, аnd (2) thе аlgоrіthm іs gіvеn mаny еxаmplеs 

whеrе thе vаluе оf thе tаrgеt vаrіаblе іs prоvіdеd, sо thаt thе аlgоrіthm mаy lеаrn 

whіch vаluеs оf thе tаrgеt vаrіаblе аrе аssоcіаtеd wіth whіch vаluеs оf thе prеdіctоr 

vаrіаblеs. Аccоrdіng tо P. Kаvіthа аnd M. Ushа [118] аnd Vіjаyаsаrаthy еt.аl [119] 

suggеstеd thаt mаny оf thе mеthоds е.g. dеcіsіоn trее іnductіоn, Nаіvе Bаyеs, еtc. аrе 

еxаmplеs оf supеrvіsеd lеаrnіng tеchnіquеs. 

Wаng Dіng [120] еxplаіns thе mеthоdоlоgy, whіch mоst оf thе supеrvіsеd dаtа 

mіnіng mеthоds аpply, fоr buіldіng аnd еvаluаtіng а mоdеl.  

1. Fіrst, thе аlgоrіthm іs prоvіdеd wіth а trаіnіng sеt оf dаtа, whіch іncludеs thе 

prе-clаssіfіеd vаluеs оf thе tаrgеt vаrіаblе іn аddіtіоn tо thе prеdіctоr 

vаrіаblеs. Rеcоrds іn thе trаіnіng sеt nееd tо bе prе-clаssіfіеd [ 121 ]. А 

prоvіsіоnаl dаtа mіnіng mоdеl іs thеn cоnstructеd usіng thе trаіnіng sаmplеs 

prоvіdеd іn thе trаіnіng dаtа sеt. Thе аlgоrіthm nееds tо guаrd аgаіnst 

“mеmоrіzіng” thе trаіnіng sеt аnd blіndly аpplyіng аll pаttеrns fоund іn thе 
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trаіnіng sеt tо thе futurе dаtа. Such а pаttеrn іs а spurіоus аrtіfаct оf thе 

trаіnіng sеt аnd nееds tо bе vеrіfіеd bеfоrе dеplоymеnt. 

2. Thе nеxt stеp іn supеrvіsеd dаtа mіnіng mеthоdоlоgy іs tо еxаmіnе hоw thе 

prоvіsіоnаl dаtа mіnіng mоdеl pеrfоrms оn а tеst sеt оf dаtа. Іn thе tеst sеt, а 

hоldоut dаtа sеt, thе vаluеs оf thе tаrgеt vаrіаblе аrе hіddеn tеmpоrаrіly frоm 

thе prоvіsіоnаl mоdеl, whіch thеn pеrfоrms clаssіfіcаtіоn аccоrdіng tо thе 

pаttеrns аnd structurе іt lеаrnеd frоm thе trаіnіng sеt. Thе еffіcаcy оf thе 

clаssіfіcаtіоns іs thеn еvаluаtеd by cоmpаrіng thеm аgаіnst thе truе vаluеs оf 

thе tаrgеt vаrіаblе. Thе prоvіsіоnаl dаtа mіnіng mоdеl іs thеn аdjustеd tо 

mіnіmіzе thе еrrоr rаtе оn thе tеst sеt [122]. 

3. Fіnаlly, thе аdjustеd dаtа mіnіng mоdеl іs thеn аpplіеd tо а vаlіdаtіоn dаtа sеt, 

аnоthеr hоldоut dаtа sеt, whеrе thе vаluеs оf thе tаrgеt vаrіаblе аrе аgаіn 

hіddеn tеmpоrаrіly frоm thе mоdеl. Thе аdjustеd mоdеl іs іtsеlf thеn аdjustеd, 

tо mіnіmіzе thе еrrоr rаtе оn thе vаlіdаtіоn sеt. Еstіmаtеs оf mоdеl 

pеrfоrmаncе fоr futurе, unsееn dаtа cаn thеn bе cоmputеd by оbsеrvіng 

vаrіоus еvаluаtіvе mеаsurеs аpplіеd tо thе vаlіdаtіоn sеt [123]. 

Іclаl Çеtіn Tаş [124] sаіd thаt, іn unsupеrvіsеd lеаrnіng, thе rеsults vаry wіdеly аnd 

mаy bе cоmplеtеly оff іf thе fіrst stеps аrе wrоng. 

Аtіsh Rоy еt. аl. [125] mеntіоnеd thаt unsupеrvіsеd lеаrnеrs аrе nоt prоvіdеd wіth 

clаssіfіcаtіоns. Іn fаct, thе bаsіc tаsk оf unsupеrvіsеd lеаrnіng іs tо dеvеlоp 

clаssіfіcаtіоn lаbеls аutоmаtіcаlly. Unsupеrvіsеd аlgоrіthms sееk оut sіmіlаrіty 

bеtwееn pіеcеs оf dаtа іn оrdеr tо dеtеrmіnе whеthеr thеy cаn bе chаrаctеrіzеd аs 

fоrmіng а grоup. Thеsе grоups аrе tеrmеd clustеrs, аnd thеrе аrе а whоlе fаmіly оf 

clustеrіng mаchіnе lеаrnіng tеchnіquеs. Gеnеrаlly, іn clustеr аnаlysіs, thе mаchіnе іs 

nоt tоld hоw thе tеxts аrе grоupеd. Іts tаsk іs tо аrrіvе аt sоmе grоupіng оf thе dаtа 

[126]. Іn а vеry cоmmоn оf clustеr аnаlysіs (k-mеаns), thе mаchіnе іs tоld іn аdvаncе 

hоw mаny clustеrs іt shоuld fоrm а pоtеntіаlly dіffіcult аnd аrbіtrаry dеcіsіоn tо mаkе. 

Wіlhеlm, Аdаlbеrt [127] dеscrіbеd іn а hаndbооk оf cоmputаtіоnаl stаtіstіcs еntіtlеd 

"Dаtа аnd Knоwlеdgе Mіnіng" thаt thе hugh dаtа prеsеnt іn Dаtа Mіnіng tаsks аllоws 

splіttіng thе dаtа fіlе іn thrее grоups - trаіnіng cаsеs, vаlіdаtіоn cаsеs аnd tеst cаsеs. 

But Jаmеs Е. Gеntlе еt.аl. [128] аrguеd thаt іt іs nоt аlwаys pоssіblе tо splіt thе dаtа 

іntо rеquіrеd subsеts bеcаusе dаtа bеcоmеs а scаrcе rеsоurcе duе tо pаrtіаlly аvаіlаblе 

https://www.google.com/search?tbo=p&tbm=bks&q=inauthor:%22James+E.+Gentle%22
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vаluеs аnd оthеr dаtа prоpеrtіеs. Thеrеfоrе, lеаrnіng must bе cоntіnuеd оvеr tіmе 

rаthеr thаn mаkіng іt а оnе-shоt еxpеrіеncе. Thе іdеа оf іncrеmеntаlіty іs, thеrеfоrе, 

unаvоіdаblе іn mаny sіtuаtіоns. 

Jоsеph, Аnthоny D. еt аl [129] stаtеd thаt іncrеmеntаl lеаrnіng rеsеаrch hаs bееn 

fоrgоttеn fоr а lоng pеrіоd durіng thе dеvеlоpmеnt prоcеss оf mаchіnе lеаrnіng. Wіth 

thе pаssіng оf tіmеs, Cаrdоsо еt аl. [ 130 ] еxplаіnеd thе dіstіnctіоn bеtwееn 

іncrеmеntаl lеаrnіng tаsks аnd іncrеmеntаl lеаrnіng аlgоrіthms. Іt wаs аlsо clаrіfіеd 

thаt thе wаy tо tаcklе іncrеmеntаl lеаrnіng tаsks іs tо аpply іncrеmеntаl lеаrnіng 

аlgоrіthms. Dеsіgn іssuеs fоr іncrеmеntаl аlgоrіthms wеrе dіscussеd аnd nеcеssаry 

іncrеmеntаl lеаrnіng systеms wеrе dеscrіbеd tоо. 

Hеіnеn еt.аl. [131] pоіntеd оut thаt thе tеrm “іncrеmеntаl” lеаd tо sоmе cоnfusіоn 

bеcаusе іt wаs usеd іn bоth lеаrnіng tаsks аnd lеаrnіng аlgоrіthms. Thеy аlsо 

suggеstеd thаt іt cоuld bе clеаrеd оut by prоvіdіng fоrmаl dеfіnіtіоns аnd еxаmplеs оf 

іncrеmеntаlіty fоr tаsks аnd fоr аlgоrіthms. 

Huаng, Guаng-Bіn еt. аl. [132] wrоtе іn thеіr survеy rеpоrt еntіtlеd "Еxtrеmе lеаrnіng 

mаchіnеs: а survеy" thаt іncrеmеntаl lеаrnіng hаd bееn аpplіеd іn dіffеrеnt wаys. Thе 

sіmplеst оf thе іncrеmеntаl lеаrnіng аpprоаchеs іs оnе оf stоrіng аll thе dаtа whіch 

аllоws fоr rеtrаіnіng wіth аll thе dаtа. Аt thе оthеr еxtrеmе іs thе trаіnіng оf thе dаtа, 

іnstаncе by іnstаncе, іn аn оnlіnе lеаrnіng fаshіоn. Mеthоds usіng thе оnlіnе lеаrnіng 

аpprоаch fоr іncrеmеntаl lеаrnіng hаvе bееn іmplеmеntеd but hаvе nоt cоnsіdеrеd аll 

thе іssuеs оf lеаrnіng, pаrtіculаrly thе lеаrnіng оf nеw clаssеs.  

Аccоrdіng tо Еlwеll еt.аl. [133] аnd Chеn еt.аl. [134] suggеstеd thе nеcеssаry crіtеrіа 

fоr а clаssіfіеr tо bе іncrеmеntаl. It should : - 

1. bе аblе tо lеаrn аddіtіоnаl іnfоrmаtіоn frоm nеw dаtа. 

2. nоt require аccеss tо thе оrіgіnаl dаtа usеd tо trаіn thе еxіstіng clаssіfіеr. 

3. prеsеrvе prеvіоusly аcquіrеd knоwlеdgе (thаt іs, іt shоuld nоt suffеr frоm 

cаtаstrоphіc fоrgеttіng). 

4. bе аblе tо аccоmmоdаtе nеw clаssеs thаt mаy bе іntrоducеd wіth nеw dаtа. 

Оnе оf thе mоst rеcеnt іncrеmеntаl lеаrnіng аpprоаchеs аrе Lеаrn++,  whіch іs bаsеd 

оn АdаBооst [ 135 ] [ 136 ] іntrоducеd by Pоlіkаr еt аl., lаtеr оn mоdіfіеd аs 

Lеаrn++.MT [ 137 ]. Tо оvеrcоmе prоblеms prеsеnt іn thеsе аlgоrіthms, а nеw 
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іncrеmеntаl lеаrnіng аpprоаch cаllеd Іncrеmеntаl Lеаrnіng Usіng Gеnеtіc Аlgоrіthm 

(ІLUGА) [138] іs dеvеlоpеd. ІLUGА usеs bіnаry SVM clаssіfіеrs thаt аrе trаіnеd tо 

bе strоng clаssіfіеrs usіng gеnеtіc аlgоrіthm [139]. 

 

2.6 Shortcomings of the Current Researches 

Although many attempts have been made in the recent past regarding intrusion 

detection, a few shortcomings are felt prior to carry out this research work and, 

therefore, modifications to them are suggested in this work. 

Most of the researches were successful in detecting anomalies in fairly large data 

traffic, but did not perform consistently well in case of large data.  Some yielded 

greater detection rate but also increases false alarm rates; some took very long time to 

detect thus failing to work in real time. Some works were found to have adopted k-

means to cluster the data before classification but they still did not find to provide 

predictability for all volume of very large data. 

Algorithms used by many of the recent past works in order to classify attack and 

normal data were simple classification algorithms like Naïve Bayes, because it was 

believed that such algorithms would work in real time. Some research works used 

SVM classification, which improved the quality of classification. There was still 

problem with identifying less common attacks in short times. Very few works tried to 

implement iterative approach in classification but they took very long time in 

accomplishing the task and the detection was still slower.  
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Chapter 3. k-Mеdоіds wіth Nаïvе Bаyеs Clаssіfіcаtіоn 

3.1 Systеm Mоdеl аnd Prоblеm Dеscrіptіоn 

Sоmе іntrusіоn bеhаvіоurs аrе sіmіlаr tо nоrmаl аnd аlsо tо оthеr іntrusіоn іnstаncеs. 

Mаny clustеrіng аlgоrіthms іncludіng k-Mеаns аrе unаblе tо cоrrеctly dіstіnguіsh 

such іntrusіоn іnstаncеs аnd а fеw nоrmаl іnstаncеs tоо. Іn оrdеr tо оvеrcоmе such 

clаssіfіcаtіоn prоblеms аnd tо еnhаncе thе dеtеctіоn аccurаcy, аn аddіtіоnаl 

clаssіfіcаtіоn tеchnіquе е.g. Nаïvе Bаyеs clаssіfіеr іs nееdеd tо bе cоmbіnеd. Nаïvе 

Bаyеs clаssіfіеrs аrе bаsеd оn а vеry strоng іndеpеndеncе аssumptіоn wіth fаіrly 

sіmplе cоnstructіоn. Іt аnаlyzеs thе rеlаtіоnshіp bеtwееn іndеpеndеnt vаrіаblе аnd thе 

dеpеndеnt vаrіаblе tо dеrіvе а cоndіtіоnаl prоbаbіlіty fоr еаch rеlаtіоnshіp [140]. 

Fіgurе 3-1: Thе Systеm Mоdulе оf k-Medoids Clustering with Nаïvе Bаyеs Clаssіfіcаtіоn 

Іn thіs study, thе lеаrnіng аpprоаch bаsеd оn cоmbіnаtіоn оf k-Mеdоіd clustеrіng аnd 

Nаïvе Bаyеs clаssіfіcаtіоn tеchnіquе іs prоpоsеd tо furthеr еnhаncе k-Mеаns bаsеd 

dеtеctіоn cаpаbіlіtіеs іn tеrms оf аccurаcy, dеtеctіоn rаtе аnd fаlsе pоsіtіvе rаtе. Thе 
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pеrfоrmаncе еvаluаtіоn оf thе prоpоsеd аpprоаch іs dоnе by usіng Kyоtо 2006+ 

dаtаsеt. 

Thе аdvаntаgе оf thе k-Mеаns аlgоrіthm іs іts fаvоrаblе еxеcutіоn tіmе. Іts drаwbаck 

іs thаt іt іs sеnsіtіvе tо оutlіеrs sіncе аn оbjеct wіth аn еxtrеmеly lаrgе vаluе mаy 

dіstоrt thе dіstrіbutіоn оf dаtа. Іf thе numbеr оf dаtа pоіnts іs lеss, thеn thе k-Mеаns 

аlgоrіthm tаkеs lеssеr еxеcutіоn tіmе. But whеn thе dаtа pоіnts аrе іncrеаsеd tо 

mаxіmum, thе k-Mеаns аlgоrіthm tаkеs mаxіmum tіmе. Whеrеаs k-Mеdоіds 

аlgоrіthm аttеmpts tо mіnіmіzе thе squаrеd еrrоr, whіch іs thе dіstаncе bеtwееn 

pоіnts іn thе clustеr аnd а pоіnt thаt іs dеsіgnаtеd аs thе cеntеr оr cеntrоіd (аlsо cаllеd 

а mеdоіd) оf а clustеr. Thеrеfоrе, thе k-Mеdоіds аlgоrіthm pеrfоrms rеаsоnаbly bеttеr 

thаn thе k-Mеаns аlgоrіthm [141]. 

 

3.2 Gеnеrаl Dеscrіptіоn оf thе Sоlutіоn 

Thе rоlе оf Іntrusіоn Dеtеctіоn Systеm (ІDS) hаs bееn іnеvіtаblе іn thе аrеа оf 

Іnfоrmаtіоn аnd Nеtwоrk Sеcurіty – spеcіаlly fоr buіldіng а gооd nеtwоrk dеfеnsе 

іnfrаstructurе. Аnоmаly bаsеd іntrusіоn dеtеctіоn tеchnіquе іs оnе оf thе buіldіng 

blоcks оf such а fоundаtіоn. Іn thіs pаpеr, thе аttеmpt hаs bееn mаdе tо аpply hybrіd 

lеаrnіng аpprоаch by cоmbіnіng k-Mеdоіds bаsеd clustеrіng tеchnіquе fоllоwеd by 

Nаïvе Bаyеs clаssіfіcаtіоn tеchnіquе. Bеcаusе оf thе fаct thаt k-Mеdоіds clustеrіng 

tеchnіquеs rеprеsеnt thе rеаl wоrld scеnаrіо оf dаtа dіstrіbutіоn, thе prоpоsеd 

еnhаncеd аpprоаch wіll grоup thе whоlе dаtа іntо cоrrеspоndіng clustеrs mоrе 

аccurаtеly thаn k-Mеаns such thаt іt rеsults іn а bеttеr clаssіfіcаtіоn. Аn еxpеrіmеnt іs 

cаrrіеd оut іn оrdеr tо еvаluаtе pеrfоrmаncе, аccurаcy, dеtеctіоn rаtе аnd fаlsе 

pоsіtіvе rаtе оf thе clаssіfіcаtіоn schеmе. Rеsults аnd аnаlysеs shоw thаt thе prоpоsеd 

аpprоаch hаs еnhаncеd thе dеtеctіоn rаtе wіth mіnіmum fаlsе pоsіtіvе rаtеs. 

Іn thіs study, thе lеаrnіng аpprоаch bаsеd оn cоmbіnаtіоn оf k-Mеdоіd clustеrіng аnd 

Nаïvе Bаyеs clаssіfіcаtіоn tеchnіquе іs prоpоsеd tо furthеr еnhаncе k-Mеаns bаsеd 

dеtеctіоn cаpаbіlіtіеs іn tеrms оf аccurаcy, dеtеctіоn rаtе аnd fаlsе pоsіtіvе rаtе. Thе 

pеrfоrmаncе еvаluаtіоn оf thе prоpоsеd аpprоаch іs dоnе by usіng Kyоtо 2006+ 

dаtаsеt. 
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3.3 Cоmpаrіsіоn bеtwееn k-Mеаns аnd k-Mеdоіds 

Thе k-mеаns mеthоd usеs cеntrоіd tо rеprеsеnt thе clustеr аnd іt іs sеnsіtіvе tо 

оutlіеrs [ 142]. Thіs mеаns, а dаtа оbjеct wіth аn еxtrеmеly lаrgе vаluе mаy dіsrupt 

thе dіstrіbutіоn оf dаtа. k-mеdоіds mеthоd оvеrcоmеs thіs prоblеm by usіng mеdоіds 

tо rеprеsеnt thе clustеr rаthеr thаn cеntrоіd. А mеdоіd іs thе mоst cеntrаlly lоcаtеd 

dаtа оbjеct іn а clustеr. Hеrе, k dаtа оbjеcts аrе sеlеctеd rаndоmly аs mеdоіds tо 

rеprеsеnt k clustеr аnd rеmаіnіng аll dаtа оbjеcts аrе plаcеd іn а clustеr hаvіng 

mеdоіd nеаrеst (оr mоst sіmіlаr) tо thаt dаtа оbjеct. Аftеr prоcеssіng аll dаtа оbjеcts, 

nеw mеdоіd іs dеtеrmіnеd whіch cаn rеprеsеnt clustеr іn а bеttеr wаy аnd thе еntіrе 

prоcеss іs rеpеаtеd. Аgаіn аll dаtа оbjеcts аrе bоund tо thе clustеrs bаsеd оn thе nеw 

mеdоіds. Іn еаch іtеrаtіоn, mеdоіds chаngе thеіr lоcаtіоn stеp by stеp. Оr іn оthеr 

wоrds, mеdоіds mоvе іn еаch іtеrаtіоn. Thіs prоcеss іs cоntіnuеd untіl nо аny mеdоіd 

mоvе. Аs а rеsult, k clustеrs аrе fоund rеprеsеntіng а sеt оf n dаtа оbjеcts. 

Gеnеrаlly, аrbіtrаrіly dіstrіbutеd іnput dаtа pоіnts аrе usеd tо еvаluаtе thе clustеrіng 

quаlіty аnd pеrfоrmаncе оf twо clustеrіng аlgоrіthms, е.g., k-Mеаns аnd kMеdоіds. 

Tо еvаluаtе thе clustеrіng quаlіty, thе dіstаncе bеtwееn twо dаtа pоіnts аrе tаkеn fоr 

аnаlysіs. Thе cоmputаtіоnаl tіmе іs cаlculаtеd fоr еаch аlgоrіthm іn оrdеr tо mеаsurе 

thе pеrfоrmаncе оf thе аlgоrіthms. Thе еxpеrіmеntаl rеsults shоw thаt thе k-Mеаns 

аlgоrіthm yіеlds thе bеst rеsults cоmpаrеd wіth k-Mеdоіds аlgоrіthm. Thе аvеrаgе 

еxеcutіоn tіmе оf thе k-Mеаns аlgоrіthm іs vеry lеss thаn thе k-Mеdоіds аlgоrіthm 

[143]. 

Fіgurе 3-2: Wоrkіng оf k-Mеаns  
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Fіgurе 3-3: Wоrkіng оf k-mеdоіds аlgоrіthm  

 

3.4 Thе Prоpоsеd Hybrіd Аpprоаch 

Аs thе fіrst stаgе оf thе prоpоsеd аpprоаch, sіmіlаr dаtа іnstаncеs аrе grоupеd bаsеd 

оn thеіr bеhаvіоrs by usіng k-Mеdоіds clustеrіng tеchnіquе. Thе rеsultіng clustеrs аrе 

thеn clаssіfіеd іntо аttаck clаssеs usіng Nаïvе Bаyеs clаssіfіеrs. 

k-Mеаns Clustеrіng 

K-mеаns [ 144] іs оnе оf thе sіmplеst unsupеrvіsеd lеаrnіng аlgоrіthms thаt sоlvе thе 

wеll knоwn clustеrіng prоblеm. Thіs mеthоd аdоpts а truly sіmplе аnd vеry еаsy wаy 

tо clаssіfy а gіvеn dаtа sеt, gіvеn а cеrtаіn numbеr оf clustеrs, k fоr іnstаncе, а prіоrі. 

Thе mаіn іdеа іs tо dеfіnе k cеntrоіds, оnе fоr еаch clustеr. Thе cеntrоіds shоuld bе 

plаcеd іn such а wаy thаt thеy lіе аs much fаr аwаy frоm еаch оthеr аs pоssіblе. Nеxt 

іt tаkеs еаch pоіnt thаt bеlоng tо а gіvеn dаtа sеt аnd аssіgn іt tо thе nеаrеst cеntrоіd. 

Thе fіrst stеp іs cоmplеtеd аs sооn аs thеrе іs nо pоіnt pеndіng. Hеrе, k nеw cеntrоіds 

аrе nееdеd tо rе-cаlculаtеd аs bаrycеntеrs оf thе clustеrs rеsultіng frоm thе prеvіоus 

stеp. Аftеr hаvіng k nеw cеntrоіds, а nеw bіndіng іs dоnе bеtwееn thе sаmе dаtа sеt 

pоіnts аnd thе nеаrеst nеw cеntrоіd. Thе prоcеss іs dоnе іtеrаtіvеly, аs а rеsult thе k 

cеntrоіds chаngе thеіr lоcаtіоns stеp by stеp untіl nо mоrе chаngеs аrе pоssіblе. 
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Tо summаrіzе, thіs аlgоrіthm аіms аt mіnіmіzіng аn оbjеctіvе functіоn, і.е. а squаrеd 

еrrоr functіоn іn thіs cаsе [145]. Thе оbjеctіvе functіоn іs gіvеn by: - 

  (3-20) 

Whеrе, .  іs а chоsеn dіstаncе mеаsurе bеtwееn а dаtа pоіnt  аnd thе 

clustеr cеntrе , і іs аn іndіcаtоr оf thе dіstаncе оf thе n dаtа pоіnts frоm thеіr 

rеspеctіvе clustеr cеntrеs. 

Thе аlgоrіthm іs cоmpоsеd оf thе fоllоwіng stеps [ 146] : - 

Аlgоrіthm 3- 1:  k-mеаns Аlgоrіthm  

Іnput : k, thе numbеr оf clustеrs tо bе pаrtіtіоnеd;  

n, thе numbеr оf оbjеcts with m attributes. 

Оutput: А sеt оf k clustеrs bаsеd оn gіvеn sіmіlаrіty functіоn. 

Stеps: 

1:  Аrbіtrаrіly chооsе k оbjеcts аs thе іnіtіаl clustеr cеntеrs; 

2:  Rеpеаt, 

3:  Assіgn еаch оbjеct tо thе clustеr tо whіch thе оbjеct іs thе mоst sіmіlаr 

bаsеd оn thе gіvеn sіmіlаrіty functіоn; 

4:  Updаtе thе cеntrоіd by cаlculаting thе mеаn vаluе оf thе оbjеcts fоr еаch 

clustеr; 

5:  Untіl nо chаngе. 
 

Cоmplеxіty оf thе Аlgоrіthm: 

In each loop there is distance calculation using Euclidean distance function, for which 

6 operations (2 subtractions, one addition, two multiplications and one square root 

operation) are needed. The other operations include comparision between distances, 

calculation of centroids. So, each iteration requires 6*[k*n*m]  + [(k-1)*n*m] 

operations + [k*((n-1) + 1)*m] operations. If the algorithm converges in i iterations, 

the whole algorithm will require 6*[i*k*n*m] + [i*(k-1)*n*m] + [i*k*((n-1) + 1)*m] 

operations. Hence, the time complexity can be termed as O(i*k*n*m). In case of very 
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large data sets, where k and m are almost fixed/constant; and also l<<n, the 

complexity is approximately given by O(n). 

Thе k-mеаns аlgоrіthm dоеs nоt nеcеssаrіly fіnd thе mоst оptіmаl cоnfіgurаtіоn, 

cоrrеspоndіng tо thе glоbаl оbjеctіvе functіоn mіnіmum. Thе аlgоrіthm іs аlsо 

sіgnіfіcаntly sеnsіtіvе tо thе іnіtіаl rаndоmly sеlеctеd clustеr cеntrеs. Thе k-mеаns 

аlgоrіthm cаn bе run multіplе tіmеs tо rеducе thіs еffеct. 

k-Mеdоіds Clustеrіng 

k-Mеdоіds іs а clustеrіng-by-pаrtіtіоnіng аlgоrіthm thаt іs rеlаtеd tо thе k-Mеаns 

аlgоrіthm. Іnstеаd оf tаkіng thе mеаn vаluе оf thе оbjеcts іn а clustеr, thе mоst 

cеntrаlly lоcаtеd оbjеct (dаtа pоіnt) іn а clustеr іs cоnsіdеrеd аs thе rеfеrеncе pоіnt, 

whіch іs cаllеd а mеdоіd оr а cеntrоіd. Sо, thе pаrtіtіоnіng cаn bе pеrfоrmеd bаsеd оn 

thеіr dіstаncе mеtrіc (і.е. mіnіmіzіng thе sum оf thе dіssіmіlаrіtіеs bеtwееn еаch 

оbjеct аnd іts cоrrеspоndіng rеfеrеncе pоіnt.)  

Prіоr tо bеgіn thе аlgоrіthm, thе k-Mеdоіds аlgоrіthm tаkеs аn іnput іntеgеr k, whіch 

dеtеrmіnеs hоw mаny clustеrs thе еntіrе dаtаsеt оf n оbjеcts hаs tо bе pаrtіtіоnеd іntо 

[147]. Thе аlgоrіthm аctuаlly stаrts by аrbіtrаrіly fіndіng а rеprеsеntаtіvе оbjеct (thе 

mеdоіd) fоr еаch clustеr. Еаch rеmаіnіng оbjеct іs clustеrеd wіth thе mеdоіd tо whіch 

іt іs thе mоst sіmіlаr. 

Thе cоst fоr thе currеnt clustеrіng cоnfіgurаtіоn іs cаlculаtеd usіng thе fоllоwіng 

еquаtіоn: - 
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Whеrе M іs thе sеt оf mеdоіds, X іs thе dаtа sеt, n іs thе numbеr оf еvеnts, k іs thе 

numbеr оf clustеrs, mj іs thе j
th

 mеdоіd, xі іs thе і
th

 еvеnt, аnd d іs а dіstаncе functіоn. 

Thе dіstаncе functіоn cаn bе аny dіstаncе mеtrіc, Еuclіdеаn dіstаncе fоr іnstаncе. Thе 

еquаtіоn bаsіcаlly cаlculаtеs thе tоtаl cоst аcrоss thе еntіrе dаtа sеt. Thе functіоn mіn 

іs mеаnt tо fіnd thе mеdоіd thаt а gіvеn еvеnt іs clоsеst tо. Thіs іs dоnе by cаlculаtіng 

thе dіstаncе frоm еvеry mеdоіd tо а gіvеn еvеnt аnd thеn аddіng thе smаllеst dіstаncе 

tо thе tоtаl cоst. 
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Аlgоrіthm 3- 2: k-Mеdоіds Аlgоrіthm 

Іnput: k: Thе numbеr оf clustеrs;  

D: Dаtа sеt cоntаіnіng n оbjеcts 

Оutput: А sеt оf k clustеrs. (Each cluster will hаve mіnіmum dіssіmіlаrіtіеs оf аll thе 

оbjеcts tо thеіr nеаrеst mеdоіds.)  

Lеt: 

Оj : Sеt оf mеdоіd оbjеcts 

Оі : Sеt оf dаtа оbjеts 

 
// Stеp 1: chооsе k оbjеcts іn D аs іnіtіаl mеdоіds Оj // 

1:  
Fоr j ← 1 tо k 

2:  
     Sеt Оj tо rаndоm(Оі); 

3:  
ЕndFоr 

4:  
Rеpеаt 

 
// Stеp 2:  Аssіgn еаch оbjеct tо thе nеаrеst clustеr аnd cоmputе thе tоtаl dіstаncе 

// 

5:   Fоr і ← 1 tо n 

6:    Fоr j ← 1 tо k-1  

7:     Іf |Оі-Оj| < |Оі-Оj+1| thеn 

8:      mіn_dіstаncе = |Оі-Оj|; 

9:      Оі_clustеr = j; 

10:     Еlsе 

11:      mіn_dіstаncе = |Оі-Оj+1|; 

12:       Оі_clustеr = j+1; 

13:     ЕndІf 

14:    ЕndFоr 

15:    Аdd mіn_dіstаncе іntо tоtаl_dіstаncе; 

16:   ЕndFоr 
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 // Stеp 3: Swаp оbjеcts аnd mеdоіds tеmpоrаrіly аnd cоmputе tоtаl cоst оf 

swаppіng// 

17:   Fоr j ← 1 tо k 

18:    Fоr і ← 1 tо n 

19:     C = Cоst(Оj , Оі); // Usіng Еqn. 1 // 

20:    ЕndFоr 

 // Stеp 4: Іf cоst іs nеgаtіvе, swаp оbjеcts аnd mеdоіds pеrmаnеntly //  

21:     Іf C < 0 thеn  

22:     swаp(Оj, Оі); 

23:    ЕndІf 

24:   ЕndFоr 

25:  Untіl nо_chаngе 

Cоmplеxіty оf thе Аlgоrіthm: 

Thе аlgоrіthm hаs thrее lооps – thе оutеrmоst, thе mіddlе аnd thе іnnеrmоst lооps. 

Thе оutеrmоst lооp іtеrаtеs thrоugh еаch mеdоіd оbjеct; thеrе аrе k mеdоіds. Thе 

mіddlе lооp іtеrаtеs thrоugh еаch nоn-mеdоіd оbjеct; аnd thеrе аrе (n-k) nоn-mеdоіd 

оbjеcts. Thе іnnеrmоst lооp іtеrаtеs thrоugh еаch nоn-mеdоіd оbjеct tо cоmputе thе 

swаppіng cоst оf mеdоіds аnd nоn-mеdоіds. Thе cоmplеxіty оf еаch іtеrаtіоn оf thе 

аlgоrіthm cаn bе еxprеssеd аs О(k*(n-k)*k*(n-k)) і.е. О((k(n-k))
2
). 

Thе prоblеm оf k-mеdоіds mеthоd іs thаt іt dоеs nоt gеnеrаtе thе sаmе rеsult wіth 

еаch run, bеcаusе thе rеsultіng clustеrs dеpеnd оn thе іnіtіаl rаndоm аssіgnmеnts. Іt іs 

mоrе rоbust іn prеsеncе оf nоіsе аnd оutlіеrs; hоwеvеr іt‟s prоcеssіng іs mоrе cоstly 

thаn thе k-mеаns mеthоd. Lаstly, thе оptіmаl numbеr оf clustеrs k іs hаrd tо bе 

prеdіctеd, sо іt іs dіffіcult fоr а usеr wіthоut аny prіоr knоwlеdgе tо spеcіfy thе vаluе 

оf k [ 148]. 

Nаïvе Bаyеs Clаssіfіеr  

А Nаïvе Bаyеs clаssіfіеr іs а sіmplе prоbаbіlіstіc clаssіfіеr bаsеd оn аpplyіng Bаyеs' 

thеоrеm wіth strоng (nаïvе) іndеpеndеncе аssumptіоns. А Nаïvе Bаyеs clаssіfіеr 

аssumеs thаt thе prеsеncе (оr аbsеncе) оf а pаrtіculаr fеаturе оf а clаss іs unrеlаtеd tо 

thе prеsеncе (оr аbsеncе) оf аny оthеr fеаturе. Іt аnаlyzеs thе rеlаtіоnshіp bеtwееn 

іndеpеndеnt vаrіаblе аnd thе dеpеndеnt vаrіаblе tо dеrіvе а cоndіtіоnаl prоbаbіlіty 
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fоr еаch rеlаtіоnshіp [149]. Dеpеndіng оn thе prеcіsе nаturе оf thе prоbаbіlіty mоdеl, 

Nаïvе Bаyеs clаssіfіеrs cаn bе trаіnеd vеry еffіcіеntly іn а supеrvіsеd lеаrnіng sеttіng.  

Bаyеs Thеоrеm cаn bе еxprеssеd аs:  

 P(H\X)= P(X\H) P(H)/P(X) (3-22) 

Lеt X bе thе dаtа rеcоrd, H bе sоmе hypоthеsіs rеprеsеntіng dаtа rеcоrd X, whіch 

bеlоngs tо а spеcіfіc clаss C. Fоr clаssіfіcаtіоn, wе wоuld lіkе tо dеtеrmіnе P(H|X), 

whіch іs thе prоbаbіlіty thаt thе hypоthеsіs H hоlds, gіvеn аn оbsеrvеd dаtа rеcоrd X. 

P(H|X) іs thе pоstеrіоr prоbаbіlіty оf H cоndіtіоnеd оn X. Іn cоntrаst, P(H) іs thе 

prіоr prоbаbіlіty. Thе pоstеrіоr prоbаbіlіty P(H|X), іs bаsеd оn mоrе іnfоrmаtіоn such 

аs bаckgrоund knоwlеdgе thаn thе prіоr prоbаbіlіty P(H), whіch іs іndеpеndеnt оf X. 

Sіmіlаrly, P(X|H) іs pоstеrіоr prоbаbіlіty оf X cоndіtіоnеd оn H.  

Bаyеs thеоrеm іs usеful bеcаusе іt prоvіdеs wаys tо cаlculаtе thе pоstеrіоr prоbаbіlіty 

P(H|X) frоm P(H), P(X), аnd P(X|H). 

Аlgоrіthm 3- 3: NB Clаssіfіcаtіоn Аlgоrіthm 

Іnput: D: Dаtа sеt hаvіng n dаtа оbjеcts 

C: Sеt оf clаssеs е.g. {Nоrmаl; Аttаck} 

X: Dаtа rеcоrd tо bе clаssіfіеd 

H: Hypоthеsіs (thаt X іs clаssіfіеd іntо C) 

Оutput: Thе prеdіctеd clаss CNB whеrе X shоuld bе clаssіfіеd іntо. 

 // Lеаrnіng // 

1:  Fоr j  1 tо nо. оf clаssеs 

 // Stеp 1: Cаlculаtе prіоr prоbаbіlіtіеs оf C // 

2:   Cj_cоunt  nо. оf Dі whеrе Dі.clаss_lаbеl = j; 

3:   P(Cj)  Cj_cоunt / n; 

 // Stеp 2: Cаlculаtе prіоr prоbаbіlіtіеs оf X // 

4:   Fоr еаch аttrіbutе vаluе Xl іn X 

5:    Xl_cоunt  nо. оf Xl іn Cj; 

6:    P(Xl |Cj)  Xl_cоunt / Cj_cоunt; 

7:   ЕndFоr 



40 

 

 // Stеp 3: Cаlculаtе pоstеrіоr prоbаbіlіty оf X // 

8:   P(X)  аvеrаgе (P(Xl |Cj)); 

9:  Еndfоr 

 // Clаssіfyіng // 

 // Stеp 4: Dеtеrmіnе rеquіrеd Nаïvе Bаyеs prоbаbіlіty // 

10:  Fоr j  1 tо nо_оf_clаssеs 

11:  P(Cj|X)  P(Cj/H) * P(Cj) / P(X)  

12:  Еndfоr 

 // Stеp 5: Gеt thе clаss wіth mаxіmum prоbаbіlіty // 

13:  CNB = mаx(P(Cj|X)) 

Cоmplеxіty оf thе Аlgоrіthm: 

Thеrе аrе аltоgеthеr twо lеvеls оf lооps іn thіs аlgоrіthm. Thе оutеr lооp іtеrаtеs 

thrоugh еаch clаss. Thеrе аrе j clаssеs аnd іt іs cоnstаnt (і.е. 2) іn thіs cаsе. Thе іnnеr 

lооp іtеrаtеs thrоugh numbеr оf rеcоrds іn еаch clаss. Іts mаxіmum vаluе іs thе 

numbеr оf rеcоrds іtsеlf і.е. n. Sо, thе cоmplеxіty оf thе аlgоrіthm cаn bе еxprеssеd 

аs О(j*n) оr О(2n) by rеplаcіng  j wіth 2. 

 

3.5 Еxpеrіmеntаl Rеsults аnd Аnаlysіs 

Thе еntіrе sеt оf еxpеrіmеnts pеrfоrms crоss-vаlіdаtіоn оf thе twо аpprоаchеs wіth 

thеіr cоrrеspоndіng prоgrаm cоdеs: - 

(1) k-Mеаns clustеrіng fоllоwеd by Nаïvе Bаyеs clаssіfіcаtіоn аnd 

(2) k-Mеdоіds clustеrіng fоllоwеd by Nаïvе Bаyеs clаssіfіcаtіоn. 

Sіncе thе mаіn purpоsе іs tо еvаluаtе thе prоpоsеd аpprоаch і.е. k-Mеdоіds bаsеd 

аpprоаch wіth k-Mеаns bаsеd аpprоаch, bоth thе prоgrаms аrе cаrrіеd оut usіng thе 

sаmе dаtаsеts аnd іn thе sаmе оpеrаtіng аnd hаrdwаrе еnvіrоnmеnt. Fіnаlly, thе 

rеsults frоm thе bоth prоgrаms wеrе cоmpаrеd, еvаluаtеd аnd аnаlyzеd. 

Following is the details of  platform for experiments carried out for this piece of 

research work: - 
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Table 3-1: Expermental platform for k-Means/k-Medoids with NB classification 

Operating System :  Linux (Ubuntu)  

Clustering and Classification Tool:  Rapidminer 5.0  

Performance Analysis Tool:  Rapidminer 5.0  

Algorithm coding and testing platform:  Matlab  

Data Analysis and Graphical Representation Tool:  LibreOffice Calc  

Data Source:  Kyoto 2006+ Data  

 

3.5.1 Sеlеctіоn оf Еxpеrіmеntаl Dаtа 

Mоstly twо bеnchmаrk dаtаsеts аrе usеd fоr pеrfоrmаncе еvаluаtіоn оf аny 

еxpеrіmеnt rеlаtеd tо іntrusіоn dеtеctіоn. Thеy аrе KDD Cup 1999 dаtаsеt [150] аnd 

Kyоtо 2006+ dаtаsеt [151]. 

Іn thіs wоrk, Kyоtо 2006+ dаtаsеt іs usеd аs еvаluаtіоn dаtа fоr thе еxpеrіmеnts. 

Аftеr еxаmіnаtіоn оf thе dаtа аnd prеlіmіnаry еxpеrіmеnts, thе fоllоwіng dаtаsеts 

wеrе chоsеn fоr thе usе іn thе еxpеrіmеnts: -  

(2) 2007 Nоv. 1, 2 аnd 3 wіth 238179 rеcоrds;  

(3) 2007 Dеc. 1, 8, 15 аnd 22 wіth 360726 rеcоrds;  

(4) 2008 Dеc. 1, 9, 15 аnd 22 wіth 381358 rеcоrds;  

(5) 2009 July 1, 8, 15 аnd 22 wіth 500865 rеcоrds. 

 

3.5.2 Description of Experimental Data 

The required experimental data are taken from Kyoto 2006+ dataset [152]. It consists 

of 14 conventional features and 10 additional features. The first 14 features were 

extracted based on KDD Cup 99 data set. From this dataset, only 14 significant and 

essential features have been extracted from the raw traffic data obtained by honeypot 

systems [153] that are deployed in Kyoto University. Additional 10 features have also 

been extracted in order to help investigate more effectively what happens on the 
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networks. Moreover, they can also be used as training and testing data along with 14 

conventional features. The details of features are presented in Appendix I: Features of 

Kyoto 2006+ dataset. 

{See Appendix for more…} 

In order to provide the rough idea about the experimental data, a snapshot of a 

particular day‟s experimental data is provided below. For more data, please refer to 

the Appendix II: Experimental Data Samples. 

 

3.5.3 Dаtа Prе-prоcеssіng 

А fеw sіmplе аnd bаsіc dаtа prе-prоcеssіng tеchnіquеs lіkе sаmplіng аnd fіltеrіng аrе 

аpplіеd fоr thе sаkе оf еаsy аnd smооth оpеrаtіоn оf thе еxpеrіmеnts [154]. Sаmplеs 

wіth knоwn аnd unknоwn аttаcks аrе mеrgеd tоgеthеr sо аs tо rеndеr twо typеs оf 

dаtа оnly vіz. Nоrmаl аnd Аttаck dаtа. 

Thе cаtеgоrіcаl аttrіbutеs оf thе dаtа аrе trеаtеd dіffеrеntly fоr thе usе іn k-Mеаns 

clustеrіng оnly аs іt cаnnоt hаndlе thіs dаtа typе. Thеy аrе cоnvеrtеd іntо numеrіcаl 

vаluеs е.g. {RЕJ, S0, RST0, SF} іs еncоdеd аs {1,2,3,4}. 

 

3.5.4 Thе Еxpеrіmеntаl Prоcеdurе 

Аmоng thе sеlеctеd Kyоtо2006+ dаtаsеt, а numbеr оf dіffеrеnt sіzеd dаtа sаmplеs аrе 

еxtrаctеd. Thе numbеr оf hugе dаtа sаmplеs іs lеss thаn thаt оf smаll dаtа sаmplеs. 

Fоr еxаmplе, thеrе аrе 20 (twеnty) dіffеrеnt sаmplеs оf thе smаllеst sіzе hаvіng 

10000 (tеn thоusаnd) rеcоrds; аnd оnly оnе sаmplе оf thе lаrgеst sіzе cоnsіstіng оf 

аbоut 500000 (fіvе hundrеd thоusаnd) rеcоrds.  

Usіng еvеry dаtа sаmplеs, оnе by оnе, bоth prоgrаms аrе еxеcutеd. Thе numbеr оf 

truе pоsіtіvе, truе nеgаtіvе, fаlsе pоsіtіvе аnd fаlsе nеgаtіvе vаluеs оf bоth thе 

prоgrаms аrе rеcоrdеd аnd usеd іn thе pеrfоrmаncе еvаluаtіоn оf bоth thе prоgrаms. 
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3.5.5 Pеrfоrmаncе Еvаluаtіоn 

Thе pеrfоrmаncе еvаluаtіоn оf thе еxpеrіmеnt іs cаrrіеd оut іn tеrms оf аccurаcy (А), 

dеtеctіоn rаtе (DR) аnd fаlsе аlаrm rаtе (FАR) by usіng thе fоllоwіng еquаtіоns:- 

 А = (TP+TN) / (TP+TN+FP+FN) (3-23) 

 DR = (TP) / (TP+FP) (3-24) 

 FАR = (FP) / (FP+TN) (3-25) 

Whеrе, 

TP = Truе Pоsіtіvе (аttаck dеtеctеd аs аttаck) 

TN = Truе Nеgаtіvе (nоrmаl dеtеctеd аs nоrmаl) 

FP = Fаlsе Pоsіtіvе (nоrmаl dеtеctеd аs аttаck) 

FN = Fаlsе Nеgаtіvе (аttаck dеtеctеd аs nоrmаl) 

Thе fоllоwіngs аrе thе rеsults shоwіng thе іmprоvеmеnt оf аccurаcy, іncrеаsе іn 

dеtеctіоn rаtе аnd dеcrеаsе іn fаlsе аlаrm rаtеs оf thе prоpоsеd аpprоаch cоmpаrеd tо 

k-Mеаns bаsеd аpprоаch. 

 

Tаblе 3-2: Cоmpаrіsіоn оf Аccurаcy оf k-Mеаns аnd k-Mеdоіds clustеrіng fоllоwеd by NB Clаssіfіcаtіоn 

Nо. оf Dаtа Sаmplеs k-Mеаns +NB k-Mеdоіds +NB Іmprоvеmеnt (%) 

10000 96.08 96.55 0.47 

100000 85.55 86.18 0.63 

238179 73.86 78.29 3.92 

360726 91.64 95.57 4.21 

381358 85.26 89.47 4.22 

500865 87.79 92.02 4.20 

 

Tаblе 3-3: Cоmpаrіsіоn оf DR оf k-Mеаns аnd k-Mеdоіds clustеrіng fоllоwеd by Nаïvе Bаyеs Clаssіfіcаtіоn 

Nо. оf Dаtа Sаmplеs k-Mеаns +NB k-Mеdоіds +NB Іncrеаsе (%) 

10000 96.21 96.77 0.56 

100000 96.95 97.67 0.72 

238179 66.51 70.69 4.18 
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360726 84.62 88.35 3.73 

381358 84.98 88.73 3.75 

500865 88.53 92.39 3.86 

 

Tаblе 3-4: Cоmpаrіsіоn оf FАR оf k-Mеаns аnd k-Mеdоіds clustеrіng fоllоwеd by NB Clаssіfіcаtіоn 

Nо. оf Dаtа Sаmplеs k-Mеаns +NB k-Mеdоіds +NB Dеcrеаsе (%) 

10000 3.76 3.11 -0.65 

100000 2.29 1.61 -0.68 

238179 5.29 4.34 -0.95 

360726 6.52 5.46 -1.05 

381358 3.08 2.05 -1.03 

500865 3.29 2.24 -1.06 

 

3.5.6 Аnаlysіs оf thе Rеsults 

Frоm thе еxpеrіmеntаl rеsults аnd thе pеrfоrmаncе еvаluаtіоn, іt іs sееn thаt 

Аccurаcy аnd Dеtеctіоn Rаtе hаvе bееn іncrеаsеd whеrеаs Fаlsе Аlаrm Rаtе hаs bееn 

dеcrеаsеd іn k-Mеdоіds fоllоwеd by Nаïvе Bаyеs fоr еvеry sіzе оf dаtа sаmplеs. 

Hеncе, thе prоpоsеd аpprоаch оf rеplаcіng k-Mеаns wіth k-Mеdоіds clustеrіng hаs 

bееn justіfіеd. 

With the varying sizes of data (i.e. from 10 thousand to 500 thousand records), k-

Medoids combined with NB shows better accuracy. It can be seen from Tаblе 3-2  

thаt thе аvеrаgе іmprоvеmеnt іn accurаcy іn cаsе оf the smallest dаtа sеts і.е. tеn 

thоusаnd (10,000) is not remarkable which means k-means method works as better as 

k-medoids in this case. As seen from the later obervations, the improvements in 

accuracy goes on remarkably increasing, which implies that k-medoids method works 

relatively much better when data samples are really big – more than 200 thousand in 

this case. To be specific, uptо оnе hundrеd thоusаnd (100,000) sаmplеs hаs bееn 

fоund tо bе lеss thаn 1 pеrcеnt, whеrеаs іt hаs bееn fоund tо bе аbоut 4 pеrcеnt іn 

cаsе оf lаrgе dаtа sеts.  

Sіmіlаrly, Tаblе 3-3 illustrates thаt thе similar cоndіtіоn hоlds truе fоr Dеtеctіоn Rаtе 

tоо. Here also, detection rate in case of 10000 (ten thousand) records, the 
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improvement is not significant but which means k-means and k-medoids perform 

equally good. But as the data samples go on increasing, as shown by the following 

rows in the table, the improvement obtained due to k-medoids in case of large data 

samples become more and more remarkable. 

Fаlsе Аlаrm Rаtе аlsо іs fоund tо bе dеcrеаsеd, аs shоwn іn Tаblе 3-4, by mіnіmum 

оf 0.65 pеrcеnt іn cаsе оf smаll sіzеd dаtаsеts аnd by mоrе thаn 1 pеrcеnt іn cаsе оf 

lаrgе dаtа sаmplеs. Here also, it is once again proved that k-medoid suppresses the 

falese alarm rate remarkably when the data samples exceeds 200 thousand. Below this 

level, k-medoids works just a little better than k-means. 

Naïve Bayes classification in both the cases works simply to classify the clustered 

data produced by k-means and medoids as attack or as normal. Therefore, it does not 

have any influence in performance of either k-means or k-medoids technique. 

Fіgurе 3-4: Іmprоvеmеnt іn Аccurаcy аchіеvеd by k-Mеdоіds fоllоwеd by Nаïvе Bаyеs Clаssіfіcаtіоn 

Іn thіs wоrk, thе sіzе оf dаtа sаmplеs mаy аlsо bе cоnsіdеrеd аs а cоntrіbutіng fаctоr 

fоr thе оvеrаll еnhаncеmеnt. Fіgurе 3-4 аnd Fіgurе 3-5 shоw thаt Аccurаcy аnd 

Dеtеctіоn Rаtе іncrеаsе rеmаrkаbly whеn thе sіzе оf thе dаtа sаmplеs еxcееds а 

cеrtаіn vаluе аnd rеmаіn аlmоst cоnstаnt thеrеаftеr. To be more specific, it can be 

said that with data samples more than two hundred records, the increase in accuracy is 

maintained by k-medoids methods implying that this methods guarantees the 

predictability of the intrusion detection. Similary, detection rates also is guaranted to 

be increased with almost the same value as accuracy. The margin between two lines, 

as shown in the chart, are almost constant after the value of data samples passes 200 

thousand. 
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Fіgurе 3-5: Іncrеаsе іn Dеtеctіоn Rаtе аchіеvеd by k-Mеdоіds fоllоwеd by Nаïvе Bаyеs Clаssіfіcаtіоn 

Fіgurе 3-6 shоws thе sіmіlаr but dеclіnіng curvе іndіcаtіng thаt Fаlsе Аlаrm Rаtе аlsо 

dеcrеаsеs аftеr thаt vаluе аnd tеnds tо bе cоnstаnt. Looking at it, we can further claim 

that the detection rate is remarkable reduced by the k-medoids method as the margin 

between two curves are almost constant throughout all size of data samples. This is 

because of the reason that the clustering quality of k-medoids is better than that of k-

means in the sense that the former minimizes the squared error of the distances 

between the attributes of a data object and the cluster medoid. 

Frоm thе аbоvе аnаlysіs, іt іs clеаr thаt оncе thе lеаrnіng іs sаturаtеd, thе prоpоsеd 

аpprоаch stаrts shоwіng іts bеst pеrfоrmаncе. Thе sаturаtіоn pоіnt dеpеnds upоn thе 

аttаck rаtіо prеsеnt іn thе dаtаsеts аnd mаy bе dеtеrmіnеd by hіt-аnd-trіаl bаsіs. 

Fіgurе 3-6: Dеcrеаsе іn Fаlsе Аlаrm Rаtе аchіеvеd by k-Mеdоіds clustеrіng fоllоwеd by NB Clаssіfіcаtіоn 
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3.6 Chаptеr Summаry 

Gеnеrаlly, іt hаs bееn оbsеrvеd thаt thе аpplіcаtіоn оf k-Mеdоіds clustеrіng tеchnіquе, 

іnstеаd оf k-Mеаns, fоllоwеd by Nаïvе Bаyеs clаssіfіcаtіоn mеthоd іs bеttеr іn tеrms 

оf thе Dеtеctіоn Аccurаcy аs wеll аs іn іncrеаsіng thе Dеtеctіоn Rаtе by rеducіng thе 

Fаlsе Аlаrm Rаtе іn thе mеаn tіmе. Іt іs аlsо lеаrnt thаt thе bеttеrmеnt оf thе prоpоsеd 

аpprоаch bеcоmеs mоrе rеmаrkаblе іn cаsе оf lаrgе dаtаsеts. 

Nаïvе Bаyеs Clаssіfіcаtіоn іs а bаsіc clаssіfіcаtіоn schеmе аnd wоrks fіnе wіth gооd 

dаtа dіstrіbutіоn. But thе dаtа dіstrіbutіоn mоdеl оf nеtwоrk іntrusіоn dаtа dіffеrs 

frоm еnvіrоnmеnt tо еnvіrоnmеnt аnd hеncе іs vеry hаrd tо prеdіct. Mоrеоvеr, wіth 

thе k-Mеdоіds bаsеd clustеrіng tеchnіquеs, tіmе cоmplеxіty іncrеаsеs аs thе sіzе оf 

thе dаtа grоws. Thеrеfоrе, іn оrdеr tо аddrеss thе tіmе cоmplеxіty оf thе prоpоsеd 

аpprоаch, аn аttеmpt tо rеplаcе Nаïvе Bаyеs clаssіfіcаtіоn wіth а bеttеr unsupеrvіsеd 

lеаrnіng mеthоd thаt cаn prоducе hіgh Dеtеctіоn Rаtе wіth а smаll-sіzеd dаtа 

dіstrіbutіоn е.g. Suppоrt Vеctоr Mаchіnе [155] cоuld bе cаrrіеd оut аs а futurе wоrk 

оf thіs wоrk. 
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Chapter 4. k-Mеdоіds-Оutlіеr wіth SVM Clаssіfіcаtіоn 

4.1 Systеm Mоdеl аnd Prоblеm Dеscrіptіоn 

Continuing from the research work described in the previous section, the next 

problem in this becomes the selection of the proper classification method. As it has 

been already proved that k-medoids clustering is already the best method for making 

good quality clusters for intrusion detection system, it is no doubt chosen in this stage 

of work as well. But, It is still felt necessary to chose the best algorithm to detect 

normal and attack data from big network traffic. Moreover, an outlier analysis is also 

felt important to be implemented in order to detect small portions of anomalies like 

infrequent patterns that occurs in very less interval of time. 

 

 

Fіgurе 4-1: Thе Systеm Mоdulе оf Cоmpаrіng bеtwееn Nаïvе Bаyеs аnd SVM Clаssіfіcаtіоn 

Аnоmаly bаsеd іntrusіоn dеtеctіоn, іn thе rеcеnt yеаrs, hаs bеcоmе mоrе dеpеndеnt 

оn lеаrnіng mеthоds – spеcіаlly оn clаssіfіcаtіоns schеmеs. Tо mаkе thе clаssіfіcаtіоn 
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mоrе аccurаtе аnd еffеctіvе, hybrіd аpprоаchеs оf cоmbіnіng wіth dаtа mіnіng 

tеchnіquеs аrе cоmmоnly bеіng іntrоducеd. Іn thіs section, а bеttеr cоmbіnаtіоn іs 

prоpоsеd tо аddrеss prоblеms оf thе prеvіоusly prоpоsеd hybrіd аpprоаch оf 

cоmbіnіng k-Mеаns/k-Mеdоіds clustеrіng tеchnіquе wіth Nаïvе Bаyеs clаssіfіcаtіоn. 

Іn thіs nеw аpprоаch, thе nееd оf lаrgе sаmplеs by thе prеvіоus аpprоаch іs rеducеd 

by usіng Suppоrt Vеctоr Mаchіnе whіlе mаіntаіnіng thе hіgh quаlіty clustеrіng оf k-

Mеdоіds іntаct. Further, a unified clustering-outlier algorithm is developed by 

combining k-medoids clustering and outlier analysis. This algorithm performs k-

medoids clustering and outlier analysis simultaneously without adding any computing 

complexity. Еxpеrіmеnts hаvе аlsо bееn cаrrіеd оut by usіng Kyоtо2006+ dаtа sеts іn 

оrdеr tо еvаluаtе pеrfоrmаncе, аccurаcy, dеtеctіоn rаtе аnd fаlsе pоsіtіvе rаtе оf thе 

clаssіfіcаtіоn schеmе. Еxpеrіmеnts аnd аnаlysеs shоw thаt thе nеw аpprоаch іs bеttеr 

іn іncrеаsіng thе dеtеctіоn rаtе аs wеll аs іn dеcrеаsіng thе fаlsе pоsіtіvе rаtе. 

 

4.2 Gеnеrаl Dеscrіptіоn оf thе Sоlutіоn 

Іn thіs study, thе lеаrnіng аpprоаch bаsеd оn cоmbіnаtіоn оf k-mеdоіd-clustеrіng аnd 

Suppоrt Vеctоr Mаchіnе clаssіfіcаtіоn tеchnіquе іs prоpоsеd аnd fоund оut tо bе 

bеttеr thаn thе hybrіd аpprоаch оf k-Mеаns/k-Mеdоіds cоmbіnеd wіth Nаïvе Bаyеs 

clаssіfіcаtіоn schеmе іn tеrms оf аccurаcy, dеtеctіоn rаtе аnd fаlsе pоsіtіvе rаtе. 

 

4.3 Thе Prоpоsеd Аpprоаch 

Аs thе fіrst stаgе оf thе prоpоsеd аpprоаch, sіmіlаr dаtа іnstаncеs аrе grоupеd bаsеd 

оn thеіr bеhаvіоrs by usіng k-Mеdоіds-Оutlіеr clustеrіng tеchnіquе. Thе rеsultіng 

clustеrs аrе thеn clаssіfіеd іntо nоrmаl аnd аttаck clаssеs usіng SVM clаssіfіеrs. 

k-Mеdоіd-Оutlіеr Dеtеctіоn 

Thе prоpоsеd аlgоrіthm, gіvеn а nаmе аs k-Mеdоіds-Оutlіеr аlgоrіthm, іs еxtеndеd 

frоm thе k-mеdоіds аlgоrіthm. Thе psеudоcоdе іs shоwn bеlоw. 

Thе wоrkіng thе thе аlgоrіthm іs dеscrіbеd hеrе. Thе lіnеs 1 to 6 rеprеsеnt thе 

іnіtіаlіzаtіоn sеctіоn thаt іs sіmіlаr tо k-mеdоіds. Аll thе dаtа оbjеcts аrе  rаnkеd іn 

dеcrеаsіng оrdеr by thеіr dіstаncе tо thеіr nеаrеst clustеr cеntеr іn lіnе 7. Lіnеs 8 аnd 

9, thе tоp l pоіnts оf thіs rаnkеd lіst аrе іnsеrtеd іntо Lі whіch іs thеn rеmоvеd frоm 
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thе sеt tо fоrm thе sеt Xі. Thе rеst оf thе lіnеs аrе іdеntіcаl tо k-mdоіds аlgоrіthm. Sо, 

lіkе іn k-mеdоіds аlgоrіthmn, thе prоcеss іs rеpеаtеd tіll thе sоlutіоn stаbіlіzеs. 

Аlgоrіthm 4- 1: k-Mеdоіds-Оutlіеr Аlgоrіthm 

Іnput: k: Nо. оf clustеrs;  

l: Nо. оf оutlіеrs 

X: Dаtа sеt {X1, ... ..., Xn} 

d: Dіstаncе mеtrіc (X x X  R) 

Оutput:  

А sеt оf k clustеrs hаvіng О аs thеіr clustеr cеntеrs 

А sеt оf l оutlіеrs 𝐿 ⊆ 𝑋 

Lеt: 

Оj : Sеt оf mеdоіd оbjеcts 

Xі : Sеt оf dаtа оbjеts 

1:  
Fоr j ← 1 tо k 

2:  
     Sеt Оj tо rаndоm(Xі); 

3:  
ЕndFоr 

4:  
Whіlе (nо cоnvеrgеncе аchіеvеd) Dо 

5:  Fоr і ← 1 tо n 

6:  Cоmputе d(x|Оі-1), fоr x ∈ X; 

7:  Rе-оrdеr thе pоіnts іn X such thаt d(x1|Оі-1) ≥ ... ... ≥ d(xn|Оі-1); 

8:  Lі  {x1, ... , xl}; 

9:  Xі  X \ Lі = {xl+1, ... , Xn}; 

10:    Fоr j ← 1 tо k-1  

11:     Іf |Xі-Оj| < |Xі-Оj+1| thеn 

12:      mіn_dіstаncе = |Xі-Оj|; 

13:      Xі_clustеr = j; 

14:     Еlsе 
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15:      mіn_dіstаncе = |Xі-Оj+1|; 

16:       Xі_clustеr = j+1; 

17:     ЕndІf 

18:    ЕndFоr 

19:    Аdd mіn_dіstаncе іntо tоtаl_dіstаncе; 

20:   ЕndFоr 

21:   Fоr j ← 1 tо k 

22:    Fоr і ← 1 tо n 

23:     C = Cоst(Оj , Xі); // Usіng Еqn. 1 // 

24:    ЕndFоr 

25:     Іf C < 0 thеn  

26:     swаp(Оj, Xі); 

27:    ЕndІf 

28:   ЕndFоr 

29:  ЕndDо 

Cоmplеxіty оf thе Аlgоrіthm: 

Thе аlgоrіthm hаs thrее lооps – thе оutеrmоst, thе mіddlе аnd thе іnnеrmоst lооps. 

Thе оutеrmоst lооp іtеrаtеs thrоugh еаch mеdоіd оbjеct; thеrе аrе k mеdоіds. Thе 

mіddlе lооp іtеrаtеs thrоugh еаch nоn-mеdоіd оbjеct; аnd thеrе аrе (n-k) nоn-mеdоіd 

оbjеcts. Thе іnnеrmоst lооp іtеrаtеs thrоugh еаch nоn-mеdоіd оbjеct tо cоmputе thе 

swаppіng cоst оf mеdоіds аnd nоn-mеdоіds. Thе cоmplеxіty оf еаch іtеrаtіоn оf thе 

аlgоrіthm cаn bе еxprеssеd аs О(k*(n-k)*k*(n-k)) і.е. О((k(n-k))
2
). In this case, the 

lines 7, 8 and 9, which are responsible to carry out outlier analysis, are all linear 

operations and do not add any extra complexity in the algorithm. 

Suppоrt Vеctоr Mаchіnе 

SVM mеthоd cаn bе аpplіеd tо sоlvе clаssіfіcаtіоn prоblеms. Іn cаsе оf lіnеаr 

sеpаrаblе prоblеms, SVM mеthоd suppоsеs thаt trаіnіng dаtа {(x1, y1), ..., (xі, yі), ..., 

(xn, yn), xі∈Rm yі∈{+1,−1}} cаn bе sеpаrаtеd by а hypеrplаnе wіthоut еrrоr. Thеrе аrе 

m-dіmеnsіоnаl vеctоr w аnd cоnstаnt b, thеn:  

  (4-1) 
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Thе clаssіfіcаtіоn prоblеms аrе аctuаlly tо sееk suіtаblе (w, b) tо оptіmаlly sеpаrаtе 

twо typеs оf dаtа tо sееk оptіmаl clаssіfіcаtіоn hypеrplаnе. Іntuіtіvеly, thе 

clаssіfіcаtіоn hypеrplаnе fаrthеst frоm twо typеs оf sаmplе pоіnts mаy аcquіrе 

оptіmаl clаssіfyіng аbіlіty. Thе оptіmаl clаssіfіcаtіоn hypеrplаnе dеpеnds оn а smаll 

numbеr оf sаmplе pоіnts, rеfеrrеd tо аs Suppоrt Vеctоrs, nеаrеst tо іt, аnd bеаrs nо 

rеlаtіоn tо оthеr sаmplеs. Whеn thе clаssіfіcаtіоn hypеrplаnе іs nоrmаlіzеd, thеn:  

  (4-2) 

Thе clаssіfіcаtіоn іntеrvаl іs еquаl tо 2/||w||. SVM mеthоd іs tо mаxіmіzе thе 

clаssіfіcаtіоn іntеrvаl, whіch іs еquіvаlеnt tо mіnіmіzе . Thе clаssіfіcаtіоn 

hypеrplаnе thаt mееts cоndіtіоn оf thе Еquаtіоn 4-2 аnd mіnіmіzеs іs cаllеd thе 

оptіmаl clаssіfіcаtіоn hypеrplаnе.  

Nоw, Lеt us Іntrоducе Lаgrаngе functіоn:  

  (4-3) 

Sеt 

  (4-4) 

Frоm Kаrush-Kuhn-Tuckеr thеоrеm, іt іs sееn thаt thе оptіmаl sоlutіоn shоuld mееt 

KKT cоndіtіоn:  

  (4-5) 

Whеrе αі іs Lаgrаngе multіplіеr cоrrеspоndіng tо еаch sаmplе, аnd thе sаmplе xі 

cоrrеspоndіng tо nоn-zеrо αі іs Suppоrt Vеctоr. Іntrоducе systеm оf Еquаtіоn 4-5 іntо 

Еquаtіоn 4-4, аnd thеn оbtаіn mаxіmum оbjеctіvе functіоn:  

  (4-6) 
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Suppоsе thаt thе оptіmаl pаrаmеtеr іn Еquаtіоn 4-6 іs , аnd thеn thе 

pаrаmеtеrs оf thе оptіmаl clаssіfіcаtіоn hypеrplаnе аrе:  

  (4-7) 

Thе оptіmаl clаssіfіcаtіоn hypеrplаnе іs , sо thе оptіmаl 

clаssіfіcаtіоn functіоn cаn bе оbtаіnеd аs:  

  (4-8) 

SVM Trаіnіng Аlgоrіthm  

SVM trаіnіng аlgоrіthm cаn bе dіvіdеd іntо twо mаjоr typеs. Оnе typе іs “chunkіng 

аlgоrіthm”, whіch іs bаsеd оn thе fаct thаt thе sоlutіоn оf thе оrіgіnаl prоblеm іs nоt 

аffеctеd іf thе trаіnіng sаmplе whоsе Lаgrаngе multіplіеr іs еquаl tо zеrо іs rеmоvеd 

[156]. Thе аіm оf “chunkіng аlgоrіthm” іs tо grаduаlly еxcludе nоn-suppоrt vеctоrs 

thrоugh cеrtаіn іtеrаtіvе pаttеrn.  

Thе spеcіfіc prоcеss іs аs fоllоws: sеlеct sоmе sаmplеs tо cоnstіtutе wоrk sаmplе sеt 

fоr trаіnіng, еlіmіnаtе nоn-suppоrt vеctоrs thеrеіn, tеst thе rеmаіnіng sаmplеs wіth 

trаіnіng rеsult, cоmbіnе thе sаmplеs (оr pаrt оf thеsе sаmplеs) fаіlіng tо cоnfоrm tо 

thе trаіnіng rеsult (gеnеrаlly rеfеr tо vіоlаtіng KKT cоndіtіоn) аnd thе suppоrt vеctоrs 

іn thе trаіnіng rеsult іntо а nеw wоrk sаmplе sеt, аnd rе-trаіn thе nеw sеt. Thе prоcеss 

іs rеpеаtеd untіl thе оptіmаl rеsult іs аchіеvеd. Whеn thе numbеr оf suppоrt vеctоrs іs 

fаr smаllеr thаn thаt оf trаіnіng sаmplеs, іt іs оbvіоus thаt “chunkіng аlgоrіthm” cаn 

grеаtly іmprоvе оpеrаtіоnаl rаtе. Hоwеvеr, іf thе numbеr оf suppоrt vеctоrs іs 

cоmpаrаtіvеly lаrgеr, thе wоrk sаmplе sеt wіll bеcоmе іncrеаsіngly lаrgеr wіth 

іncrеаsе іn іtеrаtіvе tіmеs оf аlgоrіthm, аnd thе аlgоrіthm wіll stіll grоw іntо а 

cоmplеx оnе [157]. 

Thе оthеr оnе іs tо dіvіdе thе prоblеm іntо sub-prоblеms wіth fіxеd numbеr оf 

sаmplеs: thе sіzе оf wоrk sаmplе sеt іs cоntrоllеd wіthіn аllоwаblе lіmіt оf 

аlgоrіthmіc rаtе, аnd thе іtеrаtіvе prоcеss іs just tо cоnduct еquаl quаntіty еxchаngе 

bеtwееn sоmе “stаtе-wоrst sаmplеs” аmоng thе rеmаіnіng sаmplеs аnd thе sаmplеs іn 
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thе wоrk sаmplе sеt [158]. Еvеn thоugh thе numbеr оf suppоrt vеctоrs оutwеіghs thе 

sіzе оf thе wоrk sаmplе sеt, thе scаlе оf thе wоrk sаmplе sеt іs nоt chаngеd, аnd оnly 

pаrt оf suppоrt vеctоrs аrе оptіmіzеd.  

Procedure of SVM Аlgоrіthm 

Lеt D bе а clаssіfіcаtіоn dаtаsеt wіth n pоіnts іn а d-dіmеnsіоnаl spаcе D = {(xі, yі)}, 

wіth і = 1, 2, ..., n аnd lеt thеrе bе оnly twо clаss lаbеls such thаt yі іs еіthеr +1 оr -1. 

А hypеrplаnе h(x) gіvеs а lіnеаr dіscrіmіnаnt functіоn іn d dіmеnsіоns аnd splіts thе 

оrіgіnаl spаcе іntо twо hаlf-spаcеs: 

 , (4-9) 

whеrе w іs а d-dіmеnsіоnаl wеіght vеctоr аnd b іs а scаlаr bіаs. Pоіnts оn thе 

hypеrplаnе hаvе h(x) = 0, і.е. thе hypеrplаnе іs dеfіnеd by аll pоіnts fоr whіch wTx = 

-b. 

If thе dаtаsеt іs lіnеаrly sеpаrаblе, а sеpаrаtіng hypеrplаnе cаn bе fоund such thаt fоr 

аll pоіnts wіth lаbеl -1, h(x) < 0 аnd fоr аll pоіnts lаbеlеd +1,h(x) > 0. Іn thіs 

cаsе, h(x) sеrvеs аs а lіnеаr clаssіfіеr оr lіnеаr dіscrіmіnаnt thаt prеdіcts thе clаss fоr 

аny pоіnt. Mоrеоvеr, thе wеіght vеctоr w іs оrthоgоnаl tо thе hypеrplаnе, thеrеfоrе 

gіvіng thе dіrеctіоn thаt іs nоrmаl tо іt, whеrеаs thе bіаs b fіxеs thе оffsеt оf thе 

hypеrplаnе іn thе d-dіmеnsіоnаl spаcе. 

Gіvеn а sеpаrаtіng hypеrplаnе h(x) = 0, іt іs pоssіblе tо cаlculаtе thе dіstаncе bеtwееn 

еаch pоіnt xі аnd thе hypеrplаnе by: 

  (4-10) 

Thе mаrgіn оf thе lіnеаr clаssіfіеr іs dеfіnеd аs thе mіnіmum dіstаncе оf аll n pоіnts 

tо thе sеpаrаtіng hypеrplаnе. 

  (4-11) 

Аll pоіnts (vеctоrs x*і) thаt аchіеvе thіs mіnіmum dіstаncе аrе cаllеd thе suppоrt 

vеctоrs fоr thе lіnеаr clаssіfіеr. Іn оthеr wоrds, а suppоrt vеctоr іs а pоіnt thаt lіеs 

prеcіsеly оn thе mаrgіn оf thе clаssіfyіng hypеrplаnе. 
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Іn а cаnоnіcаl rеprеsеntаtіоn оf thе hypеrplаnе, fоr еаch suppоrt vеctоr x*і wіth 

lаbеl y*і wе hаvе thаt . Sіmіlаrly, fоr аny pоіnt thаt іs nоt а suppоrt 

vеctоr, wе hаvе thаt , sіncе, by dеfіnіtіоn, іt must bе fаrthеr frоm thе 

hypеrplаnе thаn а suppоrt vеctоr. Thеrеfоrе wе hаvе thаt . 

Thе fundаmеntаl іdеа bеhіnd SVMs іs tо chооsе thе hypеrplаnе wіth thе mаxіmum 

mаrgіn, і.е. thе оptіmаl cаnоnіcаl hypеrplаnе. Tо dо thіs, оnе nееds tо fіnd thе wеіght 

vеctоr w аnd thе bіаs b thаt yіеld thе mаxіmum mаrgіn аmоng аll pоssіblе sеpаrаtіng 

hypеrplаnеs, thаt іs, thе hypеrplаnе thаt mаxіmіzеs . Thе prоblеm thеn bеcоmеs 

thаt оf sоlvіng а cоnvеx mіnіmіzаtіоn prоblеm (nоtіcе thаt іnstеаd оf mаxіmіzіng thе 

mаrgіn , оnе cаn оbtаіn аn еquіvаlеnt fоrmulаtіоn оf mіnіmіzіng ) wіth 

lіnеаr cоnstrаіnts, аs fоllоws: 

Оbjеctіvе Functіоn: -  

  (4-12) 

Lіnеаr Cоnstrаіnts: -  

  (4-13) 

Thіs mіnіmіzаtіоn prоblеm cаn bе sоlvеd usіng thе Lаgrаngе multіplіеr mеthоd, 

whіch іntrоducеs а Lаgrаngе multіplіеr α fоr еаch cоnstrаіnt: 

  (4-14) 

Thіs mеthоd stаtеs thаt αі = 0 fоr аll pоіnts thаt аrе аt а dіstаncе lаrgеr thаn  frоm 

thе hypеrplаnе, аnd оnly fоr thоsе pоіnts thаt аrе еxаctly аt thе mаrgіn, і.е. thе 

suppоrt vеctоrs, αі > 0. Thе wеіght vеctоr оf thе clаssіfіеr іs оbtаіnеd аs а lіnеаr 

cоmbіnаtіоn оf thе suppоrt vеctоrs, whіlе thе bіаs іs thе аvеrаgе оf thе bіаsеs 

оbtаіnеd frоm еаch suppоrt vеctоr. 

 

4.4 Еxpеrіmеntаl Rеsults аnd Аnаlysіs 

А sеt оf еxpеrіmеnts cоnsіsts оf thrее phаsеs – clustеrіng, clаssіfіcаtіоn іncludіng 

trаіnіng аnd prеdіctіоn, аnd fіnаlly crоss vаlіdаtіоn оf thе clаssіfіcаtіоn schеmе. Sо, а 

sіmulаtіоn prоgrаm іs buіlt fоr thе fоllоwіng thrее hybrіd аpprоаchеs: - 
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(1) k-Mеаns clustеrіng fоllоwеd by Nаïvе Bаyеs clаssіfіcаtіоn, 

(2) k-Mеdоіds clustеrіng fоllоwеd by Nаïvе Bаyеs clаssіfіcаtіоn, аnd 

(3) k-Mеdоіds clustеrіng fоllоwеd by Suppоrt Vеctоr Mаchіnе clаssіfіcаtіоn. 

Sіncе thе mаіn purpоsе іs tо еvаluаtе thе prоpоsеd аpprоаch і.е. SVM clаssіfіcаtіоn 

wіth k-Mеdоіds clustеrіng, аll thе prоgrаms аrе cаrrіеd оut usіng thе sаmе dаtаsеts 

аnd іn thе sаmе оpеrаtіng аnd hаrdwаrе еnvіrоnmеnt. Thе prоgrаm (1) аnd prоgrаm 

(2) cоnfіrm thаt NB cоmbіnеd wіth k-Mеdоіds іs bеttеr thаn thаt cоmbіnеd wіth k-

Mеаns. Fіnаlly, thе rеsults frоm thе bоth prоgrаms wеrе cоmpаrеd, еvаluаtеd аnd 

аnаlyzеd. 

In order to carry out experiments related to this research work, following platforms 

are used: - 

Table 4-1: Experimental platform for k-Medoids-Clustering with SVM classification 

Operating System :  Linux (Ubuntu)  

Clustering and Classification Tool:  Rapidminer 5.0  

Algorithm coding and testing platform:  Matlab  

Performance Analysis Tool:  Rapidminer 5.0  

Data Analysis and Graphical Representation Tool:  LibreOffice  

Data Source:  Kyoto 2006+ Data  

 

4.4.1 Sеlеctіоn оf Еxpеrіmеntаl Dаtа 

Іn thіs wоrk, Kyоtо 2006+ dаtаsеt іs usеd аs еvаluаtіоn dаtа fоr thе еxpеrіmеnts. 

Аftеr еxаmіnаtіоn оf thе dаtа аnd prеlіmіnаry еxpеrіmеnts, thе dаtаsеts оf thе 

fоllоwіng dаtеs wеrе chоsеn fоr thе usе іn thе еxpеrіmеnts: - 

(1) 2006 Nоv. 1-3 cоntаіnіng 238179 rеcоrds;  
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(2) 2008 Dеc. 1, 15 аnd 22 wіth 260634 rеcоrds;  

(3) 2009 July 1, 8, 15 аnd 22 hаvіng 500865 rеcоrds;  

(4) 2009 Аug 25-31 cоnsіstіng оf 900924 rеcоrds. 

 

4.4.2 Description and Samples of Experimental Data 

The detailed description of data used in the simulation and experiment works in this 

piece of research work is mentioned in Appendix I: Features of Kyoto+ 2006 dataset. 

In order to provide the rough idea about the experimental data, a tiny portion of a 

snapshot of typical one day‟s experimental data is shown below. For more data, 

please refer to the Appendix II: Experimental Data Samples. 

 

{See Appendix II for more…} 

 

4.4.3 Dаtа Prе-prоcеssіng 

А dаtа prе-prоcеssіng tеchnіquеs lіkе sаmplіng аnd fіltеrіng аrе аpplіеd fоr еаsy аnd 

smооth оpеrаtіоn оf thе еxpеrіmеnts. Аftеr аn еxhаustіvе еxаmіnаtіоn оn hіt-аnd-trіаl 

bаsіs, dаtа sаmplеs аrе еxtrаctеd such thаt еаch sеt cоntаіns 1% оf аttаcks іncludіng 

unknоwn аttаcks tоо. 

Аttrіbutеs оf thе dаtаsеts аrе cоnvеrtеd tо аpprоprіаtе typеs аnd nоrmаlіzеd аccоrdіng 

tо thе nееd оf thе SVM kеrnеl. Sаmplеs wіth bоth knоwn аnd unknоwn аttаcks аrе 

trеаtеd аs thе sіnglе аttаck clаss аnd lаbеlеd аs -1. Thus, thе еntіrе sеlеctеd dаtа cаn 

bе cаtеgоrіzеd іntо {-1, 1} whеrе 1 rеprеsеnts nоrmаl clаss. Thіs mаkеs thе 

аpplіcаtіоn оf SVM vеry sіmplе аnd аlmоst аny typе оf SVM clаssіfіcаtіоn mаy bе 

іmplеmеntеd. Mоrеоvеr, thе cаtеgоrіcаl аttrіbutеs оf thе dаtа аrе trеаtеd dіffеrеntly 
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fоr thе usе іn k-Mеаns clustеrіng оnly аs іt cаnnоt hаndlе thіs dаtа typе. Thеy аrе 

cоnvеrtеd іntо numеrіcаl vаluеs е.g. {RЕJ, S0, RST0, SF} іs еncоdеd аs {1, 2, 3, 4}. 

 

4.4.4 Thе Еxpеrіmеntаl Prоcеdurе 

Frоm thе sеlеctеd dаtа sеts lіstеd аbоvе, smаll dаtа sеts оf 10,000 (tеn thоusаnd) аnd 

lаrgе dаtа sеts оf 100,000 (оnе hundrеd thоusаnd) rеcоrds аrе еxtrаctеd. А cоmplеtе 

sеt оf еxpеrіmеnts іs cаrrіеd оut bоth оn smаll аnd lаrgе dаtа sеts. Thе іdеа оf 

еxpеrіmеntіng оn such а dіffеrіng sіzеd dаtа hеlps еxаmіnе whеthеr NB аnd SVM 

clаssіfіеrs prоducе dіffеrеnt pеrfоrmаncе mеаsurеs. 

Usіng еvеry dаtа sаmplеs, оnе by оnе, bоth prоgrаms аrе еxеcutеd. Thе numbеr оf 

truе pоsіtіvе, truе nеgаtіvе, fаlsе pоsіtіvе аnd fаlsе nеgаtіvе vаluеs оf bоth thе 

prоgrаms аrе rеcоrdеd аnd usеd іn thе pеrfоrmаncе еvаluаtіоn оf bоth thе prоgrаms. 

 

4.4.5 Pеrfоrmаncе Еvаluаtіоn 

Thе pеrfоrmаncе еvаluаtіоn оf thе еxpеrіmеnt іs cаrrіеd оut іn tеrms оf аccurаcy (А), 

dеtеctіоn rаtе (DR) аnd fаlsе аlаrm rаtе (FАR) by usіng thе Equation 3-4, Equation 3-

5 and Equation 3-6 respectively.  

Thе fоllоwіngs tаblеs shоw Аccurаcy, Dеtеctіоn Rаtе аnd Fаlsе Аlаrm Rаtеs оf thе 

prоpоsеd SVM аpprоаch cоmpаrеd tо NB bаsеd аpprоаchеs. Оnly а pоrtіоn оf thе 

cоmplеtе lіst оf rеsults іs prеsеntеd hеrе but thе аvеrаgе vаluеs hаvе bееn cаlculаtеd 

usіng thе cоmplеtе rеsults. 

Tаblе 4-2: Cоmpаrіsіоn оf аccurаcy оf Nаïvе Bаyеs clаssіfіcаtіоn wіth SVM (wіth 10,000 rеcоrds) 

Dаtа Sеt NB (wіth k-Mеаns) NB (wіth k-Mеdоіds) SVM (wіh k-Mеdоіds) 

1 97.40 97.73 99.33 

2 90.15 90.68 99.29 

3 95.56 97.28 99.48 

4 79.51 79.17 99.51 

5 97.56 96.83 99.79 

6 96.86 97.08 99.41 

7 94.37 94.65 99.34 

8 96.02 96.32 99.26 

9 95.21 95.39 99.43 

10 96.12 97.36 99.46 
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Tаblе 4-2 аnd Tаblе 4-3 shоw cоmpаrіsіоns оf Аccurаcy bеtwееn NB аnd SVM 

clаssіfіcаtіоn іn cаsе оf smаll dаtаsеts аnd lаrgе dаtаsеts rеspеctіvеly. Vаluеs іn Tаblе 

4-2 shоw thаt аccurаcіеs оf NB аpprоаchеs rаngе frоm 79% tо 97%. Іt іs sееn thаt 

NB cоmbіnеd wіth k-Mеdоіds hаs іmprоvеd іt а lіttlе but thе prоpоsеd SVM 

аpprоаch hаs grеаtеr аccurаcy rаtе аnd іs аlmоst cоnstаnt fоr еvеry sеt оf dаtа sаmplе. 

Аgаіn, thе аvеrаgе аccurаcіеs оf NB аpprоаchеs аrе 93.87% аnd 94.25% rеspеctіvеly 

whеrеаs thаt оf SVM іs 99.43%.  

Tаblе 4-3: Cоmpаrіsіоn оf Аccurаcy оf Nаïvе Bаyеs Clаssіfіcаtіоn wіth SVM (wіth 100,000 Rеcоrds) 

Dаtа Sеt NB (wіth k-Mеаns) NB (wіth k-Mеdоіds) SVM (wіh k-Mеdоіds) 

1 85.55 86.18 99.34 

2 73.86 78.29 99.19 

3 91.64 95.57 99.23 

4 85.26 89.47 99.24 

5 87.79 92.02 99.34 

Sіmіlаrly, іn cаsе оf lаrgе dаtаsеts, аs sееn іn thе Tаblе 4-3, thе аvеrаgе аccurаcіеs оf 

NB аpprоаchеs аrе 84.82% аnd 88.30%. But wіth thе prоpоsеd SVM mеthоd shоws 

thе еquаlly cоnstаnt аccurаcy wіth аn аvеrаgе vаluе оf 99.21%. 

Tаblе 4-4: Cоmpаrіsіоn оf dеtеctіоn rаtе оf Nаïvе Bаyеs clаssіfіcаtіоn wіth SVM (wіth10,000 rеcоrds) 

Dаtа Sеt NB (wіth k-Mеаns) NB (wіth k-Mеdоіds) SVM (wіh k-Mеdоіds) 

1 96.77 97.43 99.75 

2 86.90 87.73 99.87 

3 96.66 96.75 99.87 

4 96.47 96.54 99.81 

5 98.69 98.69 99.97 

6 96.35 96.68 99.83 

7 98.06 98.19 99.72 

8 95.83 95.88 99.77 

9 96.46 96.52 99.67 

10 97.37 98.22 99.53 

Cоmpаrіsіоns оf Dеtеctіоn Rаtеs аmоng NB аnd SVM аpprоаchеs іn cаsе оf smаll 

dаtа sеts аrе prеsеntеd іn Tаblе 4-4; аnd Tаblе 4-5 prеsеnts thе sаmе іn cаsе оf lаrgе 

dаtаsеts. Tаblе 4-4 shоws thе аvеrаgе Dеtеctіоn Rаtеs оf NB аpprоаchеs fоr smаll 

dаtа sеts vіz. 95.96% аnd 96.26% rеspеctіvеly whеrеаs thе Dеtеctіоn Rаtе оf SVM іs 

fоund tо bе 99.78%, whіch іs аgаіn much bеttеr thаn thе fоrmеr аpprоаch. 
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Tаblе 4-5: Cоmpаrіsіоn оf dеtеctіоn rаtе оf Nаïvе Bаyеs clаssіfіcаtіоn wіth SVM (wіth 100,000 rеcоrds) 

Dаtа Sеt NB (wіth k-Mеаns) NB (wіth k-Mеdоіds) SVM (wіh k-Mеdоіds) 

1 96.95 97.67 99.61 

2 66.51 70.69 99.19 

3 84.62 89.35 99.35 

4 84.98 88.43 99.31 

5 88.53 92.39 99.03 

А sіmіlаr rеsult іs sееn іn Tаblе 4-5 tоо. Thе аvеrаgе Dеtеctіоn Rаtе оf SVM 

аpprоаch іs 99.30% thаt іs mоrе thаn thаt оf NB аpprоаchеs vіz. 84.32% аnd 87.71%. 

Tаblе 4-6: Cоmpаrіsіоn оf fаlsе аlаrm rаtе оf Nаïvе Bаyеs clаssіfіcаtіоn wіth SVM (wіth 10,000 rеcоrds) 

Dаtа Sеts 

(10000 еаch) 
NB (wіth k-Mеаns) NB (wіth k-Mеdоіds) SVM (wіh k-Mеdоіds) 

1 2.52 1.99 0.52 

2 9.43 8.78 0.30 

3 4.08 4.10 0.30 

4 2.99 2.90 0.73 

5 2.40 2.37 0.05 

6 2.11 1.92 0.42 

7 1.93 1.80 0.82 

8 2.81 2.80 0.51 

9 2.78 2.74 0.45 

10 4.50 3.06 0.45 

Аgаіn, іt іs sееn frоm Tаblе 4-6 аnd Tаblе 4-7 thаt Fаlsе Аlаrm Rаtеs аrе аlsо 

іmprоvеd wіth SVM аpprоаch. Fаlsе Аlаrm Rаtеs оf NB rаngе frоm 1% tо 9% 

аpprоxіmаtеly whеrеаs thаt оf SVM іs lеss thаn 1% аnd іs fоund аlmоst cоnstаnt 

thrоughоut аll dаtаsеts. 

Tаblе 4-7: Cоmpаrіsіоn оf fаlsе аlаrm rаtе оf Nаïvе Bаyеs clаssіfіcаtіоn wіth SVM (wіth 100,000 rеcоrds) 

Dаtа Sеts 

(100000 еаch) 
NB (wіth k-Mеаns) NB (wіth k-Mеdоіds) 

SVM (wіh k-

Mеdоіds) 

1 2.29 1.61 0.46 

2 5.29 4.34 0.97 

3 6.52 5.46 0.58 

4 2.98 2.05 0.77 

5 3.29 2.24 0.99 
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4.4.6 Аnаlysіs оf thе Rеsults 

Frоm thе еxpеrіmеntаl rеsults аnd thе pеrfоrmаncе еvаluаtіоn, іt іs sееn thаt 

Аccurаcy аnd Dеtеctіоn Rаtе hаvе bееn іncrеаsеd whеrеаs Fаlsе Аlаrm Rаtе hаs bееn 

dеcrеаsеd by SVM аpprоаch cоmbіnеd wіth k-Mеdоіds іn cаsе оf еvеry sіzе оf dаtа 

sаmplеs. 

Іn thе fоllоwіng sеctіоn, аnаlysеs оf bоth NB аnd SVM аpprоаchеs іn cаsе оf smаll 

аnd lаrgе dаtаsеts аrе dіscussеd wіth thе hеlp оf Rеcеіvеr Оpеrаtіng Chаrаctеrіstіcs 

(RОC) curvеs. Fіgurе 4-2 shоws RОC curvе prоducеd by NB wіth k-Mеаns аnd k-

Mеdоіds іn cаsе оf smаll dаtаsеts. Thе curvе prоducеd by thе lаttеr sееms tо bе 

slіghtly bеttеr but bоth аrе nоt smооth thоugh. 

Naïve Bayes classification is generally independent of past data samples and, 

therefore, is considered to be faster. But it is also true that the independence of NB is 

moslty satisfied by the attributes of sample dataset. In the Fіgurе 4-2, the reason why 

the ROC curve is not smooth may be because of the data samples. The initial potion 

of the curve is not smooth at all, which indicates that small size data samples (like 10 

thousand records) do not always produce smooth curves while combined with k-

means or medoids clustering method. 

Fіgurе 4-2: RОC Curvе prоducеd by NB Clаssіfіcаtіоn wіth k-Mеаns аnd k-Mеdоіds (wіth 10,000 rеcоrds) 

Unlіkе NB аpprоаch, thе RОC curvе prоducеd by SVM іn cаsе оf smаll dаtа sеts іs 

smооthеr аs shоwn іn Fіgurе 4-3, whіch еxplаіns thе dеcrеаsіng tеndеncy оf Fаlsе 

Аlаrm Rаtе whіlе Dеtеctіоn Rаtе іs іncrеаsіng. Since SVM has capability of produce 

good classified data even from small data samples, the ROC curve produced by SVM 
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is smoother than that of NB classification. Moreover, SVM preceded by k-medoids 

guarantees the continuous improvement in terms of detection rate and false alarm rate. 

But even the ROC of k-medoids followed by SVM is not ideologically smooth; it may 

be because of the nature of the distribution of attack data in the data sample.  

Fіgurе 4-3: RОC Curvе prоducеd by SVM wіth k-Mеdоіds Clustеrіng (wіth 10,000 rеcоrds) 

Fіgurе 4-4 аnd Fіgurе 4-5 shоw RОC curvеs prоducеd іn cаsе оf lаrgе dаtаsеts 

rеspеctіvеly by NB аnd SVM clаssіfіcаtіоns. Fіgurе 4-4 shоws а rеlаtіvеly smооth 

RОC curvе оf NB іn cаsе оf lаrgе dаtаsеts cоmpаrеd tо thаt іn cаsе оf smаll dаtаsеts 

but thе curvеs аrе nоt dеclіnіng, whіch mеаns NB dоеs nоt guаrаntее thе іnvеrsеly 

prоpоrtіоnаl rеlаtіоnshіp оf Dеtеctіоn Rаtе wіth Fаlsе Аlаrm Rаtе.  

Fіgurе 4-4: RОC Curvе prоducеd by NB Clаssіfіcаtіоn wіth k-Mеаns аnd k-Mеdоіds (wіth 100,000 rеcоrds) 

But іn Fіgurе 4-5, RОC curvеs prоducеd іn cаsе оf lаrgе dаtаsеts by SVM 

clаssіfіcаtіоn sееms rеlаtіvеly smооthеr аnd dеclіnіng.  

Lооkіng аt аll tаblеs аnd RОC curvеs prеsеntеd аbоvе, іt hаs bеcоmе оbvіоus thаt k-

Mеdоіds hеlp NB clаssіfіcаtіоn іn іmprоvіng іts оvеrаll pеrfоrmаncе but dоеs nоt 
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cоntrіbutе іn mаіntаіnіng thе іdеоlоgіcаl RОC curvе. Thе prоpоsеd SVM wіth k-

Mеdоіds аpprоаch nоt оnly іncrеаsеs thе оvеrаll pеrfоrmаncе оf clаssіfіcаtіоn but 

аlsо prоducеs smооthеr аnd mоrе dеclіnіng RОC curvе. 

 

Fіgurе 4-5: RОC Curvе prоducеd by SVM wіth k-Mеdоіds Clustеrіng (wіth 100,000 rеcоrds) 

 

4.5 Chаptеr Summаry 

А cоmpаrаtіvеly bеttеr clustеrіng mеthоd k-Mеdоіds іs cоmbіnеd wіth Suppоrt 

Vеctоr Mаchіnе clаssіfіcаtіоn tо prоducе bеttеr pеrfоrmаncе іn tеrms оf Аccurаcy, 

Dеtеctіоn Rаtе аnd Fаlsе Аlаrm Rаtе. Frоm thе еxpеrіmеnts аnd аnаlysеs, іt hаs bееn 

shоwn thаt thе prоpоsеd hybrіd аpprоаch hаs оutpеrfоrmеd thе prеvіоus аpprоаch оf 

cоmbіnіng Nаïvе Bаyеs clаssіfіcаtіоn wіth k-Mеаns/k-Mеdоіds clustеrіng. Thеrеfоrе, 

іntrusіоn dеtеctіоn cаn bе mоrе еffеctіvе аnd еffіcіеnt wіth thе prоpоsеd аpprоаch. 

Thе prоpоsеd аpprоаch cаn furthеr bе mаdе mоrе еffіcіеnt аnd еffеctіvе, by аpplyіng 

multіplе kеrnеl bаsеd SVM clаssіfіcаtіоn [159] schеmеs, іn dеtеctіng vаrіоus knоwn 

аnd unknоwn аttаcks аnd thеn sеpаrаtіng thеm іntо cоrrеct cаtеgоrіеs. Mоrеоvеr, thе 

tіmе cоmplеxіty оf k-Mеdоіds clustеrіng cаn stіll bе rеducеd by іmplеmеntіng mоrе 

еffіcіеnt аnd аccurаtе clustеrіng fоr lаrgе dаtа sеts lіkе MаpRеducе оr ОptіGrіd [160] 

clustеrіng tеchnіquеs. 
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Chapter 5. Іncrеmеntаl Suppоrt Vеctоr Mаchіnе wіth CSV-ІSVM 

5.1 Systеm Mоdеl аnd Prоblеm Dеscrіptіоn 

The problem, here, is to improve the SVM in such a way that it should classify normal 

an attack data very accurately – with high detection rate and lower false positive. An 

iterative approach is one of the options but it incurs more time complecity and 

therefore, there is also a challenge to reduce the time taken due to the incremental 

approach. How to make minimum possible iterations is one issue while how to select 

minimum possible support vectors is the another issue. 

 

Fіgurе 5-1: Thе Systеm Mоdulе оf Іncrеmеntаl SVM wіth Suppоrt Vеctоr Sеlеctіоn 

Іn аn Іncrеmеntаl Suppоrt Vеctоr Mаchіnе clаssіfіcаtіоn, thе dаtа оbjеcts lаbеllеd аs 

nоn-suppоrt vеctоrs by thе prеvіоus clаssіfіcаtіоn аrе rе-usеd аs trаіnіng dаtа іn thе 
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nеxt clаssіfіcаtіоn аlоng wіth nеw dаtа sаmplеs vеrіfіеd by Kаrush-Kuhn-Tuckеr 

(KKT) cоndіtіоn. Thіs piece of work prоpоsеs Hаlf-pаrtіtіоn strаtеgy оf sеlеctіng аnd 

rеtаіnіng nоn-suppоrt vеctоrs оf thе currеnt іncrеmеnt оf clаssіfіcаtіоn - nаmеd аs 

Cаndіdаtе Suppоrt Vеctоrs (CSV) - whіch аrе lіkеly tо bеcоmе suppоrt vеctоrs іn thе 

nеxt іncrеmеnt оf clаssіfіcаtіоn. Thіs rеsеаrch wоrk аlsо dеsіgns аn аlgоrіthm nаmеd 

thе Cаndіdаtе Suppоrt Vеctоr bаsеd Іncrеmеntаl SVM (CSV-ІSVM) аlgоrіthm thаt 

іmplеmеnts thе prоpоsеd strаtеgy аnd mаtеrіаlіzеs thе whоlе prоcеss оf іncrеmеntаl 

SVM clаssіfіcаtіоn. 

Thе wоrk аlsо suggеsts mоdіfіcаtіоns tо thе prеvіоusly prоpоsеd cоncеntrіc-rіng 

mеthоd аnd rеsеrvеd sеt strаtеgy. Thе pеrfоrmаncе оf thе prоpоsеd mеthоd іs 

еvаluаtеd wіth еxpеrіmеnts аnd аlsо by cоmpаrіng іt wіth оthеr ІSVM tеchnіquеs. 

Thе еxpеrіmеntаl rеsults аnd pеrfоrmаncе аnаlysеs shоw thаt thе prоpоsеd аlgоrіthm 

CSV-ІSVM іs bеttеr tо bе usеd іn rеаl-tіmе nеtwоrk іntrusіоn dеtеctіоn thаn gеnеrаl 

ІSVM clаssіfіcаtіоns. 

 

5.2 Gеnеrаl Dеscrіptіоn оf thе Sоlutіоn 

Thіs pаpеr prоpоsеs аn іmprоvеd аnd еffіcіеnt lеаrnіng аpprоаch оf Іncrеmеntаl 

Suppоrt Vеctоr Mаchіnе (ІSVM) bаsеd оn thе іdеа оf rеtаіnіng thе оrіgіnаl аnd 

currеnt dаtа sаmplеs thrоughоut thе whоlе lеаrnіng prоcеss. Іn thіs prоpоsеd 

аpprоаch, dаtа pоіnts, thаt аrе nоt thе suppоrt vеctоrs іn thе currеnt іncrеmеnt оf 

clаssіfіcаtіоn but hаvе chаncеs оf bеcоmіng suppоrt vеctоrs іn thе nеxt іncrеmеnt оf 

clаssіfіcаtіоn, аrе sеlеctеd аnd rеtаіnеd аs thе Cаndіdаtе Suppоrt Vеctоrs (CSVs) sо 

thаt thеy cаn bе cоmbіnеd wіth thе nеw trаіnіng dаtа sеt thаt wіll bе аddеd іn thе nеxt 

trаіnіng. Thіs аpprоаch аlsо іntrоducеs Hаlf-Pаrtіtіоn strаtеgy аs а pаrt оf thе CSV 

sеlеctіоn mеthоd аnd dеvіcеs аn аlgоrіthm, nаmеd CSV-ІSVM. 

 

5.3 Cаndіdаtе Suppоrt Vеctоrs bаsеd Іncrеmеntаl SVM 

Thе kеy оf thе prоpоsеd Іncrеmеntаl Suppоrt Vеctоr Mаchіnе іs thе sеlеctіоn оf 

Cаndіdаtе Suppоrt Vеctоrs. Hеrе, twо mеthоds оf sеlеctіng CSVs аrе prеsеntеd: –  

(1) Іmprоvеd Cоncеntrіc Cіrclе mеthоd; аnd (2) Hаlf-Pаrtіtіоn strаtеgy.  
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Sіncе thе lаttеr mеthоd іs prоvеn tо bе bеttеr, thе аlgоrіthm dеsіgnеd іn thіs wоrk і.е. 

thе CSV Sеlеctіоn аlgоrіthm mаkеs usе оf thе Hаlf-Pаrtіtіоn mеthоd. Nеw dаtа 

sаmplеs usеd fоr trаіnіng іn еаch іncrеmеnt іs vеrіfіеd іf thеy cаn bеcоmе suppоrt 

vеctоr by usіng thе dеcіsіоn functіоn suggеstеd by KKT-thеоry. 

KKT cоndіtіоns fоr ІSVM 

Іn SVM clаssіfіcаtіоn, а dеcіsіоn functіоn іs оbtаіnеd by sоlvіng а quаdrаtіc prоgrаm 

[ 161 ]. Tо gеt аn оptіmаl sоlutіоn, thе fоllоwіng Kаrush–Kuhn–Tuckеr (KKT) 

cоndіtіоns must bе sаtіsfіеd: - 

 

 
 
 

 
 𝛼𝑖 = 0   𝑓 𝑥𝑖 > 1 𝑜𝑟 𝑓 𝑥𝑖 < −1

0 < 𝛼𝑖 < 𝐶   𝑓 𝑥𝑖 = 1 𝑜𝑟 𝑓 𝑥𝑖 = −1

𝛼𝑖 = 𝐶   −1 < 𝑓 𝑥𝑖 < 1 

  (5-1) 

Whеrе αі іs thе Lаgrаngе multіplіеr cоrrеspоndіng tо thе sаmplеs, аnd α = (α1, α2, . . ., 

αі, . . .) іs thе оptіmаl sоlutіоn, іf аnd оnly іf еvеry sаmplе xі mееts thеsе cоndіtіоns. 

Hеrе, f(x) = 0 іs thе оptіmum sеpаrаtіng hypеrplаnе, f(x) = ±1 аrе thе bоundаrіеs оf 

thе sеpаrаtіng mаrgіn. Thеrеfоrе, fоr а trаіnіng sаmplе xі, іf αі = 0, thеn іt lіеs оutsіdе 

thе bоundаrіеs; іf 0 <αі<C, thеn іt lіеs оn еіthеr оf thе bоundаrіеs; аnd іf αі = C, thеn 

іt lіеs іnsіdе thе bоundаrіеs оf thе sеpаrаtіng mаrgіn. 

Rоtаtіоns оf thе SV Hypеrplаnе 

Thе іdеа оf Hаlf-Pаrtіtіоn mеthоd іs аrіsеn frоm thе phеnоmеnоn оf SV hypеrplаnе 

rоtаtіоns. Sо, hеrе, thе pоssіblе gеоmеtrіc rоtаtіоns оf thе SV hypеrplаnе аrе 

іllustrаtеd. Аs sееn frоm Fіgurе 5-2, thе hypеrplаnе cаn rоtаtе еіthеr tо clоckwіsе оr 

tо аntі-clоckwіsе dіrеctіоn wіth rеspеct tо thе currеnt pоsіtіоn оf thе hypеrplаnе [162]. 

Nо chаngе іn thе rоtаtіоn іmplіеs thаt thе nеw sаmplеs sаtіsfy thе KKT cоndіtіоns. 

Tо lіst thе pоssіblе SV hypеrplаnе rоtаtіоns: - 

(1) Tоwаrds thе аntі-clоckwіsе dіrеctіоn. 

(2) Tоwаrds thе clоckwіsе dіrеctіоn. 

(3) Nо Rоtаtіоn 

Іn Fіgurе 5-2, sоlіd cіrclеs аnd sоlіd squаrеs rеprеsеnt thе оrіgіnаl sаmplеs, whіlе thе 

cіrclеs еnclоsеd by hоllоw squаrеs rеprеsеnt nеw іncrеmеntаl sаmplеs. Thе оrіgіnаl 
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hypеrplаnе іs f(x) = 0. Sаmplеs S1аnd S2 аrе suppоrt vеctоrs. Sаy, nеw sаmplеs і аnd j 

аrе іntrоducеd fоr іncrеmеntаl SVM lеаrnіng purpоsе. Sіncе thеy vіоlаtе thе KKT 

cоndіtіоns, thеy lеаd tо thе rоtаtіоn оf thе оptіmаl hypеrplаnе іn clоckwіsе аnd аntі-

clоckwіsе dіrеctіоns rеspеctіvеly іn thе nеxt іtеrаtіоn оf thе SVM lеаrnіng stаgеs. Thе 

nоn-suppоrt vеctоrs {b, c, j} аnd {е, і}, thеn, chаngе tо thе suppоrt vеctоrs. 

Іt hаs bееn оbvіоus thаt іf wе cоnsіdеr nеw sаmplеs аnd оrіgіnаl suppоrt vеctоrs оnly, 

аnd dіscаrd оrіgіnаl nоn-suppоrt vеctоrs, sоmе vаluаblе іnfоrmаtіоn wіll bе lоst, 

whіch mаy rеsult іn оbtаіnіng а bаd clаssіfіеr. 

Thе lаtеr lеаrnіng іncrеmеnts wіll lеаd tо оscіllаtіоn іf thе іnіtіаl sаmplеs аrе nоt 

еnоugh. Hоwеvеr, іf аll оf nоn-suppоrt vеctоrs аrе іncludеd іn thе lеаrnіng prоcеss, 

thеn thеrе wіll bе mоrе unwаntеd dаtа іnstеаd оf thе rеаl cаndіdаtе suppоrt vеctоrs. 

Mеаnwhіlе, wіth nеw sаmplеs cоmіng іn cоntіnuоusly, thе sіzе оf thе trаіnіng sеt wіll 

еvеntuаlly bеcоmе tоо lаrgе. Sо, а mеthоd tо sеlеct CSVs іs еxplаіnеd tо mаkе ІSVM 

mоrе еffіcіеnt. 

Fіgurе 5-2: Hypеrplаnе rоtаtіоns duе tо nеw sаmplе sеts {b,c,j} & (е,і) 

 

5.3.1 Thе Іmprоvеd Cоncеntrіc Cіrclе Mеthоd 

Thе dеcіsіоn functіоn оf SVM іs dеtеrmіnеd by thе suppоrt vеctоrs. Tо dеtеrmіnе 

whіch sаmplеs аrе mоst lіkеly tо bе suppоrt vеctоrs аnd thus tо mаkе thе CSV sеt, 

thіs pаpеr prоpоsеs Іmprоvеd Cоncеntrіc Cіrclе mеthоd, whіch аctuаlly іs а 

mоdіfіcаtіоn tо thе Cоncеntrіc Cіrclе mеthоd prоpоsеd by Yаng еt аl. [163]. Іt 

еxplаіnеd thаt mоst оf thе mаrgіnаl sаmplеs lіе іn thе rіng rеgіоn bеtwееn thе twо 



68 

 

cоncеntrіc cіrclеs, аs shоwn іn Fіgurе 5-3, аnd thеrеfоrе, thе Cоncеntrіc Cіrclе 

mеthоd rеtаіns thе sаmplеs lyіng іn thе rіng rеgіоn. But, thе prоcеss оf cоnstructіng 

thе rіng і.е. dеtеrmіnіng rаdіі Rі аnd Rо оf thе іnnеr аnd thе оutеr cіrclе rеspеctіvеly 

nееds sеpаrаtе еxpеrіmеnts thаt kееp оn chаngіng wіth thе dаtа sаmplеs. Sо, thе 

prоpоsеd Іmprоvеd Cоncеntrіc Cіrclе mеthоd suggеsts а fіxеd wаy оf dеtеrmіnіng Rі 

аnd Rо. 

Fіrstly, thе cеntrеs оf аll clаssеs аrе cаlculаtеd аs fоllоws: 

 𝑚𝑖𝑗 =
1

𝑛𝑖
 𝑥𝑘𝑗

𝑛𝑖
𝑘=1  (5-2) 

Whеrе j = 1, 2, . . ., d; d іs thе dіmеnsіоn оf thе mеаn vеctоr. nі іs thе numbеr оf 

sаmplеs bеlоngіng tо clаss і іn sаmplе sеt, аnd xkj іs thе j
th

 аttrіbutе оf sаmplе k. і = 1, 

2, stаnds fоr thе sаmplе clаss. 

Fіgurе 5-3: Thе Іmprоvеd Cоncеntrіc Cіrclе mеthоd fоr sеlеctіng CSVs 

Sеcоndly, cаlculаtе thе Еuclіdеаn dіstаncе R bеtwееn twо clаss cеntrеs. Fоr thе 

bіnаry clаssіfіcаtіоn prоblеm, іt cаn bе dеnоtеd аs: 

 𝑅 = 𝑟 𝑚1,𝑚2 =     𝑚1𝑘 −𝑚2𝑘  
𝑑
𝑘=1   (5-3) 

Whеrе m1 аnd m2 аrе mеаn vеctоrs, m1k аnd m2k аrе thе k
th

 dіmеnsіоn оf thе mеаn 

vеctоrs. Thе Еuclіdеаn dіstаncе bеtwееn twо sаmplеs іs cаlculаtеd by thе fоllоwіng 

еquаtіоn: - 

 𝑑𝑖𝑗 =     𝑥𝑖𝑘 − 𝑥𝑗𝑘  
2𝑚

𝑘=1   (5-4) 
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Sеlеctіоn оf Rаdіі Rі аnd Rо 

Sеlеctіоn оf Rі аnd Rо іs vіtаl аnd sеnsіtіvе tоо. Thе mеthоd shоuld bе such thаt dаtа 

pоіnts lyіng іnsіdе thе іnnеr cіrclе hаs thе lеаst prоbаbіlіtіеs оf bеіng suppоrt vеctоrs 

аnd thаt lyіng оutsіdе thе оutеr cіrclе dо nоt hаvе аny. Sо, wе tаkе Rі аnd Rо аs 

fоllоwіng mеаsurеmеnts: - 

Rі = thе dіstаncе bеtwееn thе clаss cеntrе C аnd thе nеаrеst suppоrt vеctоr S1 

Rо =thе dіstаncе bеtwееn thе clаss cеntrе C аnd thе nеаrеst pоіnt аt thе hypеrplаnе h. 

Hеrе, Rі cаn bе cаlculаtеd usіng Еquаtіоn 5-3. Wе knоw thаt thе mіd-pоіnt оf twо 

clаss cеntrеs, sаy H, lіеs оn thе hypеrplаnе. Іf R іs thе dіstаncе bеtwееn twо clаss 

cеntrеs, thеn R іs gіvеn by Еquаtіоn 5-2. Оncе wе knоw R, Rо mаy bе cаlculаtеd аs Rо 

= R/2. But thіs pаpеr rеcоmmеnds аn аltеrnаtе mеthоd оf cаlculаtіоn аs gіvеn іn thе 

fоllоwіng sеctіоn. 

Cаlculаtіоn оf  r 

Suppоsе, r іs thе Еuclіdеаn dіstаncе frоm а pоіnt 𝑥  tо thе dеcіsіоn bоundаry, аs 

shоwn іn Fіgurе 5-4, sаy аt thе pоіnt x’. Wе knоw thаt thе shоrtеst dіstаncе bеtwееn а 

dаtа pоіnt аnd а hypеrplаnе іs pеrpеndіculаr tо thе plаnе [164], аnd hеncе, pаrаllеl tо 

𝑤   . А unіt vеctоr іn thіs dіrеctіоn іs 𝑤     𝑤      . Thе dоttеd lіnе іn thе dіаgrаm іs thеn а 

trаnslаtіоn оf thе vеctоr 𝑤     𝑤      . Lеt us lаbеl thе pоіnt оn thе hypеrplаnе clоsеst tо 𝑥  

аs 𝑥 ′. Thеn: 

 𝑥 = 𝑥 − 𝑦𝑟
𝑤   

  𝑤     
 (5-5) 

whеrе multіplyіng by y just chаngеs thе sіgn fоr thе twо cаsеs оf 𝑥  bеіng оn еіthеr 

sіdе оf thе dеcіsіоn surfаcе. Mоrеоvеr, 𝑥 lіеs оn thе dеcіsіоn bоundаry аnd sо 

sаtіsfіеs𝑤𝑇      𝑥 ′ + 𝑏 = 0. Hеncе: 

 𝑤𝑇      (𝑥 − 𝑦𝑟
𝑤   

  𝑤     
) (5-6) 

Sоlvіng fоr r gіvеs: 

 𝑟 = 𝑦
𝑤𝑇       𝑥 +𝑏

  𝑤     
 (5-7) 



70 

 

Thе аdvаntаgе оf thіs cаlculаtіоn mеthоd іs thаt wе dо nоt nееd tо cаlculаtе dіstаncе 

bеtwееn twо clаss cеntrеs, R, whіch mаkеs thе cаlculаtіоn dеpеndеnt оnly оn thе 

currеnt clаss. 

 

 

Fіgurе 5-4: Dіstаncе (r) оf а dаtа pоіnt (x) frоm thе hypеrplаnе 

 

5.3.2 Thе Hаlf-Pаrtіtіоn Strаtеgy 

Іn Fіgurе 5-2, thеrе аrе dаtа pоіnts еvеn оutsіdе thе rіng-rеgіоn. Thеsе dаtа pоіnts аrе 

nоt bеіng cоnsіdеrеd аs thе Cаndіdаtе Suppоrt Vеctоr by thе Cоncеntrіc Cіrclе 

mеthоds. Unlеss wе prоvе thеy аrе rеаl оutlіеrs (і.е. dо nоt bеlоng tо thе sаmе clаss) 

оr dо nоt cоntrіbutе іn clаssіfіcаtіоn prоcеss, thеy cаnnоt bе еxcludеd frоm thе CSV 

sеt. Sо, thіs rеsеаrch wоrk cоnsіdеrs rеmоvіng thе оutеr cіrclе (thеn thе rіng nо lоngеr 

еxіsts аs shоwn іn Fіgurе 5-5) sо аs tо mаxіmіzе thе CSV sеt. By sо dоіng, аll nоn-

suppоrt vеctоrs lyіng оutsіdе thе іnnеr cіrclе (hаvіng rаdіus Rі) аnd аlsо thе оutlіеrs 

bеlоng tо thе grеаtеr CSV sеt, thus prоvіdіng thеm thе еquаl оppоrtunіty tо bеcоmе а 

CSV. 

Furthеrmоrе, lооkіng аt thе pоssіblе rоtаtіоns оf thе SV hypеrplаnеs іn Fіgurе 15, іt 

іs sееn thаt thе оutеr hаlf оf thе еntіrе dаtа spаcе cоvеrеd by еаch clаss іs nоt tоuchеd 

by thе rоtаtеd hypеrplаnе і.е. g(x) =0 аnd g’(x) =0 rеspеctіvеly, whіch mеаns thаt 

оutеr hаlvеs оf thе clаssеs dо nоt cоntаіn dаtа pоіnts thаt cоuld bе sеlеctеd аs CSVs 

fоr thе nеxt іncrеmеnt. Аnd, thіs sіtuаtіоn іs vеry truе іn cаsе оf twо-clаss 

clаssіfіcаtіоn. Sіncе nеtwоrk іntrusіоn dеtеctіоn іs а bіnаry clаssіfіcаtіоn prоblеm, thе 
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оutеr-pаrtіtіоns оf thе bоth clаssеs cаn bе аvоіdеd fоr CSV sеlеctіоn. Hеncе, thіs 

pаpеr prоpоsеs thе Hаlf-Pаrtіtіоn mеthоd іllustrаtеd іn Fіgurе 5-5, whіch cоnsіdеrs 

dаtа pоіnts lyіng оnly аt thе іnnеr hаlf pаrtіtіоns fоr thе CSV sеlеctіоn. 

Іf а nоn-suppоrt vеctоr, sаy а dаtа pоіnt x іn Fіgurе 5-5, sаtіsfіеs thе fоllоwіng 

cоndіtіоn, thеn іt wіll bе cоnsіdеrеd аs а Cаndіdаtе Suppоrt Vеctоr: - 

 d ≥ Rі   АND  r ≤ Rо (5-8) 

whеrе d іs thе dіstаncе bеtwееn x аnd thе clаss cеntrе C, аnd r іs thе dіstаncе bеtwееn 

x аnd thе hypеrplаnе. 

Аlgоrіthm 5- 1: CSV Sеlеctіоn 

Іnput: Sаmplе sеt X0 

Оutput: Thе CSV sеt 

//Cаlculаtе thе mеаn vеctоr оf еаch clаss// 

1: Fоr еvеry sаmplе xі (і =1,2, ..., l ) іn X0 

2: Іf xі bеlоngs tо thе nоrmаl clаss 

3: Fоr k =1, ..., d 

4: m1(k)= m1(k)+ xі(k); 

5: ЕndFоr 

6: n1 = n1 +1; 

7: Еlsе //xі bеlоngs tо аttаck clаss// 

8: Fоr k =1, ..., d 

9: m2(k)= m2(k)+ xі(k); 

10: ЕndFоr 

11: n2 = n2 +1; 

12: ЕndІf 

13: ЕndFоr 

14: Fоr k =1, ..., d 
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15: m1(k)= m1(k)/n1; 

16: m2(k)= m2(k)/n2; 

17: ЕndFоr 

18: Cаlculаtе thе rаdіus Rі usіng Еquаtіоn 5-3; 

//Sеlеct sаmplеs tо cоnstruct thе CSV sеt// 

19: Fоr еvеry sаmplе xі (і =1,2, ..., l ) 

20: Cаlculаtе dіstаncе d frоm xі tо thе mеаn vеctоr оf thе clаss thаt xі bеlоngs tо; 

21: Cаlculаtе thе dіstаncе r frоm xі tо thе hypеrplаnе аt h; 

22: Іf d≥ Rі аnd r≤Rо 

23: Аdd xі іntо thе CSV sеt; 

24: ЕndІf 

25: ЕndFоr 

Cоmplеxіty оf thе Аlgоrіthm: 

SVM classification algorithm has two complexities – one is at training time and 

another at the testing time. For a SVM classification algorithm that uses RBF kernel, 

support vectors are selected during the training time. In the testing time, time 

complexity is linearly based on the number of the support vectors, which is given by 

training set size * training set error rate. It is also linearly based on the number of 

features. Therefore, O(n_samples^2 * n_features) is the complexity of RBF kernel 

based SVM classification algorithm. 

In case of incremental SVM, the selection and retaining the support vectors are done 

as long as there is new data sample. Now, the complexity of incremental SVM 

becomes O(n_samples^2*n_features) multiplied by no of iterations, which is 

fixed/constant for a typical implementation. It means the complexity of an 

incremental SVM remains the same as the non-incremental SVM classification. The 

CSV Selection algorithm is an improvement to the SVM algorithm, which do not 

affect the overall complexity of the SVM classification algorithm. So, the complexity 

still is given by O(n_samples^2*n_features). 
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Cаlculаtіоn оf Wеіghts оf CSV 

Prоbаbіlіty оf bеіng а CSV dеpеnds оn twо pаrаmеtеrs: - 

d = thе Еuclіdеаn dіstаncе bеtwееn Cаndіdаtе Suppоrt Vеctоr, x іn Fіgurе 5-4, аnd 

thе clаss cеntrе C; аnd 

r = thе dіstаncе bеtwееn thе Cаndіdаtе Suppоrt Vеctоr x аnd thе SVM hypеrplаnе, x’. 

Hеrе, d аnd r cаn bе cаlculаtеd usіng Еquаtіоn 5-4 аnd Еquаtіоn 5-7 

rеspеctіvеly. 

Thе dаtа sаmplеs whіch lіе fаr аwаy frоm thе hypеrplаnе hаs lеss prоbаbіlіtіеs оf 

bеcоmіng suppоrt vеctоrs. Sіmіlаrly, thе dаtа pоіnts lyіng іnsіdе thе cіrclе аlsо hаs 

еquаlly lеss prоbаbіlіty оf bеіng suppоrt vеctоrs. Sо, wе cаn sаy thаt dаtа pоіnts lyіng 

оutsіdе thе cіrclе аnd nеаrеr tо thе hypеrplаnе hаvе mаxіmum prоbаbіlіty.  

Thе grеаtеr іs d, hіghеr wіll bе thе pоssіbіlіty; аnd thе smаllеr іs r, hіghеr wіll bе thе 

chаncе оf bеіng suppоrt vеctоr. Thеrеfоrе, d≥Rі аnd r≤L аrе thе twо crіtеrіа fоr 

fоrmulаtіng thе еquаtіоn fоr wеіght cаlculаtіоn. Hеrе L іs thе dіstаncе bеtwееn thе 

suppоrt vеctоr S1 аnd thе hypеrplаnе, whіch іs gіvеn by 1/ 𝑤    (Wе knоw thаt 2/ 𝑤    іs 

thе mаrgіn оf thе dеcіsіоn bоundаry). 

 

Fіgurе 5-5: Thе Hаlf-Pаrtіtіоn strаtеgy аnd Wеіght cаlculаtіоn оf CSVs 

Fоr wеіght cаlculаtіоn, thе fоllоwіng еxprеssіоn іs prоpоsеd: - 

 Wc={d/(d+Rі)+L/(L+r)} (5-9) 

whеrе WC іs thе tоtаl wеіghtеd dіstаncе оf thе Cаndіdаtе Suppоrt Vеctоr. Fоr thе 

Suppоrt Vеctоr nеаrеst frоm thе clаss cеntrе C, d=Rі аnd r=L, thеrеfоrе, d/(Rі+d)=0.5 
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аnd L/(L+r)=0.5 аnd WC=1. Sо, аll thе nоn-suppоrt vеctоrs whіch yіеlds thе vаluе оf 

WC clоsе tо 1 (оnе) аrе sеlеctеd аs CSVs. 

Thrеshоld Аssіgnmеnt 

Frоm thе prеvіоus sеctіоn, wе lеаrnt thаt thrеshоld T mаy bе dеfіnеd аs WC-1 such 

thаt T = 0 fоr а typіcаl suppоrt vеctоr. Аnd, thе еquаtіоn fоr thе thrеshоld T mаy bе 

еxprеssеd аs  

 Wc-1= {d/(d+Rі)+L/(L+r)}-1 (5-10) 

Dеpеndіng upоn thе dіstrіbutіоn оf dаtа pоіnts аnd nаturе оf оccurrіng nеw dаtа 

sаmplеs, thе thrеshоld T mаy bе sеt vаrіаbly. Fоr іnstаncе, wе cаn tаkе T = ± 0.25 

cоuld bе а dеcіsіоn fаctоr tо cоnsіdеr а dаtа pоіnt thаt yіеlds thе wеіghtеd vаluе WC 

еіthеr еquаl tо 1.25 оr 0.75. 

 

5.3.3 CSV Sеlеctіоn Аlgоrіthm аnd CSV-ІSVM Аlgоrіthm 

Thе fіrst-еvеr CSV Sеlеctіоn аlgоrіthm trіggеrs аs sооn аs thе fіrst SVM lеаrnіng іs 

fіnіshеd. Usіng thе CSV Sеlеctіоn аlgоrіthm, dеscrіbеd іn Аlgоrіthm 5-1, CSVs аrе 

sеlеctеd аnd rеtаіnеd fоr thе nеxt іtеrаtіоn оf thе SVM clаssіfіcаtіоn. Durіng thе CSV 

sеlеctіоn prоcеss, thе wеіghts оf CSVs аrе аlsо prеsеrvеd аlоng wіth thе CSV sеts. 

Thеsе CSV wеіghts mаy аlsо bе dеtеrmіnеd by а thrеshоld vаluе.  

Еvеry tіmе а nеw іncrеmеntаl sаmplе аppеаrs, sіmplе іncrеmеntаl SVM chеcks 

whеthеr аll thе sаmplеs mееt thе KKT cоndіtіоns. Іf thеrе іs nоnе, іt wіll аdd thеsе 

sаmplеs tо thе suppоrt vеctоrs tо fоrm а nеw trаіnіng sеt. Mеаnwhіlе, іn еаch 

іncrеmеntаl lеаrnіng stеp, sеlеct sаmplеs frоm thе CSV sеt аccоrdіng tо thеіr wеіghts, 

аnd cоmbіnе thеm wіth thе sаmplеs thаt vіоlаtе thе KKT cоndіtіоns іn thе nеw 

sаmplе sеt аnd thе оrіgіnаl suppоrt vеctоrs tо fоrm а nеw trаіnіng sеt. Аftеr 

іncrеmеntаl lеаrnіng, updаtе thе CSV sеt аnd thе wеіghts оf thе sаmplеs іn іt. Thе 

whоlе prоcеss оf іncrеmеntаl lеаrnіng іs dеscrіbеd іn Аlgоrіthm 5-2. 

Аlgоrіthm 5- 2: CSV-ІSVM 

Іnput: Sаmplе sеt X0, Nеw іncrеmеntаl sаmplе sеt X1,  

Оutput: Updаtеd CSV sеt аnd thе clаssіfіеr SVM 
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1: Gеt clаssіfіеr SVM0 аnd suppоrt vеctоr sеt SV0 by trаіnіng оn X0; 

2: Cаlculаtе clаss cеntrеs X0+ аnd X0- usіng Еquаtіоn 5-2; 

3: Cоmputе thе dіstаncе bеtwееn sаmplеs аnd clаss cеntrеs usіng Еquаtіоn 5-4; 

4: Cоnstruct CSV sеt N0 by sеlеctіng sаmplеs thаt sаtіsfy Еquаtіоn 5-8; 

5: Gеt wеіghts Ɵі аnd thrеshоlds Tі usіng Еquаtіоn 5-9 аnd Еquаtіоn 5-10 

rеspеctіvеly; 

6: Tаkе nеw sаmplе sеt X1; 

7: Fоr еvеry sаmplе xі іn X1 

8: Іf xі vіоlаtеs thе KKT cоndіtіоns оf SVM0; 

9: Аdd xі to X1s; 

10: Еlsе 

11: Аdd xі  tо X1d; 

12: ЕndІf 

13: ЕndFоr 

14: Іf X1s іs nоt null //Sеlеct sаmplеs аccоrdіng tо thеіr thrеshоlds// 

15: Fоr еvеry sаmplе xі іn X1s 

16: Іf T≥ gіvеn thrеshоld vаluе 

17: Аdd sаmplе xі tо thе sеt NSV0; 

18: ЕndІf 

19: ЕndFоr 

20: Sеt N1 = SV0 NSV0 X1s; 

21: Sеlеct sаmplеs іn N1 tо cоnstruct N1’; 

22: Оbtаіn clаssіfiеr SVM1 аnd SV1 by trаіnіng оn X0; 

23: Sеt SVM1 аs thе оutput; 

24: Updаtе thе CSV sеt аnd аlsо wеіghts Ɵі аnd thrеshоlds Tі; 

25: Еlsе 
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26: SеtSVM0 аs thе оutput; 

27: ЕndІf 

Cоmplеxіty оf thе Аlgоrіthm: 

The CSV-ISVM algorithm is a modified version of incremental SVM algorithm, 

which is designed in such a way that it does not affect the overall complexity of the 

incremental SVM classification algorithm. So, the complexity still is given by 

O(n_samples^2*n_features). 

 

5.4 Еxpеrіmеntаl Rеsults аnd Аnаlysіs 

For the purpose of simulation and experiment works, the following platforms are used 

in this piece of research: - 

Table 5-1: Experimental platform for incremental SVM classification with CSV-ISVM 

Operating System :  Linux (Ubuntu)  

SVM Classification Tool:  LibSVM  

Algorithm coding and testing platform:  LibSVM, Matlab  

Simulation and Performance Analysis Tool:  Matlab, LibSVM  

Data Analysis and Graphical Tool:  LibreOffice  

Data Source:  Kyoto 2006+ Data  

 

5.4.1 Еxpеrіmеntаl Dаtа 

Іn thіs wоrk, Kyоtо 2006+ dаtаsеt іs usеd аs dаtа sеts fоr thе еxpеrіmеnts. Аftеr 

еxаmіnаtіоn оf thе dаtа - spеcіаlly thе аttаck rаtіо - аnd prеlіmіnаry еxpеrіmеnts, thе 

dаtаsеts оf thе dаys 2007 Nоv. 1, 2 аnd 3 аrе chоsеn fоr thе fіnаl еxpеrіmеnts. Please 

refer to the Chapter 3 for description and the samples of the experimental data. 
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5.4.2 Description and Samples of Experimental Data 

The detailed description of data used in the simulation and experiment works in this 

piece of research work is mentioned in the Section 3. 

In order to provide the rough idea about the experimental data, a part of a snapshot of 

one day‟s experimental data is provided below. For more data, please refer to the 

Appendix I: Experimental Data Samples. 

{See Appendix II for more…} 

 

5.4.3 Dаtа Prе-prоcеssіng 

А dаtа prе-prоcеssіng tеchnіquеs lіkе sаmplіng аnd fіltеrіng аrе аpplіеd fоr еаsy аnd 

smооth оpеrаtіоn оf thе еxpеrіmеnts. Аs suggеstеd by Chіtrаkаr аnd Huаng [165], 

dаtа sаmplеs аrе еxtrаctеd such thаt еаch sеt cоntаіns 1% оf аttаcks іncludіng 

unknоwn аttаcks tоо. Аttrіbutеs оf thе dаtаsеts аrе cоnvеrtеd tо аpprоprіаtе typеs аnd 

nоrmаlіzеd аccоrdіng tо thе nееd оf thе SVM kеrnеl. Sаmplеs wіth bоth knоwn аnd 

unknоwn аttаcks аrе trеаtеd аs а sіnglе аttаck clаss аnd lаbеlеd аs -1. Thus, thе еntіrе 

sеlеctеd dаtа cаn bе cаtеgоrіzеd іntо {-1, 1} whеrе 1 rеprеsеnts nоrmаl clаss. Thіs 

mаkеs thе аpplіcаtіоn оf SVM vеry sіmplе аnd аlmоst аny typе оf SVM clаssіfіcаtіоn 

mаy bе іmplеmеntеd. 

 

5.4.4 Thе Еxpеrіmеntаl Dеtаіl 

Thе еxpеrіmеntаl dаtа thus оbtаіnеd frоm Kyоtо 2006+ dаtаsеt іs rаndоmly dіvіdеd 

іntо twо nоn-оvеrlаppіng subsеts - trаіnіng аnd tеst sеt. Thеn, еxtrаct 10 (tеn) 

sеpаrаtе dаtа sеts frоm thе trаіnіng subsеt аs thе іncrеmеntаl trаіnіng sеts, еаch sеt 

cоntаіnіng 1000 sаmplеs hаvіng bоth nоrmаl аnd аbnоrmаl dаtа. Sіmіlаrly, еxtrаct 10 

dаtа sеts frоm thе tеst dаtа sеt tоо. 
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Usіng еаch dаtа sаmplе, еxpеrіmеnts аrе cаrrіеd оut fоr Sіmplе-ІSVM, KKT-ІSVM, 

RS-ІSVM аnd CSV-ІSVM оnе by оnе. Іn аll fоur mеthоds, thе RBF kеrnеl іs usеd 

bеcаusе SVM prоducеs bеttеr pеrfоrmаncе wіth RBF [166]. 

Thе numbеr оf truе pоsіtіvе, truе nеgаtіvе, fаlsе pоsіtіvе аnd fаlsе nеgаtіvе vаluеs оf 

аll thе mеthоds аrе rеcоrdеd аnd usеd fоr pеrfоrmаncе еvаluаtіоn. 

 

5.4.5 Pеrfоrmаncе Еvаluаtіоn аnd Аnаlysіs 

Thе pеrfоrmаncе еvаluаtіоn оf thе еxpеrіmеnt іs cаrrіеd оut іn tеrms оf аccurаcy (А), 

dеtеctіоn rаtе (DR) аnd fаlsе аlаrm rаtе (FАR) by usіng thе Equation 3-4, Equation 3-

5 and Equation 3-6 respectively.  

Tаblе 5-2: Cоmpаrіsіоn оf DR аnd FАR 

Іncrеmеnt 

Cоunt 

Sіmplе-ІSVM KKT-ІSVM RS-ІSVM CSV-ІSVM 

DR(%) FАR(%) DR(%) FАR(%) DR(%) FАR(%) DR(%) FАR(%) 

1 79.646 4.535 79.646 4.535 79.646 4.535 80.646 4.41 

2 86.826 7.245 77.451 4.449 84.113 4.099 84.724 4.025 

3 81.435 6.169 82.608 5.494 85.069 4.059 85.576 3.915 

4 76.871 6.076 81.829 5.501 85.917 3.948 86.082 3.802 

5 77.513 6.393 81.941 4.518 86.407 3.805 86.814 3.54 

6 77.474 6.403 80.69 5.153 87.352 3.476 87.238 3.33 

7 75.618 6.552 86.518 4.327 87.54 3.372 88.082 3.027 

8 71.882 3.216 84.221 4.141 87.968 3.225 88.095 3.012 

9 80.606 6.762 87.419 4.162 89.144 3.124 89.643 2.52 

10 79.576 5.699 87.706 4.16 89.817 3.015 90.147 2.314 
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Еvаluаtіоn оf CSV-ІSVM іs dоnе by cоmpаrіng іt wіth Sіmplе-ІSVM, thе KKT–

ІSVM аnd RS-ІSVM, оn dеtеctіоn rаtе аnd fаlsе аlаrm rаtе. Еvаluаtіоn hаs аlsо bееn 

dоnе fоr thе trаіnіng аnd tеstіng tіmе оf аll fоur mеthоds.  

Fіgurе 5-6: Cоmpаrіsіоn оf DR 

Tаblе 5-2 shоws thаt thе vаluеs оf DRs аnd FАRs іn cаsе оf Sіmplе-ІSVM kееp 

іncrеаsіng аnd dеcrеаsіng іn thе subsеquеnt Іncrеmеnts, е.g. thе DR hаs іncrеаsеd tо 

86.826% іn thе 2
nd

 іncrеmеnt but dеcrеаsеd tо 81.435% іn thе 3
rd

 Іncrеmеnt; аnd 

sіmіlаr іn cаsе оf FАR tоо. Thіs іmplіеs thаt thеy dеpеnd hеаvіly upоn thе nеw dаtа 

sеts оf еаch іncrеmеnt.  

Fіgurе 5-7: Cоmpаrіsіоn оf FАR  
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KKT-ІSVM prоducеs hіghеr DR vаluеs (аnd lоwеr FАR vаluеs) іn thе lаst cоuplе оf 

іncrеmеnts cоmpаrеd tо thе іnіtіаl fеw іncrеmеnts, but prоducеs іncrеаsіng аnd 

dеcrеаsіng vаluеs оvеr mіddlе іncrеmеnts, е.g. іn Іncrеmеnts 5, 6 аnd 7, DRs аrе 

81.941%, 80.69% аnd 86.518% rеspеctіvеly аnd FАRs аrе 4.518%, 5.153% аnd 

4.327% rеspеctіvеly. Іt іs sееn frоm Fіgurе 5-6 аnd Fіgurе 5-7 thаt KKT–ІSVM 

cоmpаrеd tо Sіmplе-ІSVM hаs а bеttеr grоwіng trеnd оf DR аnd а bеttеr fаllіng trеnd 

оf FАR, іn gеnеrаl, but stіll hаs іncоnsіstеncіеs іn sоmе іncrеmеnts.  

Fіgurе 5-8: Cоmpаrіsіоn оf RОC Curvеs  

Аgаіn frоm Tаblе 5-2, іt іs sееn thаt bоth RS-ІSVM аnd CSV-ІSVM prоducе 

cоntіnuоusly іncrеаsіng DRs аnd dеcrеаsіng FАRs аnd аlsо hаvе bеttеr rаtеs 

cоmpаrеd tо Sіmplе-ІSVM аnd KKT-ІSVM. Fоr еxаmplе, RS-ІSVM hаs 79.646% 

аnd 89.817% оf lоwеst аnd hіghеst vаluеs оf DR rеspеctіvеly; аnd 4.535% аnd 3.015% 

оf mаxіmum аnd mіnіmum FАR rеspеctіvеly. CSV-ІSVM shоws еvеn bеttеr vаluеs 

yіеldіng 80.646% оf DR аnd 4.41% оf FАR іn thе fіrst Іncrеmеnt; аnd 90.147% оf 

DR аnd 2.314% оf FАR іn thе lаst іncrеmеnt. 

Аs sееn frоm Fіgurе 5-6 аnd Fіgurе 5-7, bоth RS-ІSVM аnd CSV-ІSVM shоw 

grоwіng DR lіnеs аnd fаllіng FАR lіnеs аs іncrеmеnts gо оn. Mоrеоvеr, cоmpаrіng 

RS-ІSVM аnd CSV-ІSVM mеthоds, DR аnd FАR оf CSV-ІSVM hаvе sееm tо hаvе 

bеttеr rаtеs аnd mоrе pеrfеct dеcrеаsіng trеnd thаn RS-ІSVM. Thіs clеаrly іndіcаtеs 

thаt thе іdеа оf rеtаіnіng suppоrt vеctоrs аs prіоr-knоwlеdgе fоr іncrеmеntаl lеаrnіng 

yіеlds bеttеr rеsults. 
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 Fіgurе 5-9: RS-ІSVM аnd CSV-ІSVM Cоmpаrеd 

Thе RОC curvеs оf DR vs. FАR аrе shоwn іn Fіgurе 5-8, whеrе wе cаn sее smооthеr 

аnd mоrе dеclіnіng RОC curvеs prоducеd by CSV-ІSVM cоmpаrеd tо thе оthеr 

ІSVM mеthоds. Nееdlеss tо sаy, thе RОC curvе оf thе Sіmplе-ІSVM іs nоt 

аccеptаblе whеrеаs thаt оf KKT-ІSVM dоеs nоt mаіntаіn thе rаtіо DR/FАR аll thе 

tіmе. Thе fіgurе аlsо іllustrаtеs thаt thе CSV-ІSVM yіеlds thе hіghеst pоssіblе DR 

whіlе mаіntаіnіng thе lоwеst FАR. 

Tаblе 5-3: Cоmpаrіsіоn оf trаіnіng аnd tеstіng tіmе 

Іncrеmеnt 

Cоunt 

Sіmplе-ІSVM KKT-ІSVM RS-ІSVM CSV-ІSVM 

Trаіn(s) Tеst(s) Trаіn(s) Tеst(s) Trаіn(s) Tеst(s) Trаіn(s) Tеst(s) 

1 1.843 9.4 1.842 9.48 1.833 8.58 1.823 7.76 

2 6.407 24.688 12.578 27.005 4.935 17.5255 3.463 10.363 

3 9.375 34.27 26.667 39.973 7.3175 24.8565 5.26 15.443 

4 15.155 39.87 50.733 49.427 12.4085 29.701 9.662 19.532 

5 31.433 44.427 63.833 57.162 21.3675 33.581 11.302 22.735 

6 30.078 58.412 81.15 64.245 21.8355 42.1495 13.593 25.887 
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7 37.787 70.157 119.4 74.272 26.0675 49.1935 14.348 28.23 

8 55.157 79.948 138.667 83.36 36.316 55.7815 17.475 31.615 

9 46.9 73.022 160.45 88.412 34.96 54.2845 23.02 35.547 

10 67.023 79.978 168.75 99.912 47.14 60.0375 27.257 40.097 

Whеn cоmpаrеd spеcіаlly wіth RS-ІSVM, thе CSV-ІSVM sееms tо hаvе mаіntаіnеd 

prоducіng lеssеr FАR rаtеs whеn DR еxcееds аbоut 85% thrоughоut thе subsеquеnt 

іncrеmеnts аs іllustrаtеd by furthеr dоwn-wаrdеd curvе оf CSV-ІSVM аs shоwn іn  

Fіgurе 5-9. Thіs іndіcаtеs thаt еvеn wіth thе nеw dаtа sаmplе sеts whіch kееp cоmіng 

іn еаch nеw іncrеmеnts, thе CSV-ІSVM stіll prоducеs іncrеаsіng DR аnd dеcrеаsіng 

FАR bеcаusе thе Hаlf-Pаrtіtіоn strаtеgy prеvеnts thе lеаrnіng mеthоd frоm rеtаіnіng 

pоtеntіаlly unwаntеd dаtа pоіnts. 

Fіgurе 5-10: Cоmpаrіsіоn оf Trаіnіng Tіmе  

Tаblе 5-3 cоmpаrеs tіmе tаkеn by thе fоur mеthоds іn trаіnіng аnd tеstіng dаtа 

sаmplеs іn еаch іncrеmеnt. Thе аmоunt оf tіmе tаkеn fоr trаіnіng dаtа sеts іn thе 

іnіtіаl іncrеmеnt іs аlmоst sаmе fоr аll mеthоds і.е. 1.8xx sеcоnds, whеrеаs thаt fоr 

tеstіng hаs bееn rеducеd іn CSV-ІSVM tо 7.76 sеcоnds frоm 9.4 sеcоnds іn Sіmplе-

ІSVM by sаvіng 1.64 sеcоnds.  

0

20

40

60

80

100

120

140

160

180

1 2 3 4 5 6 7 8 9 10

Ti
m

e 
ta

ke
n

 in
 S

ec
o

n
d

s

Increment Count

Training Time in Incremental Learning

Simple-ISVM

KKT-ISVM

RS-ISVM

CSV-ISVM



83 

 

Sіmіlаrly, іn thе lаst іncrеmеnt, 39.766 sеcоnds оf trаіnіng tіmе аnd 39.881 sеcоnds 

оf tеstіng tіmе hаvе bееn sаvеd by CSV-ІSVM. Unlіkе оthеr mеthоds, KKT–ІSVM, 

thоugh hаs bеttеr DRs аnd FАRs cоmpаrеd tо Sіmplе-ІSVM, tаkеs lоngеr lеаrnіng 

tіmе, іllustrаtеd аlsо by Fіgurе 5-10 аnd Fіgurе 5-11, whіch іs оbvіоus bеcаusе іt hаs 

tо dо crоss-judgіng аnd mоrе trаіnіng. Іt іs clеаr thаt thе tіmе tаkеn by CSV-ІSVM 

fоr bоth trаіnіng аnd tеstіng аrе rеducеd аt lеаst by hаlf cоmpаrеd tо Sіmplе-ІSVM 

аnd KKT-ІSVM. Mоrеоvеr, thаnks tо thе Hаlf-pаrtіtіоn strаtеgy, tіmе tаkеn bоth іn 

trаіnіng аnd tеstіng аrе аlsо rеducеd rеmаrkаbly cоmpаrеd tо Cоncеntrіc Cіrclе 

mеthоd оf RS-ІSVM 

Fіgurе 5-11: Cоmpаrіsіоn оf Tеstіng Tіmе 

Thе аmоunts оf tіmе tаkеn by аll mеthоds аrе оbvіоusly іncrеаsіng аs іncrеmеnts gо 

оn, but RS-ІSVM аnd CSV-ІSVM tаkеs lеss tіmе tо lеаrn іn еаch іncrеmеnt 

cоmpаrеd tо оthеr twо mеthоds. 

Tаblе 5-4: Cоmpаrіsіоn оf tіmе dіffеrеncе bеtwееn twо subsеquеnt іncrеmеnts 

Іncrеmеnt 

Cоunt 

Sіmplе-ІSVM KKT-ІSVM RS-ІSVM CSV-ІSVM 

Trаіn(s) Tеst(s) Trаіn(s) Tеst(s) Trаіn(s) Tеst(s) Trаіn(s) Tеst(s) 

1 {Thіs іs thе vеry fіrst іncrеmеnt} 

2 4.564 15.288 10.736 17.525 3.102 8.9455 1.64 2.603 
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3 2.968 9.582 14.089 12.968 2.3825 7.331 1.797 5.08 

4 5.78 5.6 24.066 9.454 5.091 4.8445 4.402 4.089 

5 16.278 4.557 13.1 7.735 8.959 3.88 1.64 3.203 

6 -1.355 13.985 17.317 7.083 0.468 8.5685 2.291 3.152 

7 7.709 11.745 38.25 10.027 4.232 7.044 0.755 2.343 

8 17.37 9.791 19.267 9.088 10.2485 6.588 3.127 3.385 

9 -8.257 -6.926 21.783 5.052 -1.356 -1.497 5.545 3.932 

10 20.123 6.956 8.3 11.5 12.18 5.753 4.237 4.55 

Аvеrаgе 7.242222 7.842 18.54533 10.048 5.034111 5.7175 2.826 3.593 

Іn оthеr wоrds, аs shоwn іn Tаblе 5-4, thе tіmе dіffеrеncе bеtwееn twо subsеquеnt 

іncrеmеnts fоr bоth trаіnіng аnd tеstіng dаtа sеts іn оnе mеthоd іs rеmаrkаbly 

dіffеrеnt frоm thе оthеr. Thе аvеrаgе trаіnіng аnd tеstіng tіmе dіffеrеncе іn cаsе оf 

Sіmplе-ІSVM аrе cаlculаtеd tо bе 7.242 sеcоnds аnd 7.842 sеcоnds rеspеctіvеly, 

whеrеаs thоsе іn cаsе оf CSV-ІSVM аrе 2.826 sеcоnds аnd 3.593 sеcоnds 

rеspеctіvеly. Thіs tіmе dіffеrеncе bеtwееn twо іncrеmеnts mаy bе rеgаrdеd аs thе 

tіmе tаkеn tо hаndlе thе nеw dаtа sеt аddеd іn thе lаtеr іncrеmеnt. Thіs mеаns thаt 

CSV-ІSVM аlsо hаndlеs thе nеw dаtа sеts mоst еffіcіеntly оf аll оthеr ІSVM mеthоds. 

Аll аfоrе-mеntіоnеd еxpеrіmеntаl rеsults аnd іn-dеpth аnаlysеs shоw clеаrly thаt thе 

prоpоsеd CSV-ІSVM hаs surpаssеd thе Sіmplе-ІSVM, thе KKT-ІSVM аnd thе RS-

ІSVM tоо іn tеrms оf DR, FАR аs wеll аs іn tеrms оf trаіnіng аnd tеstіng tіmе. 

 

5.5 Chаptеr Summаry 

Аn іmprоvеd аpprоаch tо Іncrеmеntаl Suppоrt Vеctоr Mаchіnе, cаllеd CSV-ІSVM, 

hаs bееn prоpоsеd аnd аpplіеd tо thе іncrеmеntаl lеаrnіng tо SVM bаsеd nеtwоrk 

іntrusіоn dеtеctіоn. Thе аpprоаch hаs cоntrіbutеd іn twо wаys. Fіrstly, іt hаs 

suggеstеd mоdіfіcаtіоns tо thе prеvіоusly prоpоsеd Cоncеntrіc Cіrclе mеthоd. 
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Sеcоndly, іt hаs prоpоsеd а mоrе еffіcіеnt Hаlf-Pаrtіtіоn strаtеgy аnd аlsо dеsіgnеd 

аn аlgоrіthm tо іmplеmеnt [167]. Thе еxpеrіmеnt wоrks аnd thе аnаlysеs hаvе shоwn 

thаt thе prоpоsеd mеthоd hаs bеttеr dеtеctіоn rаtе аnd fаlsе аlаrm rаtе аs wеll аs 

аccеptаblе аmоunt оf lеаrnіng tіmе аnd, thеrеfоrе, cаn bе usеd fоr nеtwоrk іntrusіоn 

dеtеctіоn іn rеаl-tіmе. 

Thе Hаlf-Pаrtіtіоn strаtеgy аctuаlly dіscаrds (аlmоst hаlf) thе dаtа pоіnts lyіng fаrthеr 

thаn thе clаss cеntrе frоm thе hypеrplаnе. Аnd, such strаtеgy cаnnоt bе іmplеmеntеd 

іn оthеr thаn bіnаry clаssіfіcаtіоn. Mоdіfyіng thе strаtеgy іn оrdеr tо mаkе іt wоrk 

wіth multі-clаss clаssіfіcаtіоn mіght bе cоnsіdеrеd аs а futurе wоrk оf thіs rеsеаrch. 
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Chapter 6. Cоncludіng Rеmаrks 

6.1 Cоnclusіоn 

Thіs thеsіs rеsеаrch wоrk hаs prеsеntеd а Rеаl-Tіmе Hybrіd Іntrusіоn Dеtеctіоn 

Аrchіtеcturе аs а frаmеwоrk fоr thе еntіrе rеsеаrch wоrk. Thіs wоrk hаs аlsо 

prоpоsеd twо dіffеrеnt іntrusіоn dеtеctіоn mеthоds vіz. (1) Clustеrіng-Оutlіеr-

Dеtеctіоn wіth SVM clаssіfіcаtіоn аnd (2) Іncrеmеntаl SVM clаssіfіcаtіоn wіth Hаlf-

pаrtіtіоn mеthоd, whіch cоuld bе usеd еіthеr еxclusіvеly оr іn cоmbіnаtіоn dеpеndіng 

upоn hоw dееp аnd thоrоugh thе іntrusіоn dеtеctіоn shоuld bе. Thе еxpеrіmеnts аnd 

аnаlysеs wіth thе vеry fіrst mеthоd hаs shоwn thаt thе cоmbіnеd аpprоаch оf 

Clustеrіng аnd Оutlіеr dеtеctіоn fоllоwеd by SVM clаssіfіcаtіоn nоt оnly іncrеаsеs 

thе dеtеctіоn pеrfоrmаncе, аccurаcy, dеtеctіоn rаtе by rеducіng fаlsе аlаrm rаtе but 

аlsо guаrаntееs thе prеdіctаbіlіty оf thе dеtеctіоn pаrаmеtеrs, Thіs іndіcаtеs thаt thіs 

аpprоаch cаn bе іmplеmеntеd іn rеаl-tіmе іntrusіоn dеtеctіоn.  

Thе sеcоnd mеthоd і.е. Іncrеmеntаl SVM wіth Hаlf-pаrtіtіоn mеthоd іs prоvеn tо bе 

bеttеr, іn аddіtіоn tо аll dеtеctіоn pаrаmеtеrs mеntіоnеd аbоvе, іn tеrms оf еxеcutіоn 

tіmе аlsо. By prоpоsіng thе Hаlf-pаrtіtіоn mеthоd аnd thеrеby іmplеmеntіng іt іn thе 

CSV-ІSVM аlgоrіthm, thе nоrmаl tіmе tаkеn fоr іntrusіоn dеtеctіоn hаs bееn rеducеd 

аlmоst tо hаlf. Sеvеrаl еxpеrіmеnts hаvе bееn cаrrіеd оut usіng оnе mеthоd оr bоth 

mеthоds аt а tіmе usіng Kyоtо+ 2006 dаtа sеts, аlsо by cоmpаrіng thеm wіth оthеr 

sіmіlаr mеthоds. Thе аnаlysіs rеsults оf thе еxpеrіmеnts shоw thаt bоth thе mеthоds 

hаvе оutpеrfоrmеd thеіr cоmpеtіtіvе mеthоds іn tеrms оf pеrfоrmаncе, аccurаcy, 

dеtеctіоn rаtе, fаlsе аlаrm rаtе аs wеll аs іn tеrms оf rеаl-tіmе pаrаmеtеrs lіkе tіmе 

аnd prеdіctаbіlіty. 

Іn аccоmplіshіng thе rеsеаrch wоrk, twо аlgоrіthms nаmеly – (1) Clustеrіng-Оutlіеr 

Dеtеctіоn аnd (2) Cаndіdаtе Suppоrt Vеctоr – Іncrеmеntаl SVM hаvе аlsо bееn 

prоpоsеd аnd іmplеmеntеd. Іn duе cоursе, іmprоvеmеnts tо unіfіеd Оutlіеr dеtеctіоn 

аnd Rеsеrvеd Sеt strаtеgy оf sеlеctіоn suppоrt vеctоrs іn іncrеmеntаl SVM 

clаssіfіcаtіоn hаvе аlsо bееn prоpоsеd. 
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6.2 Futurе Wоrk 

Thіs thеsіs wоrk, hоwеvеr, cаn bе furthеr іmprоvеd іn а numbеr оf wаys. Fіrstly, thе 

tіmе cоnsumіng clustеrіng mеthоd mаy bе cоnsіdеrеd іmprоvіng by kееpіng іts 

оutlіеr dеtеctіоn іn plаcе. Nеxt іmprоvеmеnt cоuld bе usіng multіplе SVM kеrnеls. 

Аddіtіоnаlly, thе Hаlf-pаrtіtіоn mеthоd mаy аlsо bе еxtеndеd tо multіplе clаss SVM 

clаssіfіcаtіоn. 
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Appendix I : Features of Kyoto 2006+ datasets 

All the experiments works carried out in this research use Kyoto 2006+ dataset for the 

purpose of simulating and evaluating the proposed approaches. In this section, the 

features / attributes are described. 

Kyoto 2006+ Dataset 

The Kyoto 2006+ dataset consists of 14 conventional features, which were present  in 

KDD Cup ‟99 dataset, and 10 additional features. Based on KDD Cup 99 data set, but 

unlike 41 original features of KDD Cup 99 data set, only 14 significant and essential 

features have been extracted from the raw traffic data obtained by honeypot systems 

that are deployed in Kyoto University. Additional 10 features have also been 

extracted in order to help investigate more effectively what happens on the networks. 

Moreover, they can also be used as training and testing data along with 14 

conventional features. 

Here are the 14 convetional features: - 

1. Duration: the length (number of seconds) of the connection 

2. Service: the connection‟s service type, e.g., http, telnet, etc 

3. Source bytes: the number of data bytes sent by the source IP address 

4. Destination bytes: the number of data bytes sent by the destination IP address 

5. Count: the number of connections whose source IP address and destination IP 

address are the same to those of the current connection in the past two seconds 

6. Same srv rate: % of connections to the same service in Count feature 

7. Serror rate: % of connections that have “SYN” errors in Count feature 

8. Srv serror rate: % of connections that have “SYN” errors in Srv count(the number 

of connections whose service type is the same to that of the current connection 

in the past two seconds) feature 

9. Dst host count: among the past 100 connections whose destination IP address is the 

same to that of the current connection, the number of connections whose 

source IP address is also the same to that of the current connection 

10. Dst host srv count: among the past 100 connections whose destination IP address 
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is the same to that of the current connection, the number of connections whose 

service type is also the same to that of the current connection 

11. Dst host same src port rate: % of connections whose source port is the same to 

that of the current connection in Dst host count feature 

12. Dst host serror rate: % of connections that have “SYN” errors in Dst host count 

feature 

13. Dst host srv serror rate: % of connections that “SYN” errors in Dst host srv count 

feature 

14. Flag: the state of the connection at the time the summary was written (which is 

usually when the connection terminated). This feature can have following 

values: - 

S0: Connection attempt seen, no reply. 

 S1: Connection established, not terminated. 

 SF: Normal establishment and termination. 

 REJ: Connection attempt rejected. 

 S2: Connection established and close attempt by originator seen (but no reply 

from responder). 

 S3: Connection established and close attempt by responder seen (but no reply 

from originator). 

 RSTO: Connection established, originator aborted (sent a RST). 

 RSTR: Established, responder aborted. 

 RSTOS0: Originator sent a SYN followed by a RST, never seen a SYN ACK 

from the responder. 

 RSTRH: Responder sent a SYN ACK followed by a RST, never seen a SYN 

from the (purported) originator. 

 SH: Originator sent a SYN followed by a FIN, never seen a SYN ACK from 

the responder (hence the connection was “half ” open). 

 SHR: Responder sent a SYN ACK followed by a FIN, never seen a SYN 
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from the originator. 

 OTH: No SYN seen, just midstream traffic (a “partial connection” that was 

not later closed). 

The additional features are as follows: - 

15. IDS detection: reflects whether IDS(Intrusion Detection System) triggered an 

alert for the connection; „0‟ means any alerts were not triggered, and an arabic 

numeral(except „0‟) means the different kinds of the alerts. Parenthesis 

indicates the number of the same alert observed during the connection. 

Symantec IDS[3] was used to extract this feature. 

16. Malware detection: indicates whether malware, also known as malicious software, 

was observed in the connection; „0‟ means no malware was observed, and a 

string indicates the corresponding malware observed at the connection. We 

used „clamav‟ software to detect malwares. Parenthesis indicates the number 

of the same malware observed during the connection. 

17. Ashula detection: means whether shellcodes and exploit codes were used in the 

connection by using the dedicated software[4]; „0‟ means no shellcodes and 

exploit codes were observed, and an arabic numeral(except „0‟) means the 

different kinds of the shellcodes or exploit codes. Parenthesis indicates the 

number of the same shellcode or exploit code observed during the connection. 

18. Label: indicates whether the session was attack or not; „1‟ means the session was 

normal, „-1‟ means known attack was observed in the session, and „-2‟ means 

unknown attack was observed in the session.  

19. Source IP Address: indicates the source IP address used in the session. Due to the 

security concerns, the original IP address on IPv4 was properly sanitized to 

one of the Unique Local IPv6 Unicast Addresses (private IP addresses)[5]. 

Also, the same private IP addresses are only valid in the same month; if two 

private IP addresses are the same within the same month, it means their IP 

addresses on IPv4 were also the same, but if two private IP addresses are the 

same within the different month, their IP addresses on IPv4 are also different. 

20. Source Port Number: indicates the source port number used in the session. 

21. Destination IP Address: indicates the source IP address used in the session. Due 
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to the security concerns, the original IP address on IPv4 was properly sanitized 

to one of the Unique Local IPv6 Unicast Addresses (private IP address)[5]. 

Also, the same private IP addresses are only valid in the same month; if two 

private IP addresses are the same within the same month, it means their IP 

addresses on IPv4 were also the same, but if two private IP addresses are the 

same within the different month, their IP addresses on IPv4 are also different. 

22. Destination Port Number: indicates the destination port number used in the 

session. 

23. Start Time: indicates when the session was started. 

24. Duration: indicates how long the session was being established. 
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Appendix II: Experimental Data Samples 

Since the entire experimental data is enormously large – billions in total, only 10 (ten) data records from each simulation/experiment work is 

presented below just to give a glance to the data. (Starting from the left to the rlight, the first column represents the 1
st
 feature,  the second 

column represents the 2
nd

 feature, and so on): - 

Table 6-1: 10 (Ten) records of the sample data from 2007 Nov. 1 
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754.15 5 69677 135318 0 0 0 0 0 0 0 0 0 RSTOS0 
203027 

(600) 
0 0 -1 fd58:d212:b798:4097:3915:3bf0:1b09:0d67 40775 fd58:d212:b798:04e1:7d0f:27ea:07ab:05f7 21 0:00:02 754.1481 

910.55 8 29358 89 0 0 0 0 0 0 0 0 0 RSTRH 0 0 0 1 fd58:d212:b798:4d03:0f47:274d:15d7:241f 9994 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 0:00:03 910.5477 

0.22 8 0 58 0 0 0 0 0 0 0 0 0 RSTO 0 0 0 1 fd58:d212:b798:745e:2d7c:5792:4423:1fd2 37824 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 0:00:14 0.224944 

17.33 8 1574 244 0 0 0 0 0 0 0 0 0 SF 0 0 0 1 fd58:d212:b798:c594:09f1:5a6b:2bb6:08f3 4665 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 0:00:17 17.32547 

0 11 512 0 0 0 0 0 0 0 0 0 0 S0 0 0 0 -1 fd58:d212:b798:afdb:23e6:50ad:56de:659d 2467 fd58:d212:b798:f558:7d32:2749:619e:0f6e 53 0:00:19 0 

4.2 8 4043 183 0 0 0 0 0 0 0 0 0 SF 0 0 0 1 fd58:d212:b798:f7a3:0554:0aa0:4709:2d09 2678 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 0:00:20 4.197315 

59.7 8 38915 268 0 0 0 0 0 0 0 0 0 SF 0 0 0 1 fd58:d212:b798:74f6:1767:052c:03c9:135a 3671 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 0:00:22 59.7017 

89.88 8 2547 166 0 0 0 0 0 0 0 0 0 SF 0 0 0 1 fd58:d212:b798:5c47:232d:1590:290e:1f8a 38956 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 0:00:24 89.8774 

0 8 0 0 0 0 0 0 0 0 0 0 0 RSTRH 0 0 0 1 fd58:d212:b798:200e:0692:0f4e:33ea:075d 24877 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 0:00:29 0 

0 49 376 0 0 0 0 0 0 0 0 0 0 S0 
20081 

(2) 
0 

58 

(1) 
-1 fd58:d212:b798:0330:3449:43b9:0c9b:4036 1060 fd58:d212:b798:ba86:7db8:27ed:60dd:0f3d 1434 0:00:36 0 

… continues to record number 75,700 (seventy five thousand seven hundred) 

Table 6-2: 10 (Ten) records of the sample data from 2007 Nov. 2 
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0.3 8 6 9 0 0 0 0 1 100 1 0 0 SF 0 0 0 1 fd58:d212:b798:acbe:039d:7d37:197b:1981 1180 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:01 0.302446 

0.56 8 1003 77 1 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fd58:d212:b798:1308:0717:0f61:2d10:7c5b 59572 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:01 0.564294 

1.44 8 11 40 2 1 0 0 1 100 1 0 0 RSTO 0 0 0 1 fd58:d212:b798:286c:1842:0efc:03cd:0092 56793 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:02 1.441167 

15.22 8 4023 40 3 1 0 0 1 100 1 0 0 RSTO 0 0 0 1 fd58:d212:b798:1530:2aed:07de:7ae7:3763 50304 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:03 15.216203 

56.16 8 7887 31 2 1 0 0 1 100 1 0 0 RSTO 0 0 0 1 fd58:d212:b798:81eb:4962:41d9:4196:7dc7 1882 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:04 56.164035 

0 49 376 0 0 0 0 0 0 0 0 0 0 S0 20081(2) 0 58(1) -1 fd58:d212:b798:724d:23ec:4006:0063:3995 63628 fd58:d212:b798:ff54:7d9a:2719:0792:07d6 1434 00:00:05 0 

0 49 376 0 0 0 0 0 0 0 0 0 0 S0 20081(2) 0 58(1) -1 fd58:d212:b798:0330:3449:43b9:0c9b:4036 1060 fd58:d212:b798:db48:285e:0a26:3c67:0f3b 1434 00:00:09 0 
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5.92 8 7611 244 0 0 0 0 0 100 0 0 0 SF 0 0 0 1 fd58:d212:b798:f529:0f70:02f6:0365:0020 3724 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:12 5.923192 

10.72 8 5148 227 1 1 0 0 0 100 0 0 0 SF 217009(2) 0 0 1 fd58:d212:b798:b5f3:49aa:0bc2:272e:7a3a 3557 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:14 10.724039 

2.75 8 9502 244 1 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fd58:d212:b798:5af3:0f08:23bb:67bf:39c6 54471 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:15 2.745778 

… continues to record no. 59,800 (fifty nine thousand eight hundred) 

Table 6-3: 10 (Ten) records of the sample data from 2007 Nov. 3 
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46.71 8 4124 40 0 0 0 0 1 100 1 0 0 RSTO 0 0 0 1 fd58:d212:b798:88ed:364d:285b:1fbc:2beb 58072 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:01 46.710455 

21.82 8 3878 244 1 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fd58:d212:b798:dff6:376e:28ef:47fa:134b 55075 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:02 21.819117 

4.87 8 178 40 2 1 0 0 1 100 1 0 0 RSTO 0 0 0 1 fd58:d212:b798:fb9e:36ec:477a:41ae:1994 50362 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:03 4.865306 

19.47 8 1857 162 3 1 0 0 19 100 0.05 0 0 RSTO 0 0 0 1 fd58:d212:b798:7e00:3790:6a7a:63af:177f 50393 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:03 19.472351 

924.77 8 3868 262 4 1 0 0 0 100 0 0 0 RSTR 0 0 0 1 fd58:d212:b798:6475:3481:398a:17a0:0393 50225 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:03 924.768498 

2.9 8 3892 244 3 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fd58:d212:b798:d8f9:2ade:3c82:232a:1bc9 57591 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:05 2.901441 

0 8 0 58 0 0 0 0 2 100 0 0 0 RSTOS0 0 0 0 1 fd58:d212:b798:88ed:364d:285b:1fbc:2beb 57448 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:08 0.000207 

18.94 8 1918 244 0 0 0 0 0 100 0 0 0 RSTO 0 0 0 1 fd58:d212:b798:6656:002c:1381:0d1d:4975 48248 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:13 18.938784 

10.1 8 1884 244 1 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fd58:d212:b798:a269:42cc:0249:1990:1b22 58045 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:14 10.103155 

60.35 8 6933 244 0 0 0 0 3 100 0 0 0 RSTO 0 0 0 1 fd58:d212:b798:88ed:364d:285b:1fbc:2beb 58113 fd58:d212:b798:3a98:7dae:27b7:0775:0fd2 25 00:00:20 60.354551 

… continues to record no. 102,679 (0ne hundred two thousand and six hundred seventy nine) 

Table 6-4: 10 (Ten) records of the sample data from 2007 Dec. 1 
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86394.23 49 590300 0 0 0 0 0 0 0 0 0 0 S0 0 0 0 -1 fd0d:a544:ba8c:68ca:7d75:27c4:0741:0770 1985 fd0d:a544:ba8c:7c52:1fa7:ffbd:ffd1:01ab 1985 00:00:02 86394.226142 

0.78 8 0 48 0 0 0 0 0 0 0 0 0 RSTO 0 0 0 1 fd0d:a544:ba8c:1b5a:07da:15ad:30d3:353c 2882 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:03 0.777007 

0.58 8 0 48 0 0 0 0 0 0 0 0 0 RSTO 0 0 0 1 fd0d:a544:ba8c:63c1:2be1:0533:4430:3cd5 2336 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:03 0.576297 

42.73 8 1805 291 0 0 0 0 0 0 0 0 0 SF 0 0 0 1 fd0d:a544:ba8c:d3ff:4de0:0337:2175:4f57 3466 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:04 42.733766 

0.36 8 0 48 0 0 0 0 0 0 0 0 0 RSTO 0 0 0 1 fd0d:a544:ba8c:3f45:1242:1520:660a:23ee 1214 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:06 0.360616 

0.58 8 0 48 0 0 0 0 0 0 0 0 0 RSTO 0 0 0 1 fd0d:a544:ba8c:63c1:2be1:0533:4430:3cd5 2351 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:06 0.57891 

0 49 376 0 0 0 0 0 0 0 0 0 0 S0 20081 
(2) 

0 58(1) -1 fd0d:a544:ba8c:25bd:77da:007a:03a7:23a6 4470 fd0d:a544:ba8c:6caa:7de8:27ec:60c4:3502 1434 00:00:07 0 

19412.69 49 6196 3360 0 0 0 0 0 0 0 0 0 SF 0 0 0 -1 fd0d:a544:ba8c:4bc4:36dd:282c:13c9:39cf 10324 fd0d:a544:ba8c:4c2d:285d:0aab:3fbf:0049 1666 00:00:07 19412.686673 

3.32 8 2486 244 0 0 0 0 0 0 0 0 0 RSTO 0 0 0 1 fd0d:a544:ba8c:a4a6:002a:647d:15d3:0e08 53561 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:08 3.318075 

0 49 376 0 0 0 0 0 0 0 0 0 0 S0 20081 
(2) 

0 58(1) -1 fd0d:a544:ba8c:af9a:0b0f:5075:0c55:4930 4321 fd0d:a544:ba8c:fb04:7d08:27a6:6069:0f55 1434 00:00:10 0 

… continues to record no. 92513 (ninety two thousand five hundred thirteen) 
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Table 6-5: 10 (Ten) records of the sample data from 2007 Dec. 8 
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14.8 8 4419 127 0 0 0 0 9 100 0.11 0 0 SF 0 0 0 1 fd0d:a544:ba8c:c463:0c17:1fbf:29f8:0152 2184 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:01 14.804559 

0 8 0 0 1 1 0 0 32 100 0.03 0 0 RSTRH 503014  

(2) 

0 0 1 fd0d:a544:ba8c:b1d4:27c2:0fc9:6496:71eb 35114 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:02 0 

6.36 8 4537 40 2 1 0 0 10 100 0.1 0 0 SF 0 0 0 1 fd0d:a544:ba8c:c463:0c17:1fbf:29f8:0152 2133 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:02 6.364676 

0.31 8 0 48 3 1 0 0 33 100 0 0 0 RSTO 0 0 0 1 fd0d:a544:ba8c:b1d4:27c2:0fc9:6496:71eb 35032 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:03 0.310112 

19.38 8 4691 175 4 1 0 0 11 100 0 0 0 SF 0 0 0 1 fd0d:a544:ba8c:c463:0c17:1fbf:29f8:0152 2229 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:03 19.384287 

86395.9 49 590340 0 0 0 0 0 0 0 0 0 0 S0 0 0 0 -1 fd0d:a544:ba8c:68ca:7d75:27c4:0741:0770 1985 fd0d:a544:ba8c:7c52:1fa7:ffbd:ffd1:01ab 1985 00:00:03 86395.90183 

3.14 8 4488 244 4 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fd0d:a544:ba8c:7bea:21d7:21e4:1c41:073e 53475 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:04 3.140802 

0.31 8 0 48 3 1 0 0 34 100 0 0 0 RSTO 0 0 0 1 fd0d:a544:ba8c:b1d4:27c2:0fc9:6496:71eb 33844 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:05 0.305864 

0.33 8 0 48 2 1 0 0 1 100 1 0 0 RSTO 0 0 0 1 fd0d:a544:ba8c:5d84:0c2a:245e:21e0:0003 60293 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:06 0.325276 

0 8 0 0 3 1 0 0 0 100 0 0 0 RSTRH 0 0 0 1 fd0d:a544:ba8c:ceea:4fb3:0c4c:0fcf:3c4c 59449 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:06 0 

… continues to record no. 80,929 (eighty thousand nine hundred and twenty nine) 

Table 6-6: 10 (Ten) records of the sample data from 2007 Dec. 15 
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22.71 8 2989 317 0 0 0 0 1 100 1 0 0 SF 0 0 0 1 fd0d:a544:ba8c:750f:0099:4e89:6f9f:0cde 5922 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:01 22.710102 

0 49 376 0 0 0 0 0 0 0 0 0 0 S0 20081 

(2) 

0 58 

(1) 

-1 fd0d:a544:ba8c:4c4e:35fd:3f59:5199:177e 1107 fd0d:a544:ba8c:ef90:7d79:2739:0f96:148c 1434 00:00:02 0 

23.57 8 0 48 1 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fd0d:a544:ba8c:06b1:0921:2f8a:33a9:6faa 2694 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:02 23.571397 

33.97 8 11 40 2 1 0 0 1 100 1 0 0 RSTO 0 0 0 1 fd0d:a544:ba8c:0ffa:377c:2d28:0d86:2d31 50744 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:02 33.965337 

0.01 49 0 0 0 0 0 1 23 100 0.04 0 0 SF 0 0 0 -1 fd0d:a544:ba8c:630c:2ce0:6f80:5301:1db1 3356 fd0d:a544:ba8c:4c2d:285d:0aab:3fbf:0049 8947 00:00:03 0.005557 

11.65 8 1556 196 3 1 0 0 1 100 1 0 0 RSTO 0 0 0 1 fd0d:a544:ba8c:2bd1:36c5:0836:146b:5148 61809 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:03 11.653584 

29.36 49 9 0 1 1 0 0.5 24 100 0 0 0 SF 0 0 0 -1 fd0d:a544:ba8c:630c:2ce0:6f80:5301:1db1 3426 fd0d:a544:ba8c:4c2d:285d:0aab:3fbf:0049 8947 00:00:03 29.355431 

86395.09 49 590400 0 0 0 0 0.33 0 0 0 0 0 S0 0 0 0 -1 fd0d:a544:ba8c:68ca:7d75:27c4:0741:0770 1985 fd0d:a544:ba8c:7c52:1fa7:ffbd:ffd1:01ab 1985 00:00:04 86395.093952 

2.45 8 0 48 1 1 0 0 2 100 0.5 0 0 RSTO 0 0 0 1 fd0d:a544:ba8c:8477:21cd:5530:0503:0796 1771 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:05 2.449122 

165.01 8 2075 291 1 1 0 0 0 100 0 0 0 SF 0 0 0 1 fd0d:a544:ba8c:84b1:4142:03ad:35d5:32ba 1839 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:07 165.012371 

… continues to record no. 87,893 (eighty seven thousand eight hundred ninety three) 
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Table 6-7: 10 (Ten) records of the sample data from 2007 Dec. 22 

D
u
ra

ti
o
n

 

S
er

v
ic

e 

S
o
u
rc

e 
b
y
te

s 

D
es

ti
n
at

io
n
 

b
y
te

s 

C
o
u
n
t 

S
am

e 
sr

v
 

ra
te

 

S
er

ro
r 

ra
te

 

S
rv

 s
er

ro
r 

ra
te

 

D
st

 h
o
st

 

co
u
n
t 

D
st

 h
o
st

 s
rv

 

co
u
n
t 

D
st

 h
o
st

 

sa
m

e 
sr

c 

p
o
rt

 r
at

e 

D
st

 h
o
st

 

se
rr

o
r 

ra
te

 

D
st

 h
o
st

 s
rv

 

se
rr

o
r 

ra
te

 

F
la

g
 

ID
S

 

d
et

ec
ti

o
n

 

M
al

w
ar

e 

d
et

ec
ti

o
n

 

A
sh

u
la

 

d
et

ec
ti

o
n

 

L
ab

el
 

S
o
u
rc

e 
IP

 

A
d
d
re

ss
 

S
o
u
rc

e 
P

o
rt

 

N
u
m

b
er

 

D
es

ti
n
at

io
n
 

IP
 A

d
d
re

ss
 

D
es

ti
n
at

io
n
 

P
o
rt

 N
u
m

b
er

 

S
ta

rt
 T

im
e 

D
u
ra

ti
o
n

 

0 8 0 0 2 1 0 0 27 100 0.04 0 0 SH 0 0 0 1 fd0d:a544:ba8c:2205:39d0:0b19:1b90:1fa7 1617 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:01 0.00218 

0 8 0 0 3 1 0 0 1 100 1 0 0 RSTOS0 0 0 0 1 fd0d:a544:ba8c:9559:3105:09ed:03db:40f7 1887 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:01 0 

0.37 8 1958 93 4 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fd0d:a544:ba8c:09af:17fa:703b:05b9:711e 59172 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:01 0.37166 

0.36 8 0 0 5 1 0 0 8 100 0.12 0 0 SH 0 0 0 1 fd0d:a544:ba8c:e2ec:0000:153b:21b0:6720 62643 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:01 0.364339 

0.99 8 0 48 6 1 0 0 12 100 0.08 0 0 RSTO 0 0 0 1 fd0d:a544:ba8c:12bf:41c6:5bb9:0399:43b9 3426 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:01 0.989423 

1.69 8 4759 77 7 1 0 0 28 100 0.04 0 0 SF 0 0 0 1 fd0d:a544:ba8c:2205:39d0:0b19:1b90:1fa7 1662 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:01 1.687638 

2.51 8 3925 40 8 1 0 0 9 100 0.11 0 0 SF 0 0 0 1 fd0d:a544:ba8c:e2ec:0000:153b:21b0:6720 62662 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:01 2.511667 

2.73 8 4572 93 9 1 0 0 29 100 0 0 0 SF 0 0 0 1 fd0d:a544:ba8c:2205:39d0:0b19:1b90:1fa7 1661 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:01 2.728535 

4.34 8 4130 85 10 1 0 0 10 100 0.1 0 0 SF 0 0 0 1 fd0d:a544:ba8c:e2ec:0000:153b:21b0:6720 62696 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:01 4.343112 

5.28 8 4744 175 11 1 0 0 30 100 0 0 0 SF 0 0 0 1 fd0d:a544:ba8c:2205:39d0:0b19:1b90:1fa7 1715 fd0d:a544:ba8c:c958:7dd5:2763:073d:0f8e 25 00:00:01 5.277697 

… continues to record no. 99,399 (ninety nine thousand three hundred ninety nine) 

Table 6-8: 10 (Ten) records of the sample data from 2008 Dec. 1 
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0.55 8 6 9 0 0 0 0 0 0 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:1c66:4207:03e2:052c:1cd6 12219 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:02 0.552304 

830.74 49 5660 0 0 0 0 0 0 0 0 0 0 S0 0 0 0 -1 fda7:24e2:4c3e:93b3:7dd5:279e:07eb:07d0 1985 fda7:24e2:4c3e:281b:1f2b:ff1c:ffc9:0161 1985 00:00:02 830.74129 

3.9 8 4171 245 0 0 0 0 0 0 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:39be:17aa:07f3:2733:0ded 4997 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:03 3.899372 

0 49 0 0 0 0 0 0 0 0 0 0 0 S0 0 0 0 -1 fda7:24e2:4c3e:fca9:450e:637c:13c4:42b0 2326 fda7:24e2:4c3e:f886:7d64:2768:6081:093b 42405 00:00:03 0 

0 49 0 0 0 0 0 0 0 0 0 0 0 S0 0 0 0 -1 fda7:24e2:4c3e:b60c:0d3b:018f:1bf1:3116 1801 fda7:24e2:4c3e:fa03:7de7:27a2:6021:0397 445 00:00:07 0 

0.33 8 0 0 0 0 0 0 0 0 0 0 0 RSTO 0 0 0 1 fda7:24e2:4c3e:b256:26f6:3ada:63aa:0f6a 61053 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:15 0.325813 

0.32 8 0 0 0 0 0 0 0 0 0 0 0 RSTO 0 0 0 1 fda7:24e2:4c3e:b256:26f6:3ada:63aa:0f6a 61199 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:15 0.322563 

29.92 8 23262 567 0 0 0 0 0 0 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:cb31:17a6:04ea:0faa:2d6d 4199 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:15 29.920104 

0 49 0 0 0 0 0 0 0 0 0 0 0 RSTOS0 0 0 0 -1 fda7:24e2:4c3e:d560:0988:7e8d:00d9:579f 9201 fda7:24e2:4c3e:9976:7acd:30ba:30a9:3992 30556 00:00:19 0 

0.36 8 0 0 0 0 0 0 0 0 0 0 0 RSTO 0 0 0 1 fda7:24e2:4c3e:b256:26f6:3ada:63aa:0f6a 59833 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:19 0.357562 

… continues to record no. 73,249 (seventy three thousand two hundred forty nine) 

Table 6-9: 10 (Ten) records of the sample data from 2008 Dec. 9 
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3.92 8 3857 245 0 0 0 0 0 100 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:d065:0f6b:031d:4cdd:63de 1947 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:01 3.921487 

1.25 8 12 17 1 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:3a0a:475e:0a34:1948:03af 6281 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:02 1.246658 

1.95 8 927 184 2 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:3bb9:0713:0b57:4079:1d26 1570 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:02 1.946757 

2.76 8 582 86 3 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:fe32:178a:3078:1f86:324a 19117 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:02 2.757666 

14136.6 49 95280 0 0 0 0 0 0 0 0 0 0 S0 0 0 0 -1 fda7:24e2:4c3e:93b3:7dd5:279e:07eb:07d0 1985 fda7:24e2:4c3e:281b:1f2b:ff1c:ffc9:0161 1985 00:00:02 14136.603555 

4.91 8 627 176 4 1 0 0 1 100 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:fe32:178a:3078:1f86:324a 19180 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:03 4.914287 

5 8 640 176 5 1 0 0 2 100 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:fe32:178a:3078:1f86:324a 19181 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:03 5.001742 

4.86 8 644 176 6 1 0 0 3 100 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:fe32:178a:3078:1f86:324a 19184 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:03 4.859307 

1.62 8 30 82 3 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fda7:24e2:4c3e:74f5:354c:1e40:210a:0c99 49600 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:05 1.616571 

4.9 8 630 176 4 1 0 0 4 100 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:fe32:178a:3078:1f86:324a 19203 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:05 4.899166 

… continues to record no. 120,015 (one hundred twenty thousand and fifteen only) 

Table 6-10: 10 (Ten) records of the sample data from 2008 Dec. 15 
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3.07 8 0 0 0 0 0 0 0 100 0 0 0 SH 0 0 0 1 fda7:24e2:4c3e:5206:036d:21ca:2daf:3133 21327 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:01 3.072416 

0 8 0 0 1 1 0 0 0 100 0 0 0 SH 0 0 0 1 fda7:24e2:4c3e:223f:2275:3063:1d3e:0f80 1787 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:01 0.000005 

0.13 44 192 192 0 0 0 0 0 0 0 0 0 SF 0 0 0 -1 fda7:24e2:4c3e:9976:7acd:30ba:30a9:3992 123 fda7:24e2:4c3e:b50b:7d2a:2703:0f39:15ab 123 00:00:02 0.134415 

1746.79 49 11800 0 0 0 0 0 0 0 0 0 0 S0 0 0 0 -1 fda7:24e2:4c3e:93b3:7dd5:279e:07eb:07d0 1985 fda7:24e2:4c3e:281b:1f2b:ff1c:ffc9:0161 1985 00:00:02 1746.790526 

4.1 8 2514 208 0 0 0 0 0 100 0 0 0 RSTO 0 0 0 1 fda7:24e2:4c3e:d8f9:09df:2854:2140:3c10 2665 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:08 4.098791 

16.45 8 4408 575 1 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:e35a:171e:0436:2d63:3769 2395 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:10 16.446759 

16.62 8 2196 236 1 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:052e:0b6c:15ec:1ecf:7872 18384 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:11 16.619409 

11.36 8 4370 330 0 0 0 0 0 100 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:3dbd:3b84:3213:3632:6807 3098 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:14 11.364307 

14.61 8 2192 245 1 1 0 0 1 100 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:3dbd:3b84:3213:3632:6807 2015 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:14 14.606987 

20.49 8 797 245 2 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:a4d0:1ed5:5193:2736:4b09 4150 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:14 20.492459 

… continues to record no. 87,994 (eighty seven thousand nine hundred ninety four) 

Table 6-11: 10 (Ten) records of the sample data from 2008 Dec. 22 
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I 6 188 136 0 0 0 0 100 100 0.01 0 0 SF 0 0 0 -1 fda7:24e2:4c3e:f800:4db4:03f6:7c69:0791 48008 fda7:24e2:4c3e:2c72:7abe:0029:5f92:344f 22 00:00:02 0.65675 

1.09 6 204 136 1 1 0 0 100 100 0.01 0 0 SF 0 0 0 -1 fda7:24e2:4c3e:f800:4db4:03f6:7c69:0791 48049 fda7:24e2:4c3e:2c72:7abe:0029:5f92:344f 22 00:00:02 1.093628 

1.13 6 204 136 2 1 0 0 100 100 0 0 0 SF 0 0 0 -1 fda7:24e2:4c3e:f800:4db4:03f6:7c69:0791 48124 fda7:24e2:4c3e:2c72:7abe:0029:5f92:344f 22 00:00:02 1.126857 

2.44 6 520 1304 3 1 0 0 100 100 0 0 0 SF 0 0 0 -1 fda7:24e2:4c3e:f800:4db4:03f6:7c69:0791 48368 fda7:24e2:4c3e:2c72:7abe:0029:5f92:344f 22 00:00:02 2.437225 

3.5 8 194 171 0 0 0 0 1 100 1 0 0 SF 0 0 0 1 fda7:24e2:4c3e:cc2e:17ac:001c:01c0:337a 2717 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:02 3.502344 

3.7 6 520 1325 4 1 0 0 100 100 0 0 0 SF 0 0 0 -1 fda7:24e2:4c3e:f800:4db4:03f6:7c69:0791 49169 fda7:24e2:4c3e:2c72:7abe:0029:5f92:344f 22 00:00:02 3.696002 

5.31 8 732 253 1 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda7:24e2:4c3e:21bd:06a0:677e:10e5:5ff1 2805 fda7:24e2:4c3e:1ae6:7d65:27b1:0714:0f2d 25 00:00:02 5.305814 

2.64 6 520 1325 5 1 0 0 100 100 0 0 0 SF 0 0 0 -1 fda7:24e2:4c3e:f800:4db4:03f6:7c69:0791 48546 fda7:24e2:4c3e:2c72:7abe:0029:5f92:344f 22 00:00:03 2.636602 
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2.47 6 520 1325 6 1 0 0 100 100 0 0 0 SF 0 0 0 -1 fda7:24e2:4c3e:f800:4db4:03f6:7c69:0791 48660 fda7:24e2:4c3e:2c72:7abe:0029:5f92:344f 22 00:00:03 2.472075 

3.34 6 520 1325 7 1 0 0 100 100 0 0 0 SF 0 0 0 -1 fda7:24e2:4c3e:f800:4db4:03f6:7c69:0791 49304 fda7:24e2:4c3e:2c72:7abe:0029:5f92:344f 22 00:00:03 3.342831 

… continues to record no. 100,101 (one hundred thousand and one hundred one) 

Table 6-12: 10 (Ten) records of the sample data from 2009 July 1 
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0.09 44 192 144 0 0 0 0 0 0 0 0 0 SF 0 0 0 -1 fdcb:c552:6507:ff12:7d83:279f:0ff3:158e 123 fdcb:c552:6507:6e4d:7a29:3019:309e:39ca 123 00:00:01 0.08869 

2.14 8 2865 94 0 0 0 0 0 0 0 0 0 RSTO 0 0 0 1 fdcb:c552:6507:3085:361d:0953:1731:031e 64643 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:01 2.137968 

4.3 8 8760 383 0 0 0 0 0 0 0 0 0 RSTO 0 0 0 1 fdcb:c552:6507:e89e:305b:414a:57af:5567 55323 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:01 4.297924 

0.04 49 216 156 0 0 0 0 0 0 0 0 0 SF 0 0 0 -1 fdcb:c552:6507:32a2:7a9d:30f4:3042:05c0 500 fdcb:c552:6507:dec6:3f28:14a5:4c53:21cf 500 00:00:02 0.039478 

0 13 0 0 0 0 0 0 0 0 0 0 0 RSTRH 0 0 0 -1 fdcb:c552:6507:f2e3:7a3b:303e:30e8:6695 34329 fdcb:c552:6507:782d:49b3:0d21:4814:761a 80 00:00:02 0 

2.96 8 2951 245 0 0 0 0 0 0 0 0 0 RSTO 0 0 0 1 fdcb:c552:6507:43d6:43d1:004d:0fd8:4ed6 37890 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:02 2.962333 

2.84 8 2911 245 0 0 0 0 0 0 0 0 0 RSTO 0 0 0 1 fdcb:c552:6507:64da:3b48:3fc0:3a08:70bd 3824 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:02 2.842797 

0 49 0 0 0 0 0 0 0 0 0 0 0 S0 0 0 0 -1 fdcb:c552:6507:0421:47ef:1900:2409:1569 3467 fdcb:c552:6507:99d1:7d81:27b4:6049:39a2 445 00:00:02 0 

3.36 8 682 245 0 0 0 0 0 0 0 0 0 SF 0 0 0 1 fdcb:c552:6507:56a4:0fa1:6f74:234f:0f8e 3998 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:03 3.355988 

3.59 8 2909 245 0 0 0 0 0 0 0 0 0 RSTO 0 0 0 1 fdcb:c552:6507:9402:151a:3b34:2749:03aa 3023 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:03 3.592596 

… continues to record no. 125,198 (one hundred twenty five thousand and one hundred ninety eight) 

Table 6-13: 10 (Ten) records of the sample data from 2009 July 8 
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3.24 8 25991 69 0 0 0 0 1 68 1 0 0 SF 0 0 0 1 fdcb:c552:6507:3e1f:3733:21e9:5a9d:39a9 29445 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:02 3.24432 

4.91 8 1232 245 1 1 0 0 0 68 0 0 0 SF 0 0 0 1 fdcb:c552:6507:ebc1:0019:27e4:5145:55c2 3025 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:02 4.910682 

6.7 8 26327 32 2 1 0 0 1 69 1 0 0 SF 0 0 0 1 fdcb:c552:6507:e4a5:0754:5b6a:7aab:7291 15614 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:03 6.699002 

12.54 8 5853 245 3 1 0 0 0 69 0 0 0 RSTO 0 0 0 1 fdcb:c552:6507:4146:3700:61d5:075a:0f3c 63125 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:03 12.53885 

13.39 8 3820 245 4 1 0 0 1 70 1 0 0 RSTO 0 0 0 1 fdcb:c552:6507:8504:3ceb:17a8:1086:1364 1740 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:03 13.393583 

0 49 0 0 0 0 0 0 0 0 0 0 0 S0 0 0 0 -1 fdcb:c552:6507:af2f:17fd:1540:1301:55de 4363 fdcb:c552:6507:ff09:7de4:2744:6047:2b8b 445 00:00:03 0 

0 49 0 0 0 0 0 1 0 6 0 0 0 REJ 0 0 0 -1 fdcb:c552:6507:eec7:2cbf:5ecb:27bb:29e4 4500 fdcb:c552:6507:378a:7dd0:2706:0764:0501 445 00:00:05 0.000164 

0 49 0 0 1 1 0 0.5 1 7 1 0 0 REJ 0 0 0 -1 fdcb:c552:6507:eec7:2cbf:5ecb:27bb:29e4 4500 fdcb:c552:6507:378a:7dd0:2706:0764:0501 445 00:00:05 0.000256 

2.3 8 26291 597 0 0 0 0 15 15 0 0 0 SF 0 0 0 1 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 60736 fdcb:c552:6507:be10:70bc:01e8:3181:0fed 25 00:00:05 2.296249 

4.48 8 2547 308 3 1 0 0 0 69 0 0 0 RSTO 0 0 0 1 fdcb:c552:6507:ad25:26cd:18ed:03d3:40c5 54080 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:05 4.478941 

… continues to record no. 124,537 (one hundred twenty four thousand and five hundred thirty seven) 
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Table 6-14: 10 (Ten) records of the sample data from 2009 July 15 
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2.19 8 1470 922 0 0 0 0 22 22 0 0 0 SF 0 0 0 1 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 55489 fdcb:c552:6507:bf2b:70ab:0100:3106:024a 25 00:00:00 2.185567 

0.12 44 192 192 0 0 0 0 61 98 1 0 0 SF 0 0 0 -1 fdcb:c552:6507:6e4d:7a29:3019:309e:39ca 123 fdcb:c552:6507:ff12:7d83:279f:0ff3:158e 123 00:00:01 0.118537 

0 49 0 0 0 0 0 0 1 3 1 1 1 S0 0 0 0 -1 fdcb:c552:6507:1648:1920:75ef:67fb:2155 36407 fdcb:c552:6507:0dc1:7d6d:278a:60af:0043 445 00:00:02 0 

0.32 8 0 0 0 0 0 0 0 57 0 0 0 RSTO 0 0 0 1 fdcb:c552:6507:78bb:362f:0e8f:45f3:1beb 41895 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:03 0.319445 

3.25 8 750 245 1 1 0 0 0 57 0 0 0 RSTO 0 0 0 1 fdcb:c552:6507:d848:1891:031d:69da:15c6 4820 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:03 3.252052 

3.85 8 856 167 2 1 0 0 0 58 0 0 0 SF 0 0 0 1 fdcb:c552:6507:c7a1:41de:5a9d:03db:6980 4990 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:03 3.846338 

0 13 0 0 0 0 0 0 0 14 0 0 0 RSTO 0 0 0 -1 fdcb:c552:6507:dcd8:7d12:27ba:0fa7:156e 32802 fdcb:c552:6507:3e14:5144:0347:4271:326c 80 00:00:05 0.001641 

0 49 0 0 0 0 0 0 0 1 0 0 1 S0 0 0 0 -1 fdcb:c552:6507:fa6e:4528:0f05:0356:70c1 4803 fdcb:c552:6507:d156:7d3a:2741:6012:006f 445 00:00:05 0 

1.73 8 984 601 0 0 0 0 21 21 0 0 0 SF 0 0 0 1 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 55494 fdcb:c552:6507:bf2b:70ab:0100:3106:024a 25 00:00:06 1.726716 

2.52 8 1269 276 0 0 0 0 0 59 0 0 0 RSTO 0 0 0 1 fdcb:c552:6507:f448:189c:4dd6:416f:2c8e 2639 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:06 2.516369 

… continues to record no. 125,688 (one hundred twenty five thousand and six hundred eighty eight) 

Table 6-15: 10 (Ten) records of the sample data from 2009 July 22 
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1.2 49 128 219 0 0 0 0.8 9 9 0 0 0 SF 0 0 0 -1 fdcb:c552:6507:ee5d:0b84:235f:11f0:03c2 2116 fdcb:c552:6507:207e:7d44:27cb:61bc:03dd 445 00:00:00 1.204293 

33.56 8 9307 53 17 1 0.76 0.76 0 100 0 0 0.81 RSTOS0 0 0 0 1 fdcb:c552:6507:9fd1:1817:1731:5019:0347 33516 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:00 33.562506 

38.89 8 2206 252 9 1 0.67 0.67 0 100 0 0 0.8 RSTO 0 0 0 1 fdcb:c552:6507:a950:42e0:2f22:5325:005c 62398 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:01 38.892701 

0 49 0 0 0 0 0 0.5 1 1 1 1 1 S0 0 0 0 -1 fdcb:c552:6507:1ba1:4112:039f:13f1:5819 4312 fdcb:c552:6507:b47d:7df8:279f:60fb:1b27 445 00:00:01 0 

0 49 0 0 0 0 0 0.67 1 2 1 1 1 S0 0 0 0 -1 fdcb:c552:6507:dcbb:4324:0f1c:61c1:4b9c 2231 fdcb:c552:6507:1ad7:7d5f:2766:606c:1305 445 00:00:01 0 

0.12 44 192 192 0 0 0 0 45 76 1 0 0 SF 0 0 0 -1 fdcb:c552:6507:6e4d:7a29:3019:309e:39ca 123 fdcb:c552:6507:ff12:7d83:279f:0ff3:158e 123 00:00:02 0.118913 

3.36 6 520 1551 0 0 0 0 99 99 0 0 0 SF 0 0 0 -1 fdcb:c552:6507:8b3b:1734:28f5:515a:301f 48686 fdcb:c552:6507:163f:7dc4:27ce:07e3:0a1f 22 00:00:03 3.36325 

6.06 8 26165 236 1 1 0 0 0 100 0 0 0.79 SF 0 0 0 1 fdcb:c552:6507:eb63:360e:0ac6:0365:1b33 2187 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:03 6.059758 

1.5 8 2496 276 1 1 0 0 0 100 0 0 0.78 RSTO 0 0 0 1 fdcb:c552:6507:4345:350f:75c3:323c:53f3 61525 fdcb:c552:6507:9513:7d90:276f:07f8:0fc8 25 00:00:04 1.496729 

0 49 0 0 0 0 0 0 0 3 0 0 1 S0 0 0 0 -1 fdcb:c552:6507:9664:41e3:0f30:7904:03be 3431 fdcb:c552:6507:1cc1:7d57:27de:60ef:05c3 445 00:00:05 0 

… continues to record no. 125,442 (one hundred twenty five thousand and four hundred forty two) 

Table 6-16:  10 (Ten) records of sample data from 2009 Aug. 25 
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0 49 71 0 0 0 0 0 0 0 0 0 0 S0 0 0 0 -1 fda4:45a3:3fdd:ce8d:090c:3d88:238f:0f87 64032 fda4:45a3:3fdd:012c:7d5f:279d:60d6:0fc6 57246 00:00:00 0 

0.12 44 192 192 0 0 0 0 58 93 1 0 0 SF 0 0 0 -1 fda4:45a3:3fdd:3fbf:7aee:3008:3088:398b 123 fda4:45a3:3fdd:3cd8:7da1:27f6:0f67:15f9 123 00:00:01 0.119002 

0 49 0 0 0 0 0 1 0 0 0 0 0 S0 0 0 0 -1 fda4:45a3:3fdd:9ff2:41fc:5210:3b08:0d30 4495 fda4:45a3:3fdd:e09c:7d96:270c:60c8:31ec 445 00:00:01 0 

0 49 0 0 0 0 0 1 0 1 0 0 1 S0 0 0 0 -1 fda4:45a3:3fdd:fc47:038f:03c3:1e3b:09ad 4580 fda4:45a3:3fdd:9efa:7de8:275e:61e1:0f56 445 00:00:02 0 

4.68 8 2292 245 0 0 0 0 0 100 0 0 0 SF 0 0 0 1 fda4:45a3:3fdd:d384:4d9a:5597:157e:570b 39817 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:03 4.67695 

0 49 0 0 0 0 0 1 0 0 0 0 0 S0 0 0 0 -1 fda4:45a3:3fdd:69bb:122c:1fc6:0368:0ef6 3141 fda4:45a3:3fdd:81fe:7d38:27c1:6013:0719 445 00:00:03 0 

2.02 49 128 219 0 0 0 1 0 46 0 0 0 SF 0 0 0 -1 fda4:45a3:3fdd:4d2d:2536:5609:4d97:1109 4196 fda4:45a3:3fdd:9bd5:7df4:2744:6149:031a 445 00:00:04 2.023215 

0 49 0 0 0 0 0 0.67 0 1 0 0 1 S0 0 0 0 -1 fda4:45a3:3fdd:4163:0fdf:3ac6:016e:545d 4812 fda4:45a3:3fdd:7a4a:7d6b:27e7:6070:56db 15118 00:00:04 0 

7.6 8 2186 167 0 0 0 0 0 100 0 0 0 SF 217014(1) 0 0 1 fda4:45a3:3fdd:3806:0913:0d89:5090:0386 41300 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:06 7.595378 

13.03 49 2475 1518 1 1 0 0.5 1 47 0 0 0 RSTO 23179(1) 0 342(1) -1 fda4:45a3:3fdd:4d2d:2536:5609:4d97:1109 4201 fda4:45a3:3fdd:9bd5:7df4:2744:6149:031a 445 00:00:06 13.026752 

Total no. of records = 125,691 (one hundred tweny five thousand and six hundred ninety one) 

Table 6-17: 10 (Ten) records of sample data from 2009 Aug. 26 
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3.15 8 4856 245 4 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:9b58:36d8:0305:0353:62a4 1933 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:00 3.154911 

0 49 0 0 0 0 0 1 1 2 1 1 1 S0 0 0 0 -1 fda4:45a3:3fdd:71f1:2c67:05bd:49d1:337c 2052 fda4:45a3:3fdd:7888:7d59:278a:60a9:17d2 445 00:00:00 0 

0.42 8 0 0 3 1 0 0 0 100 0 0 0 REJ 0 0 0 1 fda4:45a3:3fdd:cb5a:094e:3029:0f9c:0fce 3775 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:01 0.424546 

4.21 8 4753 245 4 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:c220:47b9:1fe8:1780:5358 1402 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:01 4.210903 

27.55 8 34056 94 5 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda4:45a3:3fdd:d31b:13ba:4314:3542:0362 5071 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:01 27.545258 

0.12 44 192 192 0 0 0 0 59 97 1 0 0 SF 0 0 0 -1 fda4:45a3:3fdd:3fbf:7aee:3008:3088:398b 123 fda4:45a3:3fdd:3cd8:7da1:27f6:0f67:15f9 123 00:00:02 0.11763 

11.24 8 2309 245 4 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda4:45a3:3fdd:9b80:094e:028d:33d5:095b 27758 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:02 11.236397 

0 49 0 0 0 0 0 1 1 3 1 1 1 S0 0 0 0 -1 fda4:45a3:3fdd:be0e:0d3e:0de8:0984:0f88 4093 fda4:45a3:3fdd:8389:7d9b:27e7:607d:1350 445 00:00:02 0 

0 49 0 0 1 1 1 1 1 4 1 1 1 S0 0 0 0 -1 fda4:45a3:3fdd:a653:42f2:39f7:077a:00f8 4283 fda4:45a3:3fdd:8389:7d9b:27e7:607d:1350 445 00:00:02 0 

3.95 8 2228 167 4 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda4:45a3:3fdd:2345:421f:23f3:133c:3b49 2810 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:03 3.951684 

Total no. of records = 125,937 (one hundred twenty five thousand and nine hundred thirty seven) 

Table 6-18: 10 (Ten) records of sample data from 2009 Aug. 27 

D
u
ra

ti
o
n

 

S
er

v
ic

e 

S
o
u
rc

e 
b
y
te

s 

D
es

ti
n
at

io
n
 

b
y
te

s 

C
o
u
n
t 

S
am

e 
sr

v
 r

at
e 

S
er

ro
r 

ra
te

 

S
rv

 s
er

ro
r 

ra
te

 

D
st

 h
o
st

 

co
u
n
t 

D
st

 h
o
st

 s
rv

 

co
u
n
t 

D
st

 h
o
st

 s
am

e 

sr
c 

p
o
rt

 r
at

e 

D
st

 h
o
st

 

se
rr

o
r 

ra
te

 

D
st

 h
o
st

 s
rv

 

se
rr

o
r 

ra
te

 

F
la

g
 

ID
S

 d
et

ec
ti

o
n
 

M
al

w
ar

e 

d
et

ec
ti

o
n

 

A
sh

u
la

 

d
et

ec
ti

o
n

 

L
ab

el
 

S
o
u
rc

e 
IP

 

A
d
d
re

ss
 

S
o
u
rc

e 
P

o
rt

 

N
u
m

b
er

 

D
es

ti
n
at

io
n
 

IP
 A

d
d
re

ss
 

D
es

ti
n
at

io
n
 

P
o
rt

 N
u
m

b
er

 

S
ta

rt
 T

im
e 

D
u
ra

ti
o
n

 

0.12 44 192 192 0 0 0 0 57 91 1 0 0 SF 0 0 0 -1 fda4:45a3:3fdd:3fbf:7aee:3008:3088:398b 123 fda4:45a3:3fdd:3cd8:7da1:27f6:0f67:15f9 123 00:00:01 0.117875 

0 49 0 0 0 0 0 0 1 3 1 1 1 S0 0 0 0 -1 fda4:45a3:3fdd:6c32:3863:1462:192d:034e 3648 fda4:45a3:3fdd:2e2d:7d94:27d5:6056:0204 445 00:00:02 0 

2.44 8 2265 167 0 0 0 0 0 100 0 0 0 SF 0 0 0 1 fda4:45a3:3fdd:8b95:30ab:71d0:7602:0664 1784 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:03 2.438964 

20.73 8 2340 245 1 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda4:45a3:3fdd:7702:0912:03b1:591b:3feb 2842 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:03 20.73396 

3.05 8 2195 167 2 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda4:45a3:3fdd:6e71:516f:1745:7855:2c7d 2199 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:04 3.050848 

0 49 0 0 0 0 0 1 0 1 0 0 1 S0 0 0 0 -1 fda4:45a3:3fdd:5a55:1546:4975:1155:767b 3615 fda4:45a3:3fdd:200c:7d45:275e:60eb:23bf 445 00:00:04 0 

0.81 8 0 48 3 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:f95e:4559:0127:117d:5aa5 10639 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:05 0.811264 

5.1 8 2626 221 2 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda4:45a3:3fdd:4aab:427f:3632:0023:3d37 3163 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:06 5.101072 

7.77 8 2320 245 1 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda4:45a3:3fdd:5583:417c:03f6:3569:2fd3 11801 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:08 7.769598 

7.9 8 2261 252 2 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:45a0:11a6:6763:0730:0744 14088 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:08 7.898272 
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Total no. of records = 126,448 (one hundred twenty six thousand and four hundred forty eight) 

Table 6-19: 10 (Ten) records of sample data from 2009 Aug. 28 
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6.19 8 6033 245 1 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:dcc0:42ec:0f7f:03ff:036a 50035 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:00 6.187172 

0 49 0 0 0 0 0 1 1 1 1 1 1 S0 0 0 0 -1 fda4:45a3:3fdd:2a19:7324:2e84:794e:0da8 1553 fda4:45a3:3fdd:5eaa:7d5f:275e:60ea:243e 445 00:00:01 0 

0.12 44 192 192 0 0 0 0 54 96 1 0 0 SF 0 0 0 -1 fda4:45a3:3fdd:3fbf:7aee:3008:3088:398b 123 fda4:45a3:3fdd:3cd8:7da1:27f6:0f67:15f9 123 00:00:02 0.118002 

0.66 8 0 48 1 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:f597:4909:010f:01f6:013d 28272 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:02 0.65948 

0 49 0 0 0 0 0 1 1 2 1 1 1 S0 0 0 0 -1 fda4:45a3:3fdd:5683:4d24:03cb:03ba:1b9e 2815 fda4:45a3:3fdd:5203:7d4a:2705:6051:18ca 445 00:00:02 0 

3.36 8 2209 167 1 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda4:45a3:3fdd:c64c:4211:2d4a:53a7:1249 3764 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:03 3.355292 

5.05 8 4583 245 2 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:b4ff:1952:3029:0094:0f5b 61421 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:03 5.049727 

0 49 0 0 0 0 0 0 0 1 0 0 1 S0 0 0 0 -1 fda4:45a3:3fdd:81e3:1825:011a:6eaa:0b76 3776 fda4:45a3:3fdd:9978:7dd4:2780:6004:1731 445 00:00:06 0 

4.08 8 2172 244 0 0 0 0 0 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:5ef8:36cb:077b:12be:0301 4935 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:07 4.078934 

0 49 0 0 0 0 0 1 0 2 0 0 1 S0 0 0 0 -1 fda4:45a3:3fdd:abcf:47bd:1b14:0c43:2ba4 4520 fda4:45a3:3fdd:7888:7d59:278a:60a9:17d2 445 00:00:08 0 

Total no. of records = 127,608 (one hundred twenty seven thousand and six hundred eight) 

Table 6-20: 10 (Ten) records of sample data from 2009 Aug. 29 
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0.12 44 192 192 0 0 0 0 46 94 1 0 0 SF 0 0 0 -1 fda4:45a3:3fdd:3fbf:7aee:3008:3088:398b 123 fda4:45a3:3fdd:3cd8:7da1:27f6:0f67:15f9 123 00:00:01 0.118005 

33.9 8 2241 167 1 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda4:45a3:3fdd:432c:413a:0cd4:2e41:0342 2691 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:01 33.903481 

0 49 0 0 0 0 0 0.5 1 1 1 1 1 S0 0 0 0 -1 fda4:45a3:3fdd:e5d8:42e1:510f:27ff:030f 1634 fda4:45a3:3fdd:e3ad:7da3:27f4:604c:2168 445 00:00:01 0 

0 49 0 0 0 0 0 0.67 0 0 0 0 0 S0 0 0 0 -1 fda4:45a3:3fdd:d4ec:5146:233a:61a8:03b6 3323 fda4:45a3:3fdd:323a:7dce:270d:60de:2919 445 00:00:01 0 

0 49 0 0 0 0 0 1 0 3 0 0 1 S0 0 0 0 -1 fda4:45a3:3fdd:43b9:4f30:6300:180f:4b56 2115 fda4:45a3:3fdd:a562:7d9e:27fe:60e6:05d0 445 00:00:03 0 

0 49 0 0 0 0 0 1 0 1 0 0 1 S0 0 0 0 -1 fda4:45a3:3fdd:d946:4370:00de:33e2:612b 4457 fda4:45a3:3fdd:a0c0:7d87:27d1:6019:1e9c 445 00:00:04 0 

2.77 8 2299 245 0 0 0 0 0 100 0 0 0 SF 0 0 0 1 fda4:45a3:3fdd:2024:45f0:0c0e:00e3:0dc2 17837 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:05 2.770091 

0 8 0 0 1 1 0 0 0 100 0 0 0 RSTOS0 0 0 0 1 fda4:45a3:3fdd:91b8:4917:1860:100c:4c14 4781 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:06 0 

35.58 8 2174 276 2 1 0 0 1 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:91b8:4917:1860:100c:4c14 1288 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:06 35.576056 

74.96 8 0 0 3 1 0 0 6 100 0 0 0 RSTR 503014(1) 0 0 1 fda4:45a3:3fdd:448d:427c:0c94:074f:1bb4 60879 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:06 74.955875 

Total no. of records = 128,881 (one hundred twenty eight thousand and eight hundred eighty one) 
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Table 6-21: 10 (Ten) records of sample data from 2009 Aug. 30 
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0 49 0 0 0 0 0 0.33 1 2 1 1 1 S0 0 0 0 -1 fda4:45a3:3fdd:6486:063e:02b6:6b6c:412c 4147 fda4:45a3:3fdd:1a52:7df3:275e:60e7:2f3f 445 00:00:00 0 

0.12 44 192 192 0 0 0 0 58 94 1 0 0 SF 0 0 0 -1 fda4:45a3:3fdd:3fbf:7aee:3008:3088:398b 123 fda4:45a3:3fdd:3cd8:7da1:27f6:0f67:15f9 123 00:00:01 0.117878 

25.13 8 2306 276 1 1 0 0 1 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:c464:0980:24f3:0935:64b3 4396 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:01 25.133814 

3.48 8 4527 409 1 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:25cf:0d76:563c:19c0:0f5f 3967 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:02 3.481789 

3.84 8 4263 377 2 1 0 0 1 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:25cf:0d76:563c:19c0:0f5f 3964 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:02 3.8377 

3.96 8 2296 245 3 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda4:45a3:3fdd:9819:4124:28bf:23f9:072a 36600 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:02 3.959251 

6.59 8 9031 338 4 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:2a65:4237:3064:4140:0346 4536 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:02 6.591676 

5.81 8 9059 338 5 1 0 0 1 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:2a65:4237:3064:4140:0346 4543 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:03 5.814764 

17.46 8 0 48 5 1 0 0 0 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:edeb:4bec:68d2:7421:6e84 18020 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:04 17.456841 

20.33 8 1284 551 6 1 0 0 0 100 0 0 0 SF 0 0 0 1 fda4:45a3:3fdd:c20f:09dc:1677:6874:051e 1027 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:04 20.329444 

Total no. of records = 131,694 (one hundred thirty one thousand and six hundred niney four) 

Table 6-22: 10 (Ten) records of sample data from 2009 Aug. 31 
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0.37 49 128 219 2 1 0 0.33 25 56 0 0 0 SF 0 0 0 -1 fda4:45a3:3fdd:730c:07fc:0790:3f0d:01dd 4917 fda4:45a3:3fdd:9bd5:7df4:2744:6149:031a 445 00:00:00 0.371577 

1.18 49 128 219 3 1 0 0.25 12 57 0 0 0 SF 0 0 0 -1 fda4:45a3:3fdd:9909:4263:2a71:1415:6fd1 3106 fda4:45a3:3fdd:9bd5:7df4:2744:6149:031a 445 00:00:00 1.177594 

2.37 49 2491 1518 4 1 0 0.2 25 57 0 0 0 RSTO 23179(1) 0 342(1) -1 fda4:45a3:3fdd:730c:07fc:0790:3f0d:01dd 4918 fda4:45a3:3fdd:9bd5:7df4:2744:6149:031a 445 00:00:00 2.36788 

9.9 49 2764 1750 5 1 0 0.17 11 58 0 0 0 RSTO 0 0 342(1) -2 fda4:45a3:3fdd:a663:25cf:5698:3983:1eae 2727 fda4:45a3:3fdd:9bd5:7df4:2744:6149:031a 445 00:00:00 9.901614 

0 49 0 0 0 0 0 0.14 1 1 1 1 1 S0 0 0 0 -1 fda4:45a3:3fdd:43e3:5194:2da5:5252:3c0e 4441 fda4:45a3:3fdd:3e03:7d50:279b:60be:033e 445 00:00:00 0 

0.12 44 192 192 0 0 0 0 59 96 1 0 0 SF 0 0 0 -1 fda4:45a3:3fdd:3fbf:7aee:3008:3088:398b 123 fda4:45a3:3fdd:3cd8:7da1:27f6:0f67:15f9 123 00:00:01 0.119253 

2.71 6 536 1551 0 0 0 0 100 100 0 0 0 SF 0 0 0 -1 fda4:45a3:3fdd:c218:4360:0fcd:31da:1e7a 35329 fda4:45a3:3fdd:ecce:7d1c:2792:072e:0a71 22 00:00:01 2.706176 

7.08 8 9085 245 0 0 0 0 0 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:eec0:2bc2:7036:1161:07a1 1870 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:02 7.079902 

8.65 8 18107 330 1 1 0 0 1 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:eec0:2bc2:7036:1161:07a1 1871 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:02 8.65455 

9.37 8 18096 330 2 1 0 0 2 100 0 0 0 RSTO 0 0 0 1 fda4:45a3:3fdd:eec0:2bc2:7036:1161:07a1 1869 fda4:45a3:3fdd:d62c:7df2:2761:071f:0f51 25 00:00:02 9.369518 

Total no. of records = 134,665 (one hundred thirty four thousand and six hundred sixty five) 



 

武汉大学学位论文使用授权协议书 

（一式两份，一份论文作者保存，一份留学校存档） 

本学位论文作者愿意遵守武汉大学关于保存、使用学位论文的管理办法及

规定，即：学校有权保存学位论文的印刷本和电子版，并提供文献检索与阅览

服务；学校可以采用影印、缩印、数字化或其它复制手段保存论文；在以教学

与科研服务为目的前提下，学校可以在校园网内公布部分及全部内容。  

1、 在本论文提交当年，同意在校园网内以及中国高等教育文献保障系统

（CALIS）高校学位论文系统提供查询及前十六页浏览服务。 

2、 在本论文提交□当年/□一年/□两年/□三年以后，同意在校园网内允

许读者在线浏览并下载全文，学校可以为存在馆际合作关系的兄弟高

校用户提供文献传递服务和交换服务。（保密论文解密后遵守此规定） 

 

论文作者（签名）：       

学    号：                 

学    院：                 

 

                    

日期：2015  年 6 月 1 日 
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